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UAC

(TTITT] UAC OTIT (et termRToerFy 11111 PowerShellT]
HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System).EnableLUA [T]T]

(Get-ItemProperty HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System). EnableLUA

PS C:\» (Get-ItemProperty HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersioniPolicies\System).EnablelUA
1

AppLocker

AppLocker T TEe ICHilA Ibeb FRAER T T TTTTTTTTTTTTITIITTTITITTTT] Powershell 1]
HKLM:\SOFTWARE\Policies\Microsoft\Windows\SrpV2\Exe\ [TTTTT1T]

Get-ChildItem -Path HKLM: \SOFTWARE\Policies\Microsoft\Windows\SrpV2\Exe\
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> Get-ChildItem

Hiwve: L_MACHINE

PathRul
77cad 1" Mame="(Default Rule)

e group to run applicati
»¢Conditi »¢FilePathCondition
2" Mame="(Default Rule)

ministrators group te run all applications.™

({1110 CLM

CLMOTITTIIIT AppLockerTTTTTTITIIIIIT] CLM OTTTITITIIIT] Powershell (TTTTTTTTTIITTTTTTITTTITIC
$ExecutionContext.SessionState.LanguageMode [TTTTTIT]

$ExecutionContext. SessionState. LanguageMode

Language
john> [Math].Cos(1)
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“ S » ThisPC » Local Disk (C:) » Program Files » LAPS »

v O
MName Date modified Type Size
#F Quick access
CSE 1/2 File folder
[ Desktop o i
B AdrmPwd. Ul 5/ Application 64 KB
¥ Downloads [] AdmPwd.Utils.dll 5/5/2021 04 AM  Application extens... 27KB

= Documents

=/ Pictures
[ This PC

=¥ Metwork

RunAsPPL

RunAsPPL [TTTTTTTITIS &g {&xé TEM LI M ka2 [(T111 TGS EeniP ol
HKLM:\SYSTEM\CurrentControlSet\Control\Lsa -Name "RunAsPPL" [[TIPPLIIIII]

Get-ItemProperty -Path

HKLM: \SYSTEM\CurrentControlSet\Control\Lsa -Name "RunAsPPL"

P5S C:\Usersisql_service» YSTEM\CurrentControlSet\Controlils=a

RunAsPPL
th WourrentContr wControlilsa

CurrentContr Control

.PowerShell.Core\Registry
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