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Get-DomainTrust -Domain [ []
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beacon= powershell get-domaintrust -domain prod.raven-med.local

[*] Tasked beacon to run: get-domaintrust -domain prod.raven-med.local
[+] host called home, sent: 401 bytes

[+] received output

#< CLIXML

SourceName

: prod.raven-med.local
Targethame : raven-med.local

TrustType WINDOWS ACTIVE DIRECTORY
TrustAttributes : WITHIN FOREST
TrustDirection : Bidirectional
WhenCreated i 1/21/2023 1
WhenChanged 3/28/2023

[RAMEN-MED [TTTTTTTITITITIIT] PROD T
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beacon> powershell get-domaintrust -domain raven-med.local

[*] Tasked beacon to run: get-domaintrust -domain raven-med.local
[+] host called home, sent: 389 bytes

[+] received output

#< CLIXML

SourceName : raven-med.local
TargetName : prod.raven-med, Local
TrustType : WINDOWS ACTIVE_DIRECTORY
TrustAttributes : WITHIN FOREST
TrustDirection : Bidirectional
WhenCreated : 1721/ '
WhenChanged i

SourceName : raven-med.Llocal
TargetName : med-factory.local
TrustType : WINDOWS_ACTIVE_DIRECTORY
TrustAttributes : FOREST_TRANSITIVE
TrustDirection : Inbound

WhenCreated  1/21/2023 5:16:16 PM
WhenChanged i 21572023 4:57:01 AM

SourceName : raven-med,.local
TargetName : white-bird.local
TrustType : WINDOWS_ACTIVE_DIRECTORY
TrustAttributes : FOREST _TRANSITIVE
TrustDirection : Bidirectional
WhenCreated : 1/22/2023 4:19:54 AM
WhenChanged 1 3/28/2023 2:21:44 AM

[ PROD T T I O O T

white-bird.local Properties ? et

General Name Suffix Routing  Authentication

This Domain: |ra~.ren-rneu:|.l-:u:al |
Other Domain: | white-bird local |
Trust type: | Forest |

[] The other domain supports Kerberos AES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specified domain can autherticate in the local
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the enterprise may authenticate in the trusting enterprise.

To confim or reset this trust relationship and update its Validate
routed name suffices, click Validate.

To save a file with the details about the status of the Save As
names associated with this trust, click Save As.

Cancel Help
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(IIIIIIIIIIT raven-medicine.local [TTTTIIIIIT] prod.raven-medicine.local [IT]

beacon> powershell get-domaintrust
get-domaintrust
325 bytes

[*] Tasked beacon to run
[+] host called home, sent

[+] received output

#=< CLIXML

SourceName
Targethame
TrustType

TrustDirection
WhenCreated
WhenChanged

SourceName
Targethame
TrustType

TrustDirection
WhenCreated
WhenChanged

raven-medicine [TTTTTITIT] med-factory.local [ITTTTT] raven-med.local [TTTTT]] med-factory.local [TT1T]

t white-bird.local
: raven-med.local
: WINDOWS ACTIVE DIRECTORY
TrustAttributes :

FOREST_TRANSITIVE

t Bidirectional
1 172272023 4:19:54 AM
: 3/30/2023 2:36:48 AM

t white-bird.local

: med-deal.local

: WINDOWS ACTIVE DIRECTORY
TrustAttributes :

FOREST_TRANSITIVE

: Outhound
r 1/22/2023 4:28:57 AM
r 3/28/2023 1:41:10 AM
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beacon> powershell get-domaintrust -domain raven-med.local

[*] Tasked beacon to run: get-domaintrust -domain raven-med.local
[+] host called home, sent: 389 bytes

[+] received output:

#< CLIXML

SourceName : raven-med.local
TargetName : prod.raven-med, Local
TrustType : WINDOWS ACTIVE_DIRECTORY
TrustAttributes : WITHIN FOREST
TrustDirection : Bidirectional
WhenCreated '
WhenChanged

SourceName : raven-med.Llocal
TargetName : med-factory.local
TrustType : WINDOWS_ACTIVE_DIRECTORY
TrustAttributes : FOREST_TRANSITIVE
TrustDirection : Inbound

WhenCreated  1/21/2023 5:16:16 PM
WhenChanged i 21572023 4:57:01 AM

SourceName : raven-med,.local
TargetName : white-bird.local
TrustType : WINDOWS_ACTIVE_DIRECTORY
TrustAttributes : FOREST _TRANSITIVE
TrustDirection : Bidirectional
WhenCreated : 1/22/2023 4:19:54 AM
WhenChanged 1 3/28/2023 2:21:44 AM

[ITIT1] med-deal.local [IT] med-deal.local T T T TIITIITIITIT]
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beacon> powershell get-domaintrust

[*] Tasked beacon to run: get-domaintrust
[+] host called home, sent: 325 bytes

[+] received output

#= CLIXML

SourceName t white-bird.local
Targethame : raven-med.local
TrustType : WINDOWS ACTIVE DIRECTORY
TrustAttributes : FOREST TRANSITIVE

TrustDirection : Bidirectional
WhenCreated i 1/22/2023 4:19:54 AM
WhenChanged : 3/30/2023 2:36:48 AM

SourceName t white-bird.local
TargetName : med-deal.local

TrustType : WINDOWS ACTIVE DIRECTORY
TrustAttributes : FOREST TRANSITIVE
TrustDirection : Outbound

WhenCreated i 172272023 4:28:57 AM
WhenChanged : 3/28/2023 1:41:10 AM
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