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L—# nmap -p21 -sV -vv raven-medicine. org

Starting Nmap 7.92 ( https: //nmap.org ) at 2023-02-26 12:54 PST
NSE: Loaded 45 scripts for scanning

Initiating Ping Scan at 12: 54

Scanning raven-medicine. org (185.2.101.114) [4 ports]

Completed Ping Scan at 12:54, 0.15s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 12:54

Completed Parallel DNS resolution of 1 host. at 12:54, 0.22s elapsed
Initiating SYN Stealth Scan at 12: 54

Scanning raven-medicine. org (185.2.101.114) [1 port]

Discovered open port 21/tcp on 185.2.101.114

Completed SYN Stealth Scan at 12:54, 0.15s elapsed (1 total ports)
Initiating Service scan at 12:54

Scanning 1 service on raven-medicine. org (185. 2.101.114)

Completed Service scan at 12:54, 1.45s elapsed (1 service on 1 host)
NSE: Script scanning 185. 2.101. 114

NSE: Starting runlevel 1 (of 2) scan.

Initiating NSE at 12:54

Completed NSE at 12:54, 0.00s elapsed

NSE: Starting runlevel 2 (of 2) scan.

Initiating NSE at 12:54

Completed NSE at 12:54, 0.00s elapsed

Nmap scan report for raven-medicine.org (185.2.101.114)

Host is up, received reset ttl 110 (0.11ls latency).

rDNS record for 185.2.101.114: m2314. contaboserver. net

Scanned at 2023-02-26 12: 54: 55 PST for 2s

PORT  STATE SERVICE REASON VERSION
21/tcp open ftp syn-ack ttl 110 vsftpd 3.0.3

Service Info: 0S: Unix

Read data files from: /usr/bin/.. /share/nmap
Service detection performed. Please report any incorrect results at https: //nmap. org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2. 43 seconds

Raw packets sent: 5 (196B) | Rcvd: 2 (84B)
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Exploit Title
- Remote Denial of Service

Shellcodes: No Results
Papers: No Results

T ITIITIIOTIIIIIIIT0 anonymous [ ftp I T OTIITTId

raven-medicine.org
ed to raven-medicine.org.
FTPd 3.

Login successful.
Remote system type 1s UNIX.
Using binary mode to transfer files
ftp> 1s

229 Entering Extended Passive Mode (|||53466]).
150 Here comes the directory listing.

171 Feb @1 12
4@96 Feb @1 12:39 pub

L—# wget -m ftp: //anonymous: admin@raven- medicine. org
--2023-02-26 13: 00: 38-- ftp: //anonymous: *password*@ aven-medicine. org/
=> ‘raven-medicine. org/. listing’
Resolving raven-medicine. org (raven-medicine.org)... 185.2.101.114
Connecting to raven-medicine. org (raven-medicine. org)| 185.2.101.114|:21... connected.

Logging in as anonymous ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD not needed.

==> PASV ... done. ==> LIST ... done

raven-medicine. org/. listing [

<=> ] 246 --.-KB/s in

0s
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2023-02-26 13:00: 41 (38.8 MB/s) - ‘raven-medicine.org/. listing’ saved [246]

--2023-02-26 13: 00: 41-- ftp: //anonymous: *password*@ aven-medicine. org/note. txt

connected.

.listing’

en-medicine
RETR no

in @s
1-medicine.or

us:+password+a en-medicine.
listing’

in @s

~/Desktop/dler/raven-medicine.org
note.txt
The automation script is upleoaded to github r . If : modification is n e c 0 si in github
and upd: the script.

~/Desktop/dler/raven-medicine.org

.json
ock.json

[T Github[ITTITTT
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Sign in to GitHub

Username or email address

raven-medicine

Password Fergot passweord?

S0 BBRBBRAN

MNew to GitHub? Create an account.

& raven-medicine / Automation ' Public

<> Code O Issues i1 Pul requests G) Actions E Projects M wiki @ Security I~ Insights E:?:i Settings

¥ Automation ~ | Automation / cron.sh

raven-medicine Update cron.sh

A 1 contributor

12 lines (7 sloc) 131 Bytes

1 #!/bin/bash

2

3 echo 'Checking Kernal Version'
4 uname -an

5

& echo 'Checking network info’
7 ip a

a

9 echo 'Checking passwd'

18 cat fetc/passwd

11

12

Give feedback
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