(1111 C2 [TT1T]

(110 Azure [T €2 T T T €2 I €2 [TITTIT] Ngir

[IT1T1]JQuery C2 [ITIT]

http-config {
set headers "Date, Server, Content-Length, Keep-Alive, Connection, Content-Type";
header "Server" "Apache”;
header "Keep-Alive" "timeout=18, max=180";
header "Connection” "Keep-Alive";
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Edit Listener b

Create a listener.

Name: |htip:

Payload: |Beacon HTTPS v

Payload Options

HTTPS Hosts: R

Host Rotation Strategy: |round-robin -
HTTPS Host (Stager): |G l
Profile: |default = |
HTTPS Port (C2): 1443 ]
HTTPS Port (Bind): 18443 |

HTTPS Host Header: [ ]

HTTPS Proxy: [ | —

[ Save ‘ Help ‘

Nginx(ITT]

[ NginXetErhginx/ngix.conf
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forwarded for;

server {
listen 443;
1] ssl on;
[0 ssl certificate /etc/ssl/certs/public.crt;
[0 ssl certificate key /etc/ssl/private/private. key;
server name azuresky. live;
proxy set header X-Forwarded-For $proxy add x forwarded for;

location ~*/ {

if ($http user agent != "Innocent") {
return 403;

}

proxy pass https: //localhost: 8443

}

proxy _set header [TTTTT] Nginx [TT]IP

proxy_pass [TT1T] Nginx JTTTTTT] CS 11111

location ~*/ [P§€F[Agent [[TTIIIIIIIIIIIIIIIII1] Beacon [T1] UAIIIIIIIT] Beacon [IIIIIIIIIIIIT] Be

(ITIT]
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