C2[11]

C2 1]

C2[ITTTTTTTITTITTITIIIIT €2 O

ITIThEPSIVW @R fHec2matrix.com/matrix[C2 [T C2 T T €2 [TTT1

Metasploit

(IITIITITITMetasploit [TTTITITIT] exp IITIIITIT] Meterpreter [TTTTIITIT] C2 (ITKali Linux [TMetasploit[T

NERRRRNNNNRRNNNNNRRRRNNNNEE

im‘a@g@olﬂftgnd or type unknown

Cobalt Strike

Cobalt Strike [TTTITIIT] C2 (IITTITIIIITIITITIIN APT [TI1T] C2 [TIITICobalt Strike [TTTITITTTIITIIIITIIIT

(T BUGITI T T T T T AT T

[T VNC [T

ilma@gﬁolt)ﬂ)gnd or type unknown

Sliver C2


https://www.thec2matrix.com/matrix
http://raven-medicine.com/uploads/images/gallery/2022-09/qXyimage.png
http://raven-medicine.com/uploads/images/gallery/2022-09/JNEimage.png

(ITIhttps://github.com/BishopFox/sliver

(ITTIITIT C2[Sliver C2 [TITITTAPT [TITITIITIITIIIIN C2 [I1Sliver C2[I1T] Cobalt Strike [TTTTTTITITITIII

M0 OPSECTTTITITIIIII

(I BUGHITITITIIIIIITIIT GUI 111

amond

.child.htb.local’

PI output.

Sharp C2

(https://github.com/rasta-mouse/SharpC2

SharpC2[] rasta-mouse [ C# [II1111] C2, (IIIIIIII1] Cobalt Strike, [TTTITIT] GUI 111

ARERNRNRNRNRNNEE


https://raven-medicine.com/uploads/images/gallery/2023-02/ODfmE3pX1l2oKBls-image.png
https://github.com/rasta-mouse/SharpC2

SharpC2

Hostname Address Process Seen Health

Handlers

Payloads GHOST-CANYON\Daniel Ghost-Canyon 169.254.68.55 drone_http 0 Medium

Pivots

GHOST-CANYON\Daniel Ghost-Canyon 169.254.68.55 drone_smb 20244 Medium

GHOST-CANYON\Daniel Ghost-Cany 169.254.68.55 drone_tcp-local 0 6 Medium

Havoc C2

(ttps://github.com/HavocFramework/Havoc

018 €2 T BRCAIIT]

HENRRRNNNNRRRNNNNNRRRRNNNRREEE

[IITTITITIIT BUG

Scripts Help

er - HTTP,

Initialized €

Initialized

Initialized

Initialized o
Initialized b 72.16.134.
Initialized ratore172.16
Initialized

Initialized 6

g 4
P

428494 € denon_htt & - iy
SPIDER-PC\ppareer: 2 850568 € denon s
B pparker] AL [SPIDER-PC\pparker]

Na

% )
6899650 @ demon_https . exe\1684 b3afc @ demon_:
[SPIDER-PC\pparker] LTALON-DC\Adminis

- 6 @ demon_smb.exe\7452
— SPIDER-PC\pparker]

3
4dSb1ff4 © demon_https.exe
[DESKTOP-CU4FEST\Spider]

0] pparker/SPIDER- P ] Admintstrator/TALON-
authenticated from as TA & : .13 8 : x64] [Pivot: 473b3afc

ron » whoami
0 get the info from whoani /all
1

Enabled by default, Enabled
Enab
Enab oup, Group owner,
Enabled group,
Enab oup,

ic Enab oup,

NT AUTHORTTY\INTERACTIVE Well-known g s g 1t, Enabled group,

CONSOLE LOGON Well-known t Enab oup,

NT AUTHORTTY\Authenticated User: Well-known Enab oup,

n g
NT AUTHORTTY\This Organization Well-known g Enabled group,
LocAL Well-knov Enab oup,

Al g
TALON\Group Poli Owne d p, E b lt, Enabled group,

) n
TALON\Domain Admins group, En
En

bled Enabled group,
TALON\Ent: b

a
ab , Enab oup,
g Ena Enab
group s group, Enabled
g Ena , Enab
Mandat y default, Enab

Privilege Name
[Administrator/TALON-DC] den : x64 (TALON.local)



https://raven-medicine.com/uploads/images/gallery/2023-01/4VdeO3jCtkw9B5EJ-image.png
https://github.com/HavocFramework/Havoc
https://raven-medicine.com/uploads/images/gallery/2023-01/YWmvbEaWhkJRDjwz-image.png

BRC4

(IT111 EDR [ITTTTITT C2[IThiputddrReded i@t dom/) TTTTTITTTII1T] CobaltStrike [MTTTTTTTITTITTITITTTIIT]

iﬂb@g@opfbgnd or type unknown

[TPoshC2Mythic C2 [T C2OTITTITTTTIITTTTIITITTIIN Cobalt Strike [TIC2 [TTTTTT] VPS [ITTT

Revision #8
Created 5 September 2022 02:59:43 by [11]
Updated 10 October 2023 23:33:03 by unknown


https://bruteratel.com/)
http://raven-medicine.com/uploads/images/gallery/2022-09/VvYimage.png

