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[ calc [ITTIT1] PE Bear [ITTTIITII AT [T AT [0 INT I cale TTTTTTIAT OTTTITTIIITITI
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v [ calc.exe
DOS Header
@ DOS stub
v NT Headers
Signature
File Header
Optional Header
Section Headers
v Sections
v 3 text
= EP = C70
rdata
data
.pdata
ISIC
reloc

&t e e b

calc.exe

= 3 & 9
012 345678 9ABCDEF 0123456789 ABCDEF ~

1148 DA 29 00 00 00 00 00 00
1158 F4 29 00 00 00 00 00 00 04 2A 00 00 00 00 00 00
1168 AE 29 00 00 00 00 00 00 32 2A 00 00 00 00 00 00
1178 46 23 00 00 00 00 00 00 &2 2A 00 00 00 00 Q0 00
1188 80 23 00 00 00 00 00 00 S4 2A 00 00 00 00 00 00
1198 94 29 00 00 00 00 00 00 18 2A 00 00 00 00 00 00
11A8 00 00 00 00 G0 00 00 00 78 25 00 00 00 00 00 00
11B8 00 00 00 00 00 00 00 00 FC 28 00 00 00 00 00 00

Disasm: .rdata General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs = Imports = Resources = Exception = BaseReloc. >

+ B

Offset Name Func. Count Bound? OriginalFirstThunl TimeDateStamp Forwarder NameRVA FirstThunk

1794 SHELL32.dII 1 FALSE 28C0 o 0 2988 2180

17A8 KERNEL32.dlIl 12 FALSE 2858 0 0 2AM8 2148

17BC msvert.dll 14 FALSE 2900 0 0 2B68 21F0

17D0 ADVAPIZ2dII 3 FALSE 2838 ] 0 2BC4 2128

17E4 api-ms-win-core-sync... 1 FALSE 28F0 0 0 2C00 21E0

17F8 api-ms-win-core-proc... 1 FALSE 28E0 0 0 2022 21D0

180C api-ms-win-core-libra... 1 FALSE 28D0 0 0 2C4C 21C0

KERNEL32.dIl [ 12 entries |

Call via Name Ordinal Original Thunk Thunk Forwarder Hint ~
2148 GetCurrentThread|d 29C4 29C4 - 224

2150 GetSystemTimeAsFileTime 29DA 29DA = 2F2

2158 GetTickCount 29F4 29F4 - 310

2160 RtlCaptureContext 2A04 2A04 = 4D4

2168 GetCurrentProcessld 29AE 29AE - 220

2170 RtlVirtualUnwind 2A32 2A32 = 4E2

2178 UnhandledExceptionFilter 2846 2A46 - 5BE

2180 SetUnhandledExceptionFilter 2A62 2A62 = 57D

2188 GetCurrentProcess 2A80 2A80 - 21F v
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9:000> dq PPOO7FF7DB832148

eeee7ff7 dbg832148
eeee7ff7 dbg832158
eeee7ff7 dbg832168
eeee7ff7 dbg832178
eeee7ff7 dbg832188
eeee7ff7 dbg832198
eeee7ff7 dbs321a8
eeee7ff7 dbg8321bs

eeee7fff 4bad5860
eeee7fff 4bads5950
eeee7fff 4baedbae
eeee7fff 4batbage
eeee7fff 4baeabos
eeee7fff 4badsf2e
P0000RE0 0OPLD0O
PPPEODOY ©PBODB.

P:000> u @eee7fff 4abadss8ed 11
KERNEL32 ! GetCurrentThreadId:

eeee7fff 4bad7e90
eeee7fff 4baed9de
eeee7fff 4baclele
eeee7fff 4baed110
eeee7fff 4baeba7eo
eeee7fff 4baddeoe
eeee7fff 4bl12904e
eeee7fff 4995730

eeee7fff 4bad5860 65488b042530000000 mov  rax,qword ptr gs:[3eh]
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[NHWEiidVirftualMemory[T] Win32 APWFriteProcessMemory[TTTTTTTT] 2 (TTTTITTTIITT] hook [TTTTTIT
[Ohook [TTTIMGYT LI FEME DRI TITITIT syscall ITTTT1] syscall I T IIITIT]

ntdll!INtWritevirtualMemory:

P0eR7TT9 1748faa@ 4cs8bdl mov
PeER7ff9 1748faa3 e9c6f30800 jmp
peeR7ff9o 1748faa8 f604250803fe7f0l1 test
oeee7ffo 1748fabe 7503 jne
eoee7ffo” 1748fab2 efes syscall
peee7ff9  1748faba 3 ret
Peee7ff9 1748fabs cd2e int
Peee7ff9 1748fab7 3 ret

0079 1748fabs eti1fs4ee0e000000 nOp

rie,rcx

ntdll!StartPathWithLongPathPrefixIfNeeded+0xcae (©0RO7TT9 1751ee6e)
byte ptr [SharedUserData+0x308 (@eoeceee 7ffes3es)],1
ntdll!NtWritevVirtualMemory+ex15 (@eee7{f9” 1748fabs)

2Eh

dword ptr [rax+rax]

(T NTAPITTIT hook [T117

0:000> u ntdll!NtDrawText
ntdll!NtDrawText:

PeeR7ff9  17490fbe 4csbdl mov rie,rcx

8000719 17498fb3 b8e30e0000 mov eax,@E3h

8000719 17498fbs fe@4250803fe7f0l test byte ptr [SharedUserData+0x308 (oe0e00ees 7ffe03e8)],1
000079 1749efco 7503 jne ntdllINtDrawText+ex15 (@eee7{fa” 1749efc5)

00pe71f9” 17498fc2 ofes syscall

eeee7ff9o” 1749efca c3 ret

eeee7ffo” 17496efc5 cd2e int 2Eh

00ee71 19 1749efc7 3 ret
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(IO NTAPIOTITITITI syscall DT x64 DT syscallf

mov rl0, rcx
mov rax, [ SSN]
syscall

ret
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