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beacon= help socks
Use: socks [stop|port]

Starts a SOCKS4a server on the specified port. This server will relay
connections through this Beacon.

Use socks stop to stop the SOCKS4a server and terminate existing connections.

Traffic will not relay while Beacon is asleep. Change the sleep time with the
sleep command to reduce latency.
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config file found: 1 hains4.conf
chains] prel ing i § i L X Libproxychains.so. 4
chains] DLL init: pr
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Cobalt Strike 4.7: The 10th Anniversary
Edition

Posted on August 17, 2022 by Greg Darwin

Cobalt Strike 4.7 is now available. This release sees support for SOCKSS5, new options to provide flexibility around how BOFs live in memory, updates
to how Beacon sleeps and a number of other changes that have been requested by our users. We've also given the user interface a bit of a refresh
(including support for the much-requested dark mode!).

In recognition of Cobalt Strike’s 10" anniversary, I'd like to say a sincere thanks to all of our users for your continued support over the years - from the
very first version created by Raphael Mudge, through the acquisition by Fortra (the new face of HelpSystems) and up to today and beyond. When | first
met Raphael, he impressed upon me how unique and special Cobalt Strike's user community is, and I'm reminded of that every day - from interactions
on social media, to submissions to the Community Kit and all of the great (and to be honest, sometimes not so great!) feedback that we receive. Cobalt
Strike wouldn't be where it is today without your support and constant feedback, so thank you. Here's to the next 10 years!

Proxychains

(1110 Socks [T Linux I proxychains MITTITTITITIIIIT Socks [T CS TTTIT]

[1BeaconspldKSI O8O TTTITIIIIII]1080 [T1]]Socks 4a [TIT]

root@ts:~# netstat
tcpo 4]
rootdts:~# ||

LISTEN

[OBOTMMROEKs TIITTTIIIT]

Examples:

socksb
http
socksd

http

types: http, socks4, socks5
ypes supported: "basic"-http
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rootgts:~# pre ap -Pn -sT
Proxy 1

STATE SERVICE

http
open netbios-ssn
open microsoft-ds
open ms-wbt-ser:

[0 Windows PAAXTHiER LhEEDs://www.proxifier.com/) [ITTTTTTTPrefilkeficsHtoxy Servers[TITTITITIIIT]
<[ITIVPS IP>:1080
[Piofile -> Profixication Rules [TTTTTTIITIITIT]

<3

File Profle Log View Hep B [] & Y W W &

Application Target Timne/Status Rule : Proxy Sent Received
= Proxy Servers ? X
A
~ Address : Part Type
L3
Edit...
Remave
Check...
You man chain several procgy servers together: Procy Chains...
oK Cancel

4 Connections |4k Traffic | @ Statistics

[05.30 22:07-45]

[05.30 22:07:45] 'Welcome to Proxifier Portable Edition v4.11

[05.30 22:07:45]  This trial version expires on June 30, 2023 (31 days left)
[05.30 22:07:45]  Buy online: www.proxifier.com/buy/

[05.30 22:07:45)

leady 0 active connections Dewn 0 Bfsec Up 0 Bysec Systern DNS

(1] RDP [TITIIII] Socks [T]
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E Proxification Rules

?
Rule Name Applications Target Hosts Target Ports Action
@ Localhost Any ;ﬁtﬂ?m;rﬂfneﬂ; L Ay Direct
& rdp mstsc.exe 172.16.1.0/24 Any 'Pro:qr SOCKS4 34.192.19¢ ~ |
Default Any Any Any Direct
Add... Clone Edit... Remaove

Rules are processed from top to bottom. Use the arrows at the right to change the
order.

Use check boxes to enable/disable a rule.

0K

[TIIIIT0 Windows [TTTT] RDP [TTIIIIIT] FileO1l [T]

ﬂ Proxifier Portable

Fle Profle log View Hep B [ 2" 5 w~ &

% 172.16.1.13 - Remote Desktop Connection
L4 [ = | Tools

Home  Share  View

v 4[5 ThisPC > Lecal Disk(C) » Tools

Cancel

iC) Name Date modified Type Size
A Quick access
4 [ caicai 5/22/2023 1:33AM  Application 18KB
I Desktop *
“w [ KerberosConfightgr 2/21/2020:00PM  Application 201 k8
D ¥ Downloads powerupsql 1/26/2023 T:34PM Windows PowerS... 1,240 KB
Documents preference 5/5/2023 448PM  Text Document 1KB
= =] Pictures * By 2/13/20233:40PM  Application 27653 KB
e . SharpHound 5/24/2023 1205 AM  Application 1,027 KB
= [ student_cafebaby 5/22/2023 40T AM  Application 282K8
& Network [ student_minidump 5/21/20137:52PM  Application 282k8

#= Connections 4 Traffic (@ Statistics

[05.30 22:21:52]

[05.30 22:21:52] Welcome to Proxifier Portable Edition v4.11

10530 22:21:52]

[05.30 22:22:47] mstsc.exe *64 - 172.16.1.13:3389 open through proxy 34.192.196.71:1080 SOCKS4

[05.30 22:23:07] mstsc.exe *64 - 172.16.1.13:3389 close, 448 bytes sent, 1254 bytes (1.22 KB) received, lifetime
[05.30 22:23:09] mstsc.exe *64 - 172.16.1.13:3389 open through proxy 34.192.196.71:1080 SOCKS4

[05.30 22:23:24] mstsc.exe *64 - 172.16.1.13:3389 close, 1192 bytes (1.16 KB) sent, 1691 bytes (1.65 KB) receive
[05.30 22:23:27] mstsc.exe *64 - 172.16.1.13:3389 open through proxy 34.192.196.71:1080 SOCKS4
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Q] Edit Proxy socks4

Title or Description (optional)

socks4

Color

Proxy Type
SOCKS4

Proxy IP address or DNS name

#66cc66

34.192.196.71

Port
1080

Username (optional)

Password (optional)

[(ITTIIIII] Socks [T11]1 Dc03 [TJADCS Web [IT11]

Q 172.16.1.31/certsrv

Revision #11

@ 172.16.1.31
This site is asking you to sign in.

Username

Password

Created 5 September 2022 03:09:29 by 111
Updated 17 April 2025 01:12:39 by 111
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