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PowerShell

[0 Powershell [TTTITITEntertPSSEs$iov irCaipliférName <[TTHTITITIT] PowerShell [TTTTITITITIIIT]

EN powershell (running as prodijohn)

Enter-PSsSession
John\Documents> whoami

C:%Usersh\john\Documents> hostname

C:\Users\john\Documents>

Invoke- Command - ComputerName <[P -ScriptBlock {<[TPk}

EN powershell (running as prodijohn)
Windowshsystem32> Invoke-Command e {whoami}
M
Windowshsystem32> Invoke-Command e {hostname}

WWindows\system32»

C2
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jump winrm64 file0l smb
ed beacon to run windows/beacon_bind pipe (\\.\pipe\mojo.! 2. 3978 798) on file0l via WinRM
[+] host called home, sent 5

[+] established link to child beacon:
[+] received output
#< CLIXML

Evil-WinRM
[T WinRM [T TKERe s/ INFMVE G EWinRM (1]

~/Desktop
evil-winrm
hains] config file found
1ains] prel i lib

Warning: Remote path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimplemented on this machine

hains] Dy
ains] Dynamic chain

DLl
Donut-Loader
Invoke-Binary
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